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TREEAEGEB:
{5 FH Cisco $&4EA BEN AR 2 75 FF B Cisco Smart Install B, 25 FF )i W AJ B 52 21 520
# python smi_check.py -i 192.168.1.254
[INFO] Sending TCP probe to targetip:4786
[INFO] Smart Install Client feature active on targetip:4786
[INFO] targetip is affected.
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Ak, mrRLEE DL R ar 22 ST Smart Install Client DEE:
switch>show vstack config
Role: Client (Smartinstall enabled)
Vstack Director IP address: 0.0.0.0
switch>show tcp brief all
TCB Local Address Foreign Address (state)
0344B794 *.4786 *.* LISTEN
0350A018 *.443 * * LISTEN
03293634 *.443 * * LISTEN
03292D9C *.80 *.* LISTEN
03292504 *.80 *.* LISTEN

K HETE B: (FEREREZ)

switch>show version
B8] 55 N BARTELE atxt B, I FAEZ Cisco [ Cisco 10S Software Checker #4746
k. https://tools.cisco.com/security/center/softwarechecker.x
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switch#conf t

switch(config)#no vstack
switch(config)t#do wr

switch(config)#texit
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switch>show tcp brief all

TCB Local Address Foreign Address (state)
0350A018 *.443 *.* LISTEN

03293634 *.443 * * LISTEN
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03292D9C *.80 *.* LISTEN
03292504 *.80 *.* LISTEN
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180328-smi2#

fixed
https://embedi.com/blog/cisco-smart-install-remote-code-execution/
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