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1) FIH DKMC FFEHESE S n#k shellcode
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BegtreatebeyExn(
(HIEV) ek DRORER1
Suf tuarey

D01,
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3) LI EZF AR A, B Flash Player. Word. Google Update %5

LOE ﬂ*islﬁs | R | emans | push E::P
- push  edl
Microsaft Co... Folf 20085105288 push offset LibFileMame ; "wwlib.dl1"
call ds:LoadLibrary¥
21 mou - edi, eax
EE test  edi, edi
jz 1oc_3808160D
» BFEEER
=] WEFEEER. .
; CODE XREF: sub_38881573+178,j
EEAERE) push ebx
E Wiorazoft Coperation push esi
BT Fem nou esi, ds:GetProchddress
) [o% E w6 rAsHens push offset aFmain  ; “FHain"
push edi ; hHodule
ﬂl call esi ; GetProchddress
BT push offset is @ ; " dDispatch”
E I push  edi ; hiiodule
| VeriSign Tia . TEH 200 10H25E noy ebx, eax
call esi ; GetProcnddress
——— push offset alldgetapplica_@ ; "udGetapplicationObject”
;’é_’; _raeEn | push edi 5 hhiodule
nov duord_30083818, eax
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xor eax, eax
cmp byte ptr [ebx], 3Dh ; "=
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call sub_2
call sub_2
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