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FBGP

I’m the BGP protocol.At least so far,nothing is as

irreplaceable as me,




BGP (RFC 1771, RFC4271) :

2 FR/&Border Gateway Protocol, X W H A4 FE W R, BT hiRAS /& BGPv4 . BGP & B b —N% 0 1Y) B A
O BIR BTN . BRI BRIZ.ORZEAT IR, & B BT ME— R S M7 RN 4K AR SR % B L

BGP/2ix B =S M, JBTNHEMIL, HiLmEMNLHTCP, Blin 152179, BIAZNHEWL, 7] LLA
NEREZEER, FHAHEZRIRZER TAE, Hliifragment, #ii\, BEALEZESE. BGP :ME—fE HTCPIE NIEHIE T
BB, HAth S R AT BEES L BAS T AR E = o

HRXEEHRS

AS(Autonomous system): BVG R&4t, H1E— (AW 221 HEEHET TIPSR Has B 2K, ST BB M
AT ILE A% B SRS . WAl UE, ST EEER KL, — DASE — PSR MG, F0NASH B COME— w5 . @
—/NEVE RGN EE DA R IME— 1647 515, ASNIE[F:1-65535;1-64511)8 T /A4 ASN, 1M FAF ASN:64512-65535.

AS PATH: i HH &Rl — PNASTE R & 2 2R — M k. (B H B P ML)
EBGP:#MiBGP ML (EBGP) Y == ELAE FH 72 [m] #0355 % HH 25 BRASHR L B 215 B .
IBGP: N HEBGP M (IBGP) ) £ EAE H /& M ASN T it as S (L B 215 B .




BGPAJ35KZE
2 JE 3% (adjancy table): (/17 FrA MBGPAL &S & .

BGP=E (forwarding database): PrA7 MEE— 20 & 2= 21 B AR S .

% HH 3% (routing table):BGPER AN T 2 22187, < MBGPFRH ik —
KBRS B SRR B, TN B R R AT
% FH 7 R 7R 1% 6 R AR B HH 2% B 3% R BRI T

LR JEZE: show ip bgp summary

R3 AS30#sh ip bgp summary

BGP router identifier 192.168.50.2, local AS number 30

BGP table wversion is 17, main routing table version 17

13 network entries using 1521 bytes of memory

32 path entries using l664 bytes of memory

17/8 BGP path/bestpath attribute entries using 2108 bytes of memory
15 BGP AS-PATH entries using 360 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter—-list cache entries using 0 bytes of memory

BGP using 5653 total bytes of memory

BGP actiwvity 13/0 prefixes, 34/2 paths, scan interval &0 secs

Heighbor W LS M=gRocvd M=sgSent TelVer InQ Outd Up/Down State/PixRcd
172.16.30.2 4 200 12 12 17 Q 0 00:01:45 &
192 .168.30.2 4 20 12 12 17 Q 0 00:01:48 B
182 .168.40.1 4q 40 10 12 17 Q Q0 00:01:48 B
192.1&8.50.1 4 50 10 1z 17 0 0 00:01:50 &

BGPZ: show ip bgp

R3_RAS304sh ip bgp

BGF table wersicon is 17,
Status codes:

Crigin codes:

L

I

EF
I

E>

E>

E>
EF

g

s

r RIE-failure,
i - IGP,

Hetwork
10.10.220.0/23

10.10.220.0/22

172.16.30.0/24

172.16.60.0/24

172.16.100.0/24

192.168.10.0

Hetwork

192.168.20.0

192.168.30.0

1592.168.40.0

192.168.50.0
192.168.60.0

192.168.100.0

192.168.200.0

e — EGP,

NHext Hop

182.
192.
172.
192.
182.
172.
172.
0.0.
182.
152.
182.
152.
18z2.
152.
18z2.
172.
18z2.

168.50.1
168.40.1
16.30.2
168.30.2
168.30.2
16.30.2
16.30.2
0.0
168.40.
1&8.50.
168.50.
1&8.40.
168.30.
1&8.50.
168.40.
16.30.2
168.30.2

I =y e

Hext Hop

18z2.
172.
18z2.
152.
0.0.
152.
0.0.
0.0.
182.
152.
182.
152.
182.
152.
172.

168.40.1
16.30.2
168.30.2
168.30.2
0.0
168.40.1
0.0

0.0
168.40.
168.50.
168.40.
168.30.
168.50.
168.30.
16.30.2

[ RS R -

5 Stale

? — incomplete

local router ID is 192.168.50.2
5 suppressed, d damped, h history,

* wvalid, > best, i1 - internal,

Metric LocPrf Weight

[ T I e

L T e T i T e Y TR Y e Y e Y e

Metric LocPrf Weight

L e O e T Y Y

Path

50 &0 100 i
40 100 1
200 20 10 100 i
20 10 100 i
20 200 i
200 i

200 i

i

40 i

50 80 1

50 &0 100 i
40 i

20 10 100 i
50 80 100 i
40 100 i
200 20 10 i
20 10 i
Path

40 100 10 i
200 20 1

20 i

20 1

i

40 i

i

i

40 €0 i

50 i

40 100 i

20 10 100 i
50 €0 i

20 1

200 i

B HZ: show ip route

R3 AS530#sh ip rou
B3 AS530ish ip route

Codes: C - conmnected, 5 — static, R — RIP, M - mobile, B — BGP

D — EIGEF, EX - EIGEP extermnal, © - O0S5PF, IA - OS5PF inter area
H1l - OS5PF HS54 external type 1, HZ2 - OS5PF HS54 external type 2

E1l - OS5PF external type 1, E2 — O5PF external tType 2

i - I5-I5, su — I5-1I5 summary, L1 — I5-I5 lewvel-1, LZ — I5S-I5 level-2Z2
ia — I5-I5 inter area, * — candidate default, U - per—user static route

o — ODR, P - periocdic downloaded static route

Gateway of last resort i=s not set

[ e < R i L i o

ot

192.168.30.0/24 is directly connected, FastEthernetl/1
192.168.60.0/24 [20/0] via 192.168.50.1, 00:01:20
192.168.10.0/24 [20/0] via 192.168.30.2, 00:01:19
192.168.40.0/24 is directly connected, FastEthernet2/0
172.16.0.0/24 is subnetted, 3 subnets
172.16.60.0 [20/0] wvia 152.168.40.1, 00:00:48
172.16.30.0 is directly connected, FastEthernetl/0
172.16.100.0 [20/0] wia 152.168.40.1, 00:00:48
192.168.200.0/24 [20/0] via 172.16.30.2, 00:01:20
182.168.20.0/24 [20/0] wia 152.168.30.2, 00:01:21
10.0.0.0/8 is wariably subnetted, 2 subnets, 2 masks
10.10.220.0/23 [20/0] wia 152.168.40.1, 00:00:50
10.10.220.0/22 [20/0] wia 172.16.30.2, 00:01:21
182.168.50.0/24 is directly comnnected, FastEthernetl/0
182.168.100.0/24 [20/0] wia 1952.168.50.1, 00:00:55

ERFEDE] |

KCon



BGP B L Bt 4512 #%

RN LT, 2ER—HMH, BGPHERLEE, HAFEES
Sk AR Z TR PAT T B 1

BGP HHE 2% v I R A mg AT @ 1k, X T il b s A e 1 R e 3 i
fLES1E, BGP i TAEZ KRR Z ML I — e I LB I, =2 2%
R E— Em e am E R, RS RINF TR N — %Rt B
Zik R Oy IE.

BGPE H ik g R

1. Weight /@ 7. EBGPYL T IBGP
2. Local Preferenceg&fE 8. 2liANext—hop HIARHF
3. A HLEE R EE B 9. PAT U A E IV

4. AS-PathiJi¥ 10. EBGP i#% FH 2 I B
11. B¢ IRouter—1ID

12. Cluster—1listF
13. BC B HIBGP Peerig & Huhik

5.0rigin/g 4
6. MEDJE 1%

XTFBGPEHsEIARE

BT 25 A 25 % 58, ASHR 26 & 5 ok H CustomerAS [ & H, H K2 PeerAS K
ProviderAS. AJTEUL, RHR 4% K A 1) SR mE R0 40 T
1. RHE CustomerAS E & A H i L1#H%5Customer Peer F1 Providers
2. KH PeerAS EH5HIEH RNIF(LHL Customer, A UIFIHE LSS HARK] Peer M1 Providers
3. K H ProviderAS 'H % I #% B 0 VF 1% 8 25 Customer , AN fUVFIH &5 45 H AL 1) Peer

Provider,

R

Table 2 Routes Received from EBGP Peers

Martian Unallocated Your AS Transit Customer
Address Address Routes Routes Routes
Space Space
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SMZHIBGPZR 2 R4

Northrop Grumman4rbgpMLE#HEEF A (2003) BEANBBEH YouTubeliMEE4 (2008)
200345 H, —H IR BRI 1 R EE S RS A FiEHE ( 2008E2 A, LRI EUR LA R v YouTube 5 25 5L 4 BH Py 25 N P H i 4 Y
, ABPHE S S RE T AR R S b ORI B I ) 7 AR e oK T A s A 2% IR 55 T B 8 YouTube iﬁ@lﬁ&%ﬂﬂii@ﬁﬁ)ﬂﬁé)\
P ) r[ﬁfl%ﬁﬁﬁ P — B N2, FEHR RIE B RS R, DAt S gL yE R4, w4, , IBIIBGPHIFMHERE (PCCW) KEFHHEELE CHER) .
X 5 ZE KR AT AE B 2 7 SR B A B IR L8 1 pHb I (I PR A AL, FFAE E B BLEC N F 35X Ly JE PCCW ] [ B BRI ) #1718 102 1 % AR B
IRESH ) #. IR, T s s AN R R bk 244 8., Northrop Grumman#)IPHi ik 4= MBS, ERATHEEEER S BT Sstatic route%szos.65.153.0/24§-%£UT

FRBCR LA nullo$Z 1 CEEVRIES D ;B2 HL{E B L2 FFl-Hstatic route redistribute(Cisco % FH
Sy %%J:Iﬁ‘lﬁx ] Bip 1 I 3R 1 ﬁff)QJBGPT , Wit ENE iz Hes EH %%#&E%EB
RININBIBGPIEE HHER 1, A% H [F)20 21 HoAm % Hh 2% B AL e (B i s o
BGPHIIX 2% 145 H [7] HiAth Peer ASHIBS HH#S[FI20 1, &P AR I /& B s it FE TR A%
Bl (PCCW) , AJGHEERRETFI2D R | 4t 5t . IX I TN i) K38 o0 FH P A8
YoutubelPJ I, EHE AL E 2 A NHE AN B B null 2 0, 45 R HR 23T

STEM: N \ o
CyberPatrio ‘ =
yberPatriot Featured Lo = Z:: }F‘ .

4
on The Today Show
' I TODAY SHOW I I CYBERPATRIOT l

NORTHROP GRUMMAN

KCon
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Hacking Team# ABGP HijackihBiEAXFIBERAFRBEHITEh (2015)

How Hacking Team Helped Italian Special

JHackingTeam| Operations Group with BGP Routing Hijack
Posted by Andree Toonk - July 12, 2015 - Hi 15

Rely on us.
By Andree Toonk and Dhia Mahjoub As part of the Hacking Team fall out and all the details
published on wikile it became public knowledge that Hacking Team helped one of their
customers Special Operations Group (ROS), regain access to Remote Access Tool (RAT) clients.
As first reported here: http: 0 56 ROS recommended using BGP hijacking and
Hacking Team helped with the setup of new RAT CnC servers. In this post we'll take a closer
look at the exact details of this incident and support the Wikileaks findings with BGP data.
Raggruppamento Operativo Speciale and Hacking Team The Raggruppamento Operativo
Speciale or ROS is the Special Operations Group of the Italian National Military police. The group
focuses on investigating organized crime and terrorism. Hacking Team sells its RAT software
known as Remote Control System (RCS) to law enforcement and intelligence agencies, ROS
included. ROS infected and installed the RCS client on the machines of persons of interest
(referred to in the emails as targets). These Remote Access Tools can provide ROS with all kinds
of information and typically provide the tool’s operator with full access over a victim's machine.
The RCS clients normally need to check in with a server, which is a machine the clients can get
their commands (orders) from and then upload stored data, recorded communications, logged
keystrokes, etc., to. The Wikileaks emails uncovered how after ROS abruptly lost access to one of
its RCS servers and worked together with Hacking Team to recover the loss. Initially,

%IJ )Eﬁ bgp hlJaCk ﬁ 7[{ zjj j?f_&:‘ E */j_:\‘ IW é% %iZE Eg, i& ?E y /ﬁ\jﬁ\ E é:l:lk é'\ machines from a provider called Santrex, a well known bulletproof hoster. Brian Krebs de

an article about them in Oct 201 3. Obviously the RCS clients (also referred to as agents in the
Adobe flash Oday/_i“_%Tiji%E‘Eﬁ l'm H */j_:\‘ lm é%&i%/*ﬁ)\Rcs , ;—_‘_’D}SE Wikileaks emails) only work well if they can communicate with the serveﬁr. If the server becomes
unreachable the client essentially becomes an orphan and loses most of its value. This is exactly
-[_//(EH [VT %}‘_\' what happened on July 3rd, 2013 when after nine earlier outages that year, the Santrex IPv4
YIIL] T oo prefix 46.166.163.0/24 became permanently unreachable. The Wikileaks document described
how the Italian ROS reached out to Hacking Team to work together on recovering the VPS server
that ran on 46.166.1 175. In ROS terminology, the server was called “Anonymizer”. The emails
also revealed that this server relays updates to another back end server called “Collector” from

cuments show how ROS worked with the Italian network operator AS31034 (aka

a S.p.A) to get the prefix announced in BGP and bring up a new “Anonymizer” server with
the IP address 46. 163.175. ROS also was hoping that other Italian ISPs wouldn't filter that
hijacked announcement. When we look at historical BGP data we can confirm that AS31034
(Aruba S.p.A) indeed started to announce the prefix 46.166.163.0/24 starting on Friday, 16 Aug
at 2013 07:32 UTC. The Wikileaks emails outline how ROS complained to Hacking Team that the
IP was reachable only via Fastweb but not yet through Telecom ltalia, concluding not all RCS
clients were able to connect back to the server immediately, since the prefix was not seen
globally. BGP data further confirms this per the visualization below.
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Google TRIMAC B4, EAMIFE I NTT@EAE RN 1
MmE. (NTTZHA—FKFZERISP, HibZHFFOCNAKDDI M
ANNRFIISP. fEHA, NTTN767 5K EER F 48T K /Al
et HERMARSS ) o SEH AFrE M N40 0B A4y, XAEHA
GlEANK RN, HHAAMBERRE, HALSSH
(  Ministry of Internal Affairs and
Communications) C&XJtFREITHE, HERISPHE
PR o

Googlek & N R FE WA ZMATIE R, A5 ANREIH
Wi 2o, GoogleXf M E [ k(s B SEA KA, Jf
X R IAE 5 B R B LA . TS % JE, GoogleTs
HE8 T #H L WHIE TR

i

SMNEZEBGPLEAE

=

N4 B A& 18 5200 ™ B A 520 e ?

AR R IR 16 5 2k B, 25,0005 % H 2 JE T
NTTHIES h kB, 7EZ R e al M gs, W ANTTHIE R Z .
SEPR b, AR AR AN A KDDI R % bk ER . {HKDDI AN
il <= 78 e ME IR 2 K] N KDDI & Verizon (1 H B W 52 (IP
Transit) %/, Wi, KDDISK T Verizon ) H BE W &4
(IP Transit) k4. KDDIMVerizonEsZ 1 #1195, 0004
MR AT . HAS —1PHEEEERmIIIMMNVerizongEz
97,0004 M IR IR AT S . KItk, MKDDIERITIJFINTT
FR) A A BB R O B, A S A% 328 B A AR AE 2 hn BT G s o .
NTT. KDDI. Softbank BBFNIIJAZ H AH] VY KB BLR & T M 2%,
il Al 22 18] BBk BB = B K. XIKBGPE I H S s h=XKH
i8S T 2 A E N E Bk, B O, £ H
R A2 EBRESE RS, I EZ mar st 0. X
Fhg ol N, E H 26 2 8] [E bRt 2e iy 5 R AR IR 78 2, HREA T
AR RAZAE HARE PN BB T 27, SR HE BB EEA
1 = - S a1 QB 1W< i BV B |1 B0 s Y 0 & B2 0 £
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I O3 EB GPEIF B {17307 £ TTETH#E (2018)

EE R A4 H245 L, WS AU 4 k5525 18 2 BGP % H
WiFrdd . B E ) B B2 ) FIDNSFIBGPE A 1) 2 4 55 15 Rk 15
BUmE B ZBIRR 7RI, L ESFEHIX .

AREAE, P12 Wk U7 189 A 4 SR B R 21— K
ZHrISPHE AL AEEE M . MyEtherWallet © kA ERRIE
% H P AR IR %2 5

5/\,:11, \EIIJ BG Pﬁék -=31¢|:

BGP Hijack of Amazon DNS to Steal Crypto
Currency

Research // Apr 25,2018 // Doug Madory

scheme to use security

that remarkable scen appears to

Internetintelligence
@in nte

BGP hijack this morning affected Amazon DNS. eNet (AS10297)
of Columbus, OH announced the following more-specifics of
Amazon routes from 11:05 to 13:03 UTC today
205.251.192.0/24
205.251.193.0/24
205.251.195.0/24
205.251.197.0/24
205.251.199.0/24

0:52 PM - Apr 24, 2018

Conclusion

This attack abused the trust- 1ature of BGP to st t Amazon's DNS. It then abused

trust-based nature of DNS to direct users to a malicious website in Russia primed and re

take their

nes frorm

RPKI for

0xb3AAAae47070264f3595¢5032eE94h620A
583a39 There's $17.3M USD in there so
these guys are well resourced.

- 900001 L9@®
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Security flaws or vulnerabilities regarding the BGP protocol.




BGPEZA =R NI

1. SBGPEHEIMNEERE, IR B H%HKIAEW)E 2. HEHPMEHER, AS_PATHREMRZEF B HMREH.

BGR:
192:0:0:0/24, AS]|

BGP.; BGP
1921010.0/16) AS1 192:010!0/16) AS1/AS2)

7

e P
- f\/ AS4 \?

\_‘/‘_/
e AS3

N 192.0:0:0/24, - et

Con



BGPEAR=EN
3. M ERIFEHER, PR%IE S Mk Bk (R )R B AR S A«

192.0:0:11 1921001 192:0:0:1 Ilhave)net:192:0:0:1/24,AS:4}
Ilhave net:192:0:0:1/16) AS;!?_ATHEASI“ AS| PATH:AS2]AS] ASL PATH:AS3/AS2{ASA

— = ———
—_—

e —_ < ™ — el ™~ — - < = —
P g . 2 ( AS3 by £ AS4 A AS+ 2 ( AS3 2
) y 2

. J N J

-

— —
—

192:0:0/1] 192:0:0.11 192.0:0:1
AS| PATH:AS3/AS2|AS1 AS. PATH:AS3)AS4 AS| PATH:JAS3)AS4
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BGP hijack
ASS 1 5 M 4% 5.5.5.5/16, MK IASIE B X4 E % 71.1.2.2/18, T
K i . 1.1.2.2/186ﬁa§x%ﬁﬁﬁ;%é\?£aﬁo ASSXTANE & 171.1.2.2/18 S8 i A w4+
AS1 2 M %1.1.1.1/18F1.1.2.2/18 A %, EHEAM R MM T 1.1.2.2/18W A imE# K% | AS5.
1.1.1.1/18, #rsbREs 71.1.1.1/18, mKAES1.1.2.2/18. WF an A
] .

All the 1.1.2.2/18 traffic redicrect to AS5

Witi FAS S04 M
1.4.2: 21,18 and|my/ASS)

SLab S 50 4 N EL
18} dlmyASS

ASH

X

v 4
101:141/18) 2.2.2.2/16 1.9.2.9/16 dd.4.4/16 5.5.5.5/16
1.1.2:2/18}

AS]| WLH If 2inetworks:)
. z_mgzzmw
FARES FIRPRSL & BGRIE S,

1.11111/18) 2.2.2.2/16 3.3.3.3/16 4.4.4.4/18
111:2!2/18)

AS]| HUETT 2)networks:

1.4.441748), 1.4.2:2/18)

ang__; =2 AES, AR BGRIE &
112! 2:’18}

KCon



X FBGPRIBPLLZ £ TRIE/ il

BGP hijack

UG ETIE

hi, i'm AS4
and lhave network:
1.1.1.1116

route)to route)to s FOUto)to,
1 111/,16,AS,1 1.1.151/16) AS4) '

AS2 AS3

FEEFE L T MAS3FIASEH]
1AL ANGRIE 0 T B R B -

1.15151716) AS4)

5.5.5.5/16
To1:1:1F16 2-2:2::2/16 i 4.4.4.4/16

i

2.2.2.2/16 5.5.5.5/16

1.1.1.1/18 3.3.3.3/16 4.4.4.4/16
~

| Hijacked

KCon



BGP hijack

Iﬁ [E ﬁﬁ :

By 360TI

C H(’(\:I:M%/I}E&EH,%%EQ . R4_AS10
1011052201 FE 38 i 0] s a 192. 168. 10. 0/24

192. 168

R2_AS20

.40.0/24

.200.0/24

172.16.30.0/24 RG_Assﬂ“

Victim

Ori_net—>Loopback0:10. 10. 220. 1/22

X TFBGPRIBPLELZ £ TRIE/ il

192. 168

192. 1/68. 200.0/24

172. 16.30.0/24
R1_ASP00

Victim é

Ori_net->Loopback0:10. 10. 220. 1/22

By 360TI

Fake_net—>Loopback0:10. 10. 220. 1/23

R8_AS100
192.168.10.0/24

-100.0/24

R7_AS60

.60.0/24

R6_AS50

il

KCon



. X FBGPRIBBLELZ L HRE/ il
BGP hijack

By 360TI AS:PA‘TH\ h'JaCK)H,tﬁ[—\FI\RS,\ RTr@Jﬂ 0:1 H}‘JE% E_E%E‘ By 360TI

Fake_net—>Loopback0:10. 10. 220. 1723 Fake_net—>Loopback0:10. 10. 220. 1/23

R4_AS10 R8_AS100 |S|‘C| rt Aﬂqck \,_,ﬂ R8_AS100
- 192. 168. 10. 0724 - 192. 168. 10.0/24 =

Attacker £ : Attacker

192. 168 .. A00.0/24 192. 168 - 172. 16.400. 0/24

R2_AS20

f1 ET_AS60 f1 RT_AS60
£0/0 60.0/24 £0/0 60.0/24 e

192, -40.0/24 -40.0/24

192, 168. 200. 0/24 R3_A530 192_ )68. 200. 0724

nfn. 3 i
ﬁf”" 192. 1647 60. 0/ 24
. 0
192 0.0/24 - R6_AS50
Rl asboo 172. 16.30. 0/24 R6_AS50 R1_ASP00 172.16-30.0/24 -
- v~ f0/1 -
L ros0 g 20/0
. e . £0/1 V' F £0/1
Victim ichim

0Ori_net—>Loopback0:10.10. 220. 1/22 Ori_net->Loopback0: 10.10.220.1/22




X FBGPRIBPLLZ £ TRIE/ il

B ittt ®E (Route leak) EAST R A M ERT, AS1. AS2. AS3. AS4. ASS#REIFEH i@ . T E:

cloud | 1.1.100.0/23
S aa ] p
( p
N b,

BGPi Hi 2 HEEA R A G A S HE S uE, — HBGPRH il %1%
8 B HL SR A T 15 YU 2 AR g E it R, T X o AR X LR R TR
Z5 R o

AR H R A ki Je 3 R ) 45 R R S0RT 73 g BA T 384

> 3G IR 2% W

1.141.0/22;

> 3G IR X 48 R4 AR ) 190 295 1 BT

> & RAS T /ISP i/ MITMEE o /i ,

KCon



) . %FBGPRIEPLL RS RRIG/FiF
BGP TTL modify (IR EH &) BGP TTLf % H5 M & W AES, #A7E#/TMITM (BGP B mTTLIY
EBGPiZ/T1EAS 5AS Y Al HiH Sk hide b, BRI N 75 B sl s Sk . SR AS 2 BL%E, WA Zi$EEBGP 2 — B E /N L) By B[R 661 e S, ABCCTTLE RIS R
%%, BMTHEIANERR . FMRYt i B E X T B RIS IEBEE (hop ) 8. 7Eebgpi PEAGHFERITTLED R HBEACE ORI . etk 2 — 5 HIRQBE
STAR R IR At t VR AL, WA Eebgp-multihop2 S8dE Bk ebgpAl fEEvk@ AR - & (Xt
2 —FhebgpMIPi A E#D) o FHLFHZ o switch(config)# router bgp 1.1

ebgp-multihop switch(config-router)# neighbor 192.0.2.1 remote-as 1.2

To configure the exterior Border Gateway Protocol (eBGP) time-to-live (TTL) value to support eBGP multihop, use the ebgp-multihop command. To return to the default setting, use the no form of this command.
ebgp-multihop tt-value

switch(config-route-neighbor) ebgp-multihop 2

no ebgp-multihop tt-value

Syntax Description

TTL value for eBGP multihop. The range is from 2 to 255. You must manually reset the BGP sessions after using this command.

Usage Guidelines

Use the ebgp-multihep command to configure the eBGP time-to-live (TTL) value to support eBGP multihop. In some situations, an eBGP peer is not directly connected to another eBGP peer and requires multiple hops to reach the remote eBGP peer. You can configure the eBGP TTL value for a neighbor session to
ese mi ions

alle 1 multi

This command requires the LAN Enterprise Semvices license.

Examples

This example shows how to configure the eBGP multihop value:

switch (config)# roonter bgp 1.1

awitch (config-router)# neighbor 192.0.2.1 remote-as 1.2 KC

switch (config-route-neighbor) ebgp-mmltihop 2



KT BGPRYBPLERZ £ iRPE/ kil

Use BGP Break HTTPS > 15CA (certificate authority) iEi:

MELEERBAT T UE L, RERIE3F I3k, EVa] B35 2 S35 TLS

H T ZHBGP hijack, W/ERFERNGETLSIEREIAIfEZ httpsiiieE. e e N
EP. WRBATERE T IEHRICA, BGPHIERT W CAlR] B 15 AN 24 A I .

> JEITLS CA NH P SRASTLSIE RS R T - s
SEPLIX BRI B IR FE B R AR

1. JfECAMTTHIFE KT

2. INEZFERCSR (certificate signing request) A& IFEH AN, Lo A REdlpiasEgm N \
AR RS, —ECAE S R vrBkitix s B3 M CAH B AL %A ; 2. REIBGPE: B E: BEHE T, #RMtHE, 4nEE, ALk KM Qrator

3. CARME TR LB YGEH A FraR, Hof 4 DL R % 5 3: Radarei# BGPHilT. 78—/ NRINIXEEA(F S, AS PATH BERERZ, 5%
T
% FHIBGPH# i A ¥swhios. URLiAiEserver. DNS TXT. DNS tokenXfw bl

fem H L #ERI3%Eserver:

4. ZULERING, BISEMNR. AR, CARBMTLS GV INE, RJEHK
A1 B XA TLSUE S AR UL 17 B UE I By S E . CRA SIS BRI,

EERA RO SR TG HEAT S5 A IV AT 52 R TLSHIE 5 Hi
SR ISR HEAT S5 A AT 55 HEAS TR - KCon
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BGP Routes Moniting (&)

R7_AS60#sh ip bgp
RT_AS60#sh ip bgp

BGP table wersion is 17, local router ID i= 1%2.168.100.2

Status codes: s suppressed, d damped, h history, * walid, > best, i — intermal,

r RIB—failure, S Stale

COrigin codes: i — IGP, = — EGPF, 7 — incomplete

e & B

> ffiHtraceroutem & &&FTTLHKE S,
I+ 5 IR w0 N AT . 28U T AT

R7 AS60#sh ip bgp

BGP table wersion is

Status codes: s suppressed, d damped, h history, * walid, > best, i — internal,
r RIB—failure, 5 Stale

17,

local router ID is 192.168.100.2

Origin codes: i - IGP, = — EGP ? — incomplete
T TTLAE 38 058 A28 8 |10 AS 5% 45 3k 21| b7 & . .
. . J )
NHetwork Next Hop Metric LocPrf Weight Fath Eﬂ ﬂ paet | /fl ;KEi Network Next Hop Metric LocPrf Weight FPath
* 10.10.220.0/23 192.168.60.2 0 50 30 20 10 100 * 10.10.220-0/23 192.168.60.2 0 50 30 20 10 100 i
. 172.16.60.1 0 40 100 i 7[\?_‘?—‘ - >3 172.16.60.1 0 40 30 20 10 100 i
. 192 .168.100.1 o 0 100 i | % | zj]j:j‘\ o * 192.168.100.1 0 0 100 100 100 100 100 100 i
*~ 10.10.220.0/22 192.168.100.1 0 100 40 30 200 i I, N © 10.10.220.0/22 igi-i:g'igoél g ;goséogoéo‘? 100 100 100 40 30 200 i
- :I: I~ - - - i
192.168.60.2 0 50 30 200 ﬂiﬁ j‘ F
- oE . FD. 4D ;0 20D * él /EEE%HHEJTT‘ H\ ’ ﬁl:[ lZEI: S 172.16.60.1 0 40 30 200 i
*> TR - * 172.16.30.0/24 192.168.100.1 0 100 40 30 i
172.16.30.0/24 192.168.100.1 0 100 40 30 i o 192.168.60.2 a8 50 30 i
L 192.168.60.2 0 50 30 i " 172.16.60.1 0 40 30 i
*> 172.16.60.1 0 40 30 i * 172.16.60.0/24 172.16.60-1 0 0 40 i
* 172.16.60.0/24 172.16.60.1 o] 0 40 i *> 0.0.0.0 ] 32768 1
L 0.0.0.0 (1] 32768 i o 172.16.100.0/24 172.16.60.1 (1] 0O 40 i
* 172.16.100.0/24 172.16.60.1 o] 0 40 i > 192.168.100.1 Q 0 100 1
"y 192.168.100.1 a a0 100 i : 192.168.10.0 172.16.60.1 0 40 100 1
* 192.168.10.0 172.16.60.1 0 40 100 i = Netuark ;92":1;8'100'1 et 9 oepes mes hg ;Oghl
. etwor. ex op etric {alard —h ap e1q: a
.
*> A AL D 2 e o Am & ) * 1892.168.20.0 192.168.60.2 0 50 30 20 i
> 192.168.20.0 192.168.100.1 0 100 10 i ATE G ED A T @0 a0m a0 &
* 192.168.60.2 0 50 30 20 i . 192 .168.100.1 0 100 10 i
Hetwork Next Hop Metric LocPrf Weight Path 1%2.168.30.0 152.168.100.1 0 100 40 30 i
* 172.16.60.1 0 40 30 20 i 192.168.60.2 0 50 30 i
* 192.168.30.0 192.168.100.1 0 100 40 30 i > 172.16.60.1 0 40 30 i
192 .168.60.2 O 50 30 i N ~ ~ S— 192.168.40.0 192.168.100.1 0 100 40 i
- HRAER IR, KB EHSEAT T :
192.168.40.0 192.168.100.1 0 100 40 i ) Z C = Les 1es 500 Ei'igésgéé 5 D g ‘;golao o s
192.168.60.2 0 50 30 i . s . . i : -
. e o o - > > > 192.168.60.2 0 50 30 i
= ToEeEe - . = = = o = 172.16.60.1 0 40 30 i
192.168.50.0 192.168.100.1 0 100 40 30 i 192 .168.60.0 192 .168.60.2 a a0 50 i
192.168.60.2 0 50 30 i B" . 0.0.0.0 o 32768 i
> 172.16.60.1 0 40 30 i I:] =y * 192 _168.100.0 172.16.60-1 0 40 100 i
* 192.168.60.0 192.168.60.2 0 0 50 i = 192.168.100.1 ] 0 100 i
> 0.0.0.0 o 32768 i > 0.0.0.0 a 32768 i
# 102_168.100.0 172 .16.60.1 0 40 100 i * 192.168.200.0 192.168.100.1 0 100 10 20 1
- 192.168.100.1 0 0 100 i ) i::-i:eégoiz g ig gg :gg 4
- > . . - i
.
*> 192.168.200.0 252.2:52 100.1 . 32762 ioo 10 20 i e
° ° ° ° ° : * R7 _aSe0#traceroute 10.10.220.1
* 192.168.60.2 0 50 30 200 i -
> 172.16.60.1 0 40 30 200 i

R7_AS60ftrace
RT_AS60#traceroute 10.10.220.1

Type escape sSeguence to abort.
Tracing the route to 10.10.220.1

172.16.60.1 16 msec 16 msec 20 msec

192.1&68.40. [AS5 40] 60 msec 56 msec 68 msec

1
Type escape sequence to abort. 2 2
3 192.168.30.2 [AS 320] B8 msec 6B msec B4 msec
kS 2
= 2

Tracing the route to 10.10.220.1
192 .1&68.20. [R5 10] 64 msec 72 msec 52 msSec

192.168.10. [AS 100] 56 msec 64 msec 72 msec

1 152.166.100.1 24 msec 25 msec 16 msec ——mrT
— R7_LSe0F
A560%l - m (( : : | —




1S & Fh1i
BGP Routes Moniting (&)

> BTG SEH [R5 A ERBUBL | éﬂ,/\ﬁﬁé%BGPE%EE%% > EEE BRI, 2RI X BGPIE# AR T i
AR BIHIBGPIEAT LLXT o R HLR W IR Sl 5 & 1 B 8T 2% H B E b AT Seit . e EA B A B ok H
LINNESE B ETE I, L) 5 AS N BGP 2% H 2% H BE i 4

H, &I HE KRN EE.

https://www.ris.ripe.net

D W 5T H, URouteViews:

/
YRl BGP collector _ : .

Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal,

r RIB-failure, S Stale

/ a' origin codes: i - IGP, e - EGP, ? - incomplete

‘f

— S Network Next Hop Metric LocPrf Weight|Path > ”/_‘ @ Vs
ASl % AS2 AS3 AS6 e A5666 * 0.0.0.0/0 203.189.128.233 0 0 023673 9902 i > /fi}zﬁ IEjﬂ_k/f’k)BGPE% EE } = :F
* 0.0.0.0/0 103.247.3.45 0 0 058511 2764 i
192.168.0.0/16 192.168.0.0/24 * 1.0.0.0/24 198.129.33.85 0 0 0/293 15169 i
* 1.0.0.0/24 134.222.87.1 750 0 0/286 15169 i
* 1 0

.0.0.0/24 213.144.128.203 1 0/13030 15169 i IAR

——— Registry)

(Internet Alert

Routing Information Service (RIS)

e PHAS (Prefix Hijack Alert

* 178.253.104.0/22 147.28.7.1 0 0 0/3130 2914 3491 29386 29256 i
* 178.253.104.8/22 67.17.82.114 2523 0 0/3549 3356 3491 29386 29256 1 S )
e 13 BGP collectors all over the world * 178.253.104.0/22 89.149.178.10 10 0 0/3257 3491 29386 29256 i yStem
* 178.253.104.8/22 137.164.16.84 0 0 0]2152 11164 3491 29386 29256 1 "
o 263 BGP peers * 178.253.104.0/22 195.22.216.188 100 ) 0/6762 29386 29386 29386 29386 29386 i ° RI PE NCC MyASN Se AVAReS

e BGP messages dumped into binary files
e 550 GB per year

ANSSI - Detecting BGP hijacks in 2014

IP PREFIX
ANNOUNCEMENT

IP ADDRESS
BROADCASTING
ANNOUNCEMENT

MULTI EXIT DISCRIMINATOR
LOCAL PREFERENCE
WEIGHT

ADVERTISED PATH
TO PREFIX

Intelligence

e BGPmon
e WatchMY.NET

. Renesys Routing

KCon



AR MRBIERBRESEE (BER)

> HERIE FEASTE I N BGP. TGP A Jm) i FH SR & H A8 2% FH 18

e & B

OB RV, WP RAE IR, RS PFRAFFACL. Route-mapEiBGP Prefx Filtering#zmlE &S . AHETEH .

> BEM IRSIRAERT N K LU RN, XA R R b A 6 B a4 T % B 8 2 e TEANFIBGP Prefx Filteringdf/a M.

s E:

?

Martian

Table 2 Routes Received from EBGP Peers

Unallocated  Your AS
Address Routes

Space
X
X
X

KCon



BERE (BARE---5MB5IA)D

350 TR 8% B T o 1) A e AR Y

BGP Externall-AS MITM|Detection)Model

AS1
net:10.1.16.1/22

S LR

ek I 24 X

P & BT

S B) % B B AR TR N I B B TR B ORI . BU R BFE
s I ER H DAl A 2 E K K e . B RT SR &
e AS6MIAMEEE % B TFASIRTZ10.1.16.1/22, fHi15AS4
FIASSHZ A& M 5 4. M, EA1RAZEMKAST =
s sIASed . W FER:

jjASlz%IWé% 10.1.16.1/22W E S H &, BAT1hs 72~
N f
ASS5 LR 4%/ 5215 G 25, T s Y
AS6 NICIEI T EH ML, FAThRam N X
X R AT MY RIFIAS_PATH N: AS2 AS1

EXGRE KA G, IYRIFIAS_PATH:

BGP Externall-AS) MITM| Detection Model

AS1
net:10.1.16.1/22
I 9 468

Wik 2570 24X

- WHK:

KCon



S & B
BERE (RE---ShEBsI ) W i
3% 6] % |5 P TE) N B0k ) B SRR AAE
B, WAy ERTIR, sE K E R A A AR 1P R SR ZR Bh B . BT RIS HE2iE liMOAS (multiple origin AS)
%, Kbr=4 R E FIMOAS R B B R AN BT 1 E — N E BT .
B Bl dr w0, BRr= A B I MOAS T 5 48, 38 a] % B A () N B i A 5 48 24 SARYRRAE, BT
1) RIEENBERTZ)E, EIEZENRPIBE-FEHPERBERLERFEHMAS-pathBREK (S22, EHPFHERR
AS-path2HE¥#E P K R BERFEBRE).
2) R EMEAERHZ FRRZERRNE R BAERNL SIERLETE 2 AT2A XK KAS-path 14 & .
zie BIr o, nifE A A N RIE AR IR |

AT R Y ¢

‘ +

FoRIEHE AS-PATH ; -
am) ABEHBIE ASY (AS5) #53HY AS-PATH ; -
AEE ASY (AS5) EHAT (AS1) MEBRBEZRTHELER

BGP External/-AS)MITM| Detection Model

| MM HEXFAREE.

| AYEI10.1.16.16) B B K &

netz10.1.16.1/22
| Y 456

AS6
Btk El 45X

KCon



L 4RI RPKI 5BGPsec (Z&iRBHEHE)
> RPKI (RFC 6810)

Bt BGPI AT B Hr a3, 24 ail A IELE R T 2= /2RPKI (Resource Public Key Infrastructure: H BEMAD S B AR )
FEZ AT E b =, ok BN /NN B AR T, B (AS10297) X LA B TSR Ak 1 B HH AR 7= B«

205.251.192.0/24

205.251.193.0/24

205.251.195.0/24

205.251.197.0/24

205.251.199.0/24

P
3
:
&
3
3
10

AN SR By i 8 RPKIIF 25 R SR UE S AIROA GBS VR INUED , ARAHARESE 1 RPKIES H A% B E V6 WX 2t nl LA Bl Jig 1K 26 R v e
HARME, W53 B S FIRPKIUE P25 & BL T~ ROAJF A A 2 2R BB EE AR -

B B B
o |n |t

A4l T RPKLES B a4 B He Al B ia P25, mit n] EUARPKIHAS 7 A8 BLAS 21 35 Uk J5 O TP SAT A IRAS 5 U ZRE R & - 4R M4 g 2 Y7 T AS 16509
AR B A BIEEHAR R, DU A e B 3 AR AR YR T-AS 10297 1 H il & R Ho & 5 AT 58 A HRAIIX X 4% FH B RE KCOh
RPKIE y—Filsi el i e e dU], A5 Hae e e fe i, A e ates i e B2 UL, A LARPKTREDS 6 56 DL EIX R 26 2 i A v o



L 4RI RPKI 5BGPsec (Z&iRBHEHE)

> BGpseC (RFC 8206) I ietf-sidr...] [Tracker] [Diffl] [Diffz]

PROPOSED STANDARD

arce (LETF)

B H A T 1 % B Mo Can % el it Mo AT AR A B e ) 1l DLt RPKIESEAT I =8 . M0 X R 5L, IETFIEH T —F &1
RPKIZ 4 A IENLH| ——BGPsec, ¥ H vl . BGPsecZ RAE—ANASHNT T #2210 HiE 5 BT84, 42 N EE
N T SR %42 JE M BGPsec_Path_Signaturesi@ £ 4541 fEAS.

254 N R AL

(1) E—"ASI{)BGPsec_Path_Signatures;
(2)AK B RZAMAS T ;

(3) % HH B E R AL BG4 FIASS
(4)AASHIRPKIHS H1 28 A5 .

Hit ] I, BGPsec_Path_Signaturessifr FACEK T ASEAE H I RT—ASKT G —AS Yk 5218 25 1% 4% HH ) #A o
& 7 BGPseclASTE IR 44 2 B B AT B AR ISUE, e AR T
Y—PASURIBE HIBESEHEEE, SWKIKEIEASIE R — > ASKT M BGPsec% 4 (115 f£BGPsec_Path_Signaturest) . U1

R BB UL T, U ZASE R e L SEAT U, ZATASA Al GEK H JF 48 8e 11 /b fiZ B il 5 . BGPsecH] LA 2{GE 5 BGP #4412 4 4
Kt o
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BGPAT&T and NSA
m&E |, XK...

BEFRIAHZE T, REAERHRAL.....

TR (PRISM) 2Tl KL EEZ 24 R (NSA) H200755E T 4a L 1) 46 % 1
Wl Zi R IER 4 5 A US-984 XN,

AL TS Wrin B R SR E A RIS IRREAR T 7, (RRUIIEIRY 3, a8 Zhie
B K %4 R B E R R TZh R ORI R BB R, BERERPERLIE. i,
5% [E BURFRE I AT AR BRI L HE, R4 8E N I 2% BB SR BUR B S, fllid
PRI IE BURF AR H ER R 5 A& PR X R 2% 2 4

it & (1) SCA b Fi 38 PRIS M ) e 98 6 RIS 38 05 AR A7 B R BEAT VR FE O M Wi o 1 T B B Wy
X GREFEAETESE | LML XA 2 5tk 2 = i 55105 7, Bl AR 5 A L3815 R 52
B~ B 5K % 4 /£ PRISMt ) b i PLSRAS 800 i 7 B PF . AIRE B 2R . FE A s
fE R, VOIPZZIR WA MZAEM . BN, LA . SZafhik i S giat H
AR " AE201 24 NFEL, 4774 RIME A 1 ok B PRISME R ) B

M EE e s, H20094E LK, EE CA X E M2 ksl 7RI N R ES) . B
Hirk 2B E 22, HPieaifieRg. fE, REBUNERE

FAIRVIEW DEFINED

« (TS//SI//INF) Large SSO Program involves NSA and

Corporate Partner (Transit, FAA and FISA)

« (TS//SI//REL FVEY) Cooperative effort associated with mid-

point collection (cable, switch, router)

« (TS//SI//INF) The partner operates in the U.S., but has
access to information that transits the nation and through its
corporate relationships provide unique accesses to other
telecoms and ISPs (TSISIND o
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FAIRVIEW At a Glance
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Resource
Interactive Map: National Exposure Index 2018

Dive into the findings of the 2018 National Exposure Index by exploring our global interactive map with

detailed statistics on each country's exposure.

View now

Country-Specific Executive Summaries

We've dissected the findings even further to explore the exposure levels of several countries. Click on each icon to vie

FE1400 5 RG22 EIREH

o E 3. 410 TPv4 Huhk, Rapid7 BOWEFT A R AR I EA 21140075 & AR S5 28 X5 H 485 A i [

e, PEERECERN FEEFEREE TR INZEARS, XEHE D) WA E A 224 B SO & € M Mo QO s §
BN RE. WX T HRE, FHEE Web WkFafimm A LI AEZ, Hin% Web HIHEZE26%, I W9 W ‘

TEIEAE T Rapid? HAEE[I35%.
Rapid7 #8H, BT E AR H S ELE RN, maEE RS RS, FibiX — A2t R
FIFE, TEEINZE Shell HEEN58%, mim kT 52 Lurse A4 EF T2k HE (75%) , B 5 E%22E

L Mirai f&)7 W48 KC
on




BGPAT&T and NSA
B EERMT BRI

4%%1'1Zt;1{¥Ei5iLé;§§jZi§:

L 1. 51 B0 S e T BURAS T 3 5 B 7 4 1 L
I o 0 A SR — R T2

2. XL RN B IE L 50% 2 W A I H . (50%+)
! ARARRAARR AR AR AR AR RO i ARARRATRNRARR RN ARRRARRAARIRY ! IR A AR AR AN i}

Services

67.85% 5,186,693
3. LB E & B sl ] 34T n % @ mis
7 5% 28 I8 90 0o A0 R 20 3 9 e 0 o 2 B B W 1

Ports Port

orts

KCon




BGPAT&T and NSA
FEEBMT SERREIR

/lé\ {Z'K*E}Eﬁé%jz_k:

T VFERBIAIETFC A ARPKI. BGPsecss 22 4 HIBGPHRAEHE ) , (Bl T-Fp b 5 P CREARBSYRIEAE . IBARRA . T B R S5 ) I LB v A FE 1E 400 28 0 FE AR TH 100 22

=]
=

FIT LA —ANE T AR -

KCon



R N L
- ‘..\.\.":f..h.

..-.0.-.:.'..‘;..30.

. ' - o
o..'...‘l."c.:.:..‘ 2D e eum . W»
L ' »
‘e ."'.‘.““ . - sh b we” \
- .- ® ~~... . " = }
PR R ‘.".c
o Putl PRl R B =l o
', e ‘.‘\ emmesae e o O o, "
- ‘s - - »
.t :.0.. ; ...:.'o‘l'o'f“. L :“o..' .
e s "F» - 8 . o.u :.:..’..

o R R T IE

s r
..‘..‘. .
..n.... o \\..
o..l...- Q;... -
ol KPS 5 ..':'l N
; nE g ¢' Lty NN
.-.-'.'.°' e~ T T
e, 4 e w et st te et
-o--..' 2 g & w» evesala %o aN
* .. . . . . " ...... LY ” -
fan men .. - PN :. :..o.o. - =
RN I % v suvyoe m avw
sapatn i e T Seat ecsve o a0l
ogeo%e o S et s W
..:C.o.: oy TR I ~
.;.O‘..‘
.ol.:..
T e

. -
P R

"yest, T %t
F i
BRI AL ST A Rk
- S R 360&%%‘[‘%?&*1&\ /I\Aﬁﬁﬁ%
T B I —
P —
=
— L —— === ==

—_- — - — -
e - _— — <= e -



