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SCRG R SORY R 3 44 O 28 Sy v R MR A 4 b

ZAH A T Mk 42 9 Olympic Destroyer [ & ACHS, Hoxt Hbr EHL &
G AWM. Hob Olympic Destroyer FIRAYSEHLYS Lazarus 13 F AOBEER
P RS AEAE — S AE, B NPT R R B & IR 5INW false flag.

Hades FISKIEITEEIHATOVIE, KIREAIRFEHAIKER, 45620
P, —FORIZ ATRER B WIEE, —Fg)OuAERD i APT28 41
K[14]. stz s ) R BHB B FEA, IEMZ LUK IH DR KRS R
[14][15].

FERX AWM 2E T 220 42) TS Hades 2H 2R 35 2h A B0 iR 0 32
ZT TR

BESE BERR ik
McAfee 24 PRI T B U S B R
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Wi S8 F) 93BT 45 25 [49] o

McAfee T4 55 6 7 B BiE S X0k Y
AHZ Mt B 3R A Gold Dragon [50]-
BRI HARTE AR, R B % 7 ARG 4 )

2018.2.2 McAfee

2018.2.25 SecurityWeek SHLEMANEE G EN R EEHE -
KAZEAEEI Bedi . [51]

2018.2.26 Cisco Talos LA AL B S AR R R 7 H[52] -

2018.3.8 Kaspersky R B R & B B AR 1T [53]

TR R SR B X Bt E S, A
AF TTP Fl APT28 f7-1E— AR [54].

A X A FH A8 Dropper A2 (1 40T
[55].

# 5 Hades ZHZTE 2018 40 FF % & 1 3= E3E B 1B L

2018.6.19 Kaspersky

2018.11.15 Check Point

(73)  MuddyWater

MuddyWater, #45%5% TEMP.Zagros, Seedworm. i FBGHIBH:
T 2017 4E, FEEXFIRREMPE, SR KR RIEIE S . %4040
HH PowerShell SZILffXh 517 POWERSTATS.

MuddyWater 8 8 2 ¥k n) %2 A5 75 N AR “Hhit” [16][17].

MuddyWater
Posted on December 4, 2018. 7:55 am

Dear KasperSky,
This message is from The MuddyWater.

According to your latest report about MuddyWater which is posted by David Emm in your official website, we are writing
this letter to protest the recent report:

We believe that the third place is not fair for MuddyWater. If you were following us, you would be realized our operation
is much more than what you have described in that post. The cyber-attack picture is related to 2017. Kindly find the
picture and merge it with yours and correct the post.

By the way this is just the beginning ...
Thank you in advance.

MuddyWater

REPLY
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Transformer l Headers | TextView | SyntaxView @ Ir

HTTP/1.1 200 OK

Ccontent-Type: text/html; charset=UTF-8
Content-Length: 30

Date: Tue, 09 Jan 2018 15:01:38 QT
Accept-Ranges: bytes

Server: LiteSpeed

Connection: close

Stop!!! I Kill You Researcher.

TERFZE T 1ZHLE 2018 I F EEF L .

PR ] PTRIR ik

ZE] A L HH, EESENEE
WA RIS, ZEEhY &2 E KA
ik, EFERFERRMPI, FHFHEMAEH T

2018.3.12 Trend Micro

FAFER 1) false flag[56].
FireEye FireEye Ay 2 35k H A B B 4123 [57] -
- _ AL AULE 2017 4EAZE XTI REBT R BUR %
2018.6.14 Trend Micro
7 [58].
2018.7.20 Jits VRV L, BEANET X b B 22 4 AH R 1T I Bt [59] -
R EHTEERHZH L T, FERZE R A
Pkl Kaspersky R RAR UM A B AR, B EsERAR,
Rk #HIAISEE [60]
ClearSky EETRR LR BT Kt E B [61]

- _ St LRSS, A5 T H
2018.11.30 Trend Micro
PowerShell J5171[62].

FEIVY T % &) P Seedworm (EP
MuddyWater) M 2018 4 9 HFFar%t%t 30 A~4H
QKNS Symantec 2 130 N2 EH M B ES), K akEhzR,
RRINANALSE BUFHLIG . A RARS JEBUF
A, HAER T #k[63].

# 6 MuddyWater ZHZ7E 2018 F A JF 5 1) 1 EE SN % I
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B HET, 360 BPME AR O B B X [ 55 A St Bk i A,
HARIRVEER) ATF APT 4%, GFGEAE, BRI, &R1E, Darkhotel,
Group 123, BRI T4, Hh 2 BRI 5 452 360 7F 2018 4F 1 2P4F
AP A APT HZ1. NI H A AHXERRE) APT HEUE LT
E)

—. BEH®% (APT-C-00)

“CHBELE” APT AL — NI RE UM . BB HE AL
W . Blis M AESURK APT B, AR L AUIER 3K
[l 4R A STt APT Jily, A AR B 0 A 10 R R St o ity Aol 28,
Fi 4

1E 2018 SEH AR AR LR U AR, AT T A U FH 1
Yo AR R AR, i, AR IR IR AR A A PR Bk T B, 40 Cobalt
Strike. 7E T PEXTZH L PIFFEIRERS R, RATIE R I EE2H 2L X o
W2 IR RO B RES, FE BRI T Bt A R T S AR IS
[18)AH IR B IR A T 2 i 4 L % 5 B 1) CIA Vawult? 1t B B2k &I i
[ b 22 AR AN B3 R AR T M ORBE R ARG . JF Hid SR ENZ A 4U7E 2017
SEBEALRI K E 2 B T X [ P A B RS Bl . AR BRATT TGV e A e
WHECH IR T LR AR R B8 A, (H45 A M o< FH4E & A R )
LA  ZRTE I 22 2 A A FF e HoR SER I 76 3, AT I Z
WA T RE o

CHESEAR” AE R AR B SR T I 2 AR R B BOROE A,
A FH 22 b A A I B i b

HAASR FRIRHAL R

goopdte.
dbghelp.qi

® T OHEEACASUE IR AR SR
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ZH B YRR

| omsEmE mAER |

%umﬁamm&ﬁ@«nmé £ CVE-2017-11882
BB A TSRS

AR N E A ZE R F ) PowerShell i1 25 faf

FIA BRI FHEARATIZ O dIl e

FERIH R G a2 S [ #3)) :

1 FHl nbt.exe #E47H

net.exe S IPC F s
MsBuild.exe 7£ P IHLEE 424 it & dil BEd g3t
i

* 8 MELHAL MBI

BRUCLLSN, AR ST B R ie e bt B — 28304k, L aefi 2 4
AT, (HEAS YA B Eh L.

BRG]

—. FH=xnik (APT-C-01)

B (APT-C-01) , gl A4 MM, -5t 24141
M 2007 ETFEEERS, MR EER . BUF. BHE #5E DU SENU S E
NIRRT 7K 11 FMMN L G2 . SN R B FE T, 3k
KR R R AU .

A2 2 AR 0 SCBC e ORI IR SORS B il m] AT S, B
7N B SCHIB A 2 o
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WA, =i, B =J7 AR H G E L  EE A

=. IEF% (APT-C-12)
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Q. Darkhotel (APT-C-06)

BEABAES T T H AT 7 X —41 VBScript Engine [/ %} Oday I
i (CVE-2018-8373) LI REA[20]. 360 B 04k & P BT B B %
Bl KCBCRZ B W 5 Darkhotel 4 55[19], %40 47E A48 £ I H
VBScript Engine A< Oday I ¥ S it 76 BF 5 1% 5

£ OleFileView

Fle Edit View Help
00000000
Tree * 00000010
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‘ 00000030
 olinkdnfe 00000040
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. mole 00000070
00000050
00000030
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0000000
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