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Command And Control

Commonly Used Port

Teplication Thvough Removabie

Spearphishing via Service
Supply Chain Compromise

Dynamic Data Exchange

Application Shimming Application Shirming

Execution through API

Authentication Package

Bypass User Account Control

Execution through Module Load

Graphical User Interface

Exhitration |

Impact

Automated Exfitration |

Data Destruction

Connection Proxy

[Persistence Privilege Escalation Defense Eva: Credential Access | Discovery [ Lateral Movement [colection
Acosssibility Features Access Token Access Token Account Account Discovery | Agpication Deployment | Audio capture
£xploit Public-Facing Account Accessibllity Features inary Padding Brute Foros. Agplication Window Discovery | Bistributed Companent Object | 4 tomated Collection
Extemal Remote Services Complled HTML e AppCert DLLs AppCert DLLs 575 Joos Credential Dumping Srowser Bookmark Discovery |oNs R RNl Clipboard Data
ardware Addtions | control Pane tems Appinit Diis Apphit DLLs in Files Domain Trust Discovery Logon Scripts Rate fiom information

Custom Command and Control
Brotocal

CMSTP Credentials in Registry
Code Signing Explortaton for Gredental

Data from Local System

Custom Cryptegraphic Protocol

Over Alternative

mat

le and Directory Discovery | Pass the Hash
Network Service Scanning Pass the Ticket

Data from Network Shared Crive

Cata Encoding

Exfiliration Over Other Network

Disk Content Wipe.
Disk Structure Wipe
Endpoint Denial of Service

BITS Jobs DLL Ssarch Order Hijacking | Compile After Dellvery Forced Authentication Netwerk Share Discovery Remote Desktop Protocel Data from Removable Media Xhira Firmware Comuption
Bootkit Exploltation for Privilege | Complied HTML File Hooking Network Sniffng Remote File Copy Data Staged Domain Fronting Chitration Over Physical Innibit System Recovery
Srowser Extensions Extra Window Memory Inection | Component Fimmware put Capture Password Policy Discovery | Remote Services Emal Collection Comain Ceneration Adgorithms _| Scheduled Transfer Network Denial of Service

Trusted Relationship

Installutil

| crange Defaut File Association

[ Sy Permissions

Input Prompt

Gpmppnent Object Model

Valid Accounts

LSASS Criver

10

Hooking

Component Fimware
omponent Obje Tmage Fila Execution Options

Create Account ew So

DLL Search Order Hijscking | Path Interosption

Peripheral Device Discovery

| Bge]cetien Through Rerrovabie

Input Capture

Falloack Channels

Control Panal ftems Kerberoasting Permission Groups Discovery | Shared Webroot Multi-hop Proxy
DCShadow EEMNR/NST-NS Polsoning 30 | process Discovery “aint Shared Content Multi-Stage Channels

biuscate/Deceds 1165 O | Network Sniffng

Query Registry

Third-party Software

Disabling Security Tools Password Filter DLL

Remote System Discovery

| Port Monitors

External Remote Services

Private Keys

‘Signed Binary Proxy Execution

Flle System Permissions Process Injection

Scheduled Task
Senvios Registry Permissions

Hidden Files and Directories
Hooking

Security Software Discovery

Windows Remote Management

Video Capture

Multiband Communication

Rescurce Hijacking

Auntime Data Manipulation

Service Stop

Wo-Factor Authentication

=

System Information Discovery

Exploitation for Defense Evasion

Hypervisor SID-History Injection

Extra Window Memory Injection

Tmage I EX6CUNon ORUONE | vag Accounts

File Deletion

Signed Script Proxy Execution

Trusted Developer Utllities
User Exacution
indows Management

Windows Remote Management

Logon Scripts Web Shell

File Permissions Mcdification

Office Application Startup

| XsL Script Processing

Path Interception

Port Monitors

Redundant Access.

Security Support Pravider
ervjce Registry Permissions
Shortcut Modification

SIP and Trust Provider Hijacking
System Firmware

Time Providers

Valid Accounts

Web Shell

Winlogon Helper DLL

File System Logical Offsets
Group Policy Modification
Hidden Files and Cirectories

[mags Zle Execution Options

Indicator Slocking

Indicator Removal from Tools

Indicator Removal on Host

Indirect Command Execution

Install Root Certificate

Installutil

Masquerading
Modify Registry
Mshta

Network Share Connection

NTFS File Attributes

Obfuscated Flles or information
Process Doppelganging

Process Hollowing

Process Injection
Redundant Access
Regsvcs/Regasm

Signed Binary Proxy Execution
Signed Seript Proxy Execution
SIP and Trust Provider Hijacking

Software Packing
Template Injection

Timestomp

Trusted Developer Utilities
Valid Accounts
Virtualization/Sandbox Evasion
Web Service

XS. Script Processing

System Network Configuration
System Network Connections

System Owner/User Discovery

System Servioe Discovery

System Time Discovery
Virtualization/Sandbox Evasion

Multilayer Encryption

Remote Access Tools

Remote File Copy

‘Standard Non-Appiication Layer

Uncommenly Used Port

SERREAATTACK

Stored Data Manipulation
Transmitted Data Manipulation



= FEIRKPE

Fa AL JCRRS & 53—~ APT HZUE S AR X8, M 2013 4 5
H Norman %4/ &4 #& Hangover 175 (EIEEIEIH A LIk,
HIL T ZAAFE G4 APT HLVEZHIRIFEL IR G ER, I HaE
B R S R I OC IR PE[13], B AR EETT R, &R A6 L
Confucius, BAA oAt iy 4% 1) B sh Ay TR, B4 Sidewinder
Urpage. Bahamut. WindShift.

18 R e R R R E O B APT 530 K248 AR E 1)
Trs B A0 R, AR AR 2 P & P R I8 A TR R 4
M, 5548 Net. Delphi. Autolt. Python %%. {HMJF 53
dEBRE, HAHEL 7 — et

® [AmfH&ITE PC M BEFHL -G RETT:

o BT FEM T Hbx, #aES Mk P E

oF

o HUN. FHEHMRHIGENEZEH, I HBIRFEH
SCRY R Z BB SZ BRI, a0 se AR R )

BRAVEE G D7 s AFFIRS OB TR HIAE T AR APT A4S

BRI A2, X Ee APT TR 2015-2016 HLEFH R T

GrA, IF B T R AN IS K/ B T B Ak IR a3

11



12

R BITTEREARIFAIE)

Hangover{TEhENRIRYS

=R ST

2017 2018
Patchwork{TahBgRyt

BERE BRI
RtfsicR I Confucius

R TYRE. ERATER
IR ERIE S )

RSB R
18, BIRERRE




b,  &KE

APT28. APT29. Turla {FNZRRRILIX AR K] APT 4141
BT R

%[5 DHS 7 2016 4 12 A% APT28, APT29 LHZ7E A4t
X DNC 1Bt 4 DA 356 B R iE sl R AT T AHSC R A4l i,
s HoBE M EhFR N GRIZZLY STEPPE, JEELIEM P Withik
.

K F G U £ 2B 1022 AR TN DUFE SAS 2017 FE i A4
T Turla APT HEZMHT &2 90 FFARE 4 M L1221 Moonlight
Maze[16].

[ 422 4x] 7 ESET 7 2018 -4 % | BlackEnergy )4k (£,

4 N GreyEnergy[17], — M EET TV RS APT 444,

‘ APT28 APT29 Turla BlackEnergy
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Ukraine election 2019 polls: Who is
leading in the polls as Ukraine faces
Russian THREAT?.

UKRAINE will hold elections on March 31, as 44 candidates battle to win
election race. inthe polls as Ukrain

faces a "serious threat™ from Russia?-
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Lab Dookhtegan | Read My Lips | (lS3iag0 oo

We are exposing here the cyber tools (APT34 | OILRIG) that the ruthless Iranian Ministry of Intelligence has been using agamst
Iran’s neighboring countries, including names of the cruel managers, and mformatlon about the activities and the goals of these
cyber-attacks. We hope that other Iranian citizens will act for exposing this regime's real ugly face!
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Powershell J5 1], @it DNS Fl HTTP iE1E,
tH#% 5 BONDUPDATER[30]

Poison Frog

Glimpse Powershell J5 7], i#id DNS {5, WA
Updated BONDUPDATER[30]

£~ Webshell FoxPanel222. HighShell. HyperShell. Minion

Python SZHLIY) DNS Fy¢ o [a] Aot T A,
Cisco Talos tH#XA DNSpionage[31]

webmask

Jason Exchange % i f% T H

F— AT AR A S APT 421 MuddyWater, fix 5

1 Palo Alto Networks Unit 42 T 2017 £ 11 A kM FFar4[32], I
BRI X AR BRI APT A —, HEEAHA
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MUDDY
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Help menu
ommand aud Controler

variab

\ﬂ:)ﬂ*/\ MuddyWater *Djj—/\ APT 2HZR APT33

—/N44 A Nima Nikjoo [N 51, FRHAH TR AT AL

is capable of wiping disks, erssing J i

volumes and deleting fles,

depending on its configuration 4 / s S

Arabia and South Korea.

used to target organizations in r
Saudi Arabia

Iranian cyberespionage
campaign

‘wiper malware
SHAPESHIFT

usos more advanced anti-emulation
techniques, utilizes external scripts for
seif-deletion, and uses memory injection
versus external drivers for deployment.

deliver the TURNEDUP backdoor

Includes advertisements for jobs
at Saudi Arabian aviation
companies an

organ researchers said.

hta file contained embedded
code that automatically

) downloaded a custom APT33
backdoor (TumedUp)

Dropper

DropShot Spear phishing
mpaigns

Emails include
recruitment themed lures.

reverse shell, taking

Northrop Grumman
‘Aviation Arabl

shot
and gathering sysiem Information

Backdoor
(Tumedup

being used to target government
organizations in the Middie East,
S e s

(Shamoon 2

Vinnell Arabia

Links in emails used
spoofed domains

‘send hundreds of spear phishing
emails to targeted individuals

Comp:

ALFA Shell

Backdoor that attempts to steal credentials from
the local machine from a variety of sources and

supports other standard backdoor features. xman1365x

NETWIRE Suspected Actor,

Open Source

Attack Toolset

Publcy avaiale remotsaccess
rojan (RAT) available for

Purchzu tis a full-featured
backdoor with a plugin framework

NANOCORE

LeakThelLock
Selling Nima Nikjoo Data Only 2BTC.
All information include:
1- Picture
2- 1D Card
3- SMS and Call logs
4- All Contact
5- All Telegram and Instagram Chats
6- Tools write in Delphi, Python, Powershell, Golang in Kavosh(APT 33)
7- Android tools write in Kavosh(APT 33)
8- Tools write in Delphi, Python, Powershell, C# in MuddyWater
9- All APT33 C2
10~ All MuddyWater C2
11- etc(151 GB more information about him and his operations)

@

may have been involved in the development and
potential use of APT33's TURNEDUP backdoor

Alsalam Aircraft
any
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' dmn2.bjpeu.edu.cn__202.204.193.1 INTONATION___dmn2.bjpeu.edu.cn___202.204.193.1__ 20010929-205746() {
## JACKLADDER Version:2.0 0S:sparc-sun-solaris2.6

¥ fw433.npic.ac.cn__168.160.71.3
"9 indy.fimu.edu.cn__202.112.176.3
"9 known.counsellor.gov.cn__61.151.243.13

}

INTONATION__ mail.edi.edu.cn__218.104.71.61__ 20030619-160701() {
## INCISION Version:4.9.1 0S:sparc-sun-solaris2.7

[ mail.a-1.net.cn__210.77.147.84 export TARG_AYT="8ffee519 2e38f356 a878d119"

"7 mail.btbu.edu.cn__211.82.112.23 }

"9 mail.edi.edu.cn__218.104.71.61

"9 mail.hangzhouit.gov.cn__202.107.197.199

"8 mail.hz.zh.cn__202.101.172.6

¥ mail.irtemp.na.cnr.it__140.164.20.20

"9 mail.issas.ac.cn__159.226.121.1

"% mail.lzu.edu.cn__202.201.0.136

"% mail.omo.ac.cn__159.226.71.3

¥ mail.siom.ac.cn__210.72.9.2

"9 mail.tsinghua.edu.cn__166.111.8.17

" mail.zzu.edu.cn__222.22.32.88
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E 2018 F1 2019 4R 156 [ [ 57 48 0 45 il 175 1 0 5 o, 00 o
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£ 2018 551 P4 28 23 (8] i Mg 4 2 rh 2 2] 1 “ Defend forward” #
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ussia has used cyber-enabled information operations to

The Department must take action in cyberspace during day-to-day competition to preserve U.S.
military advantages and to defend U.S. interests. Our focus will be on the States that can pose strategic

threats to U.S. prosperity and security, particularly China and Russia. We will conduct cyberspace

operations to collect intelligence and prepare military cyber capabilities to be used in the event of crisis
or conflict. We will defend forward to disrupt or halt malicious cyber activity at its source, including
activity that falls below the level of armed conflict. We will strengthen the security and resilience of
networks and systems that contribute to current and future U.S. military advantages. We will
collaborate with our interagency, industry, and international partners to advance our mutual interests.

M3 St 5 7 RE BB M, R I M 2R ey E T 2 425
BLE), T ERIRATIRYE M NSA FOREAT 2 T Hi B0 2 1R JH ) 2 3G
8 e B BOR I 7 o A0 H o

TR RERE RIS HA L ERREER

1

1

|

5 1
i

R’ |
' |
™ mi
|

1

|

‘ :
|

1

19



“#By  EFFEEK APT RIS

—. APT HAXAMHENERE

PR EE ST AT A2 R B i 3 o) AL —328, #£ MITRE
ATT&CK  H .46 (3t 7 A A o A 3R BT 46 17 il ) — B B R
(T1195 Supply Chain Compromise). 1M7E APT i&z) 4, LN 5EK T
R H R A, XA TR APT AN B S E ) .

® ESET #d i i i ATk i e R g ity Jf5ERL S

Winnti Group £ 5%[35];
® P FEREX el i) i N B MLt 473 ShadowHammer , JF
HsE VLECH] ™ mac sk S S X 2 H AR I 2 [36];
® ESET #i& BlackTech A 2Ll SVAIE-PE A FEA, I

SE DL I o L Y B B AR il WebStorage[37] .

20

FATNN APT AL A Xl i % A B R R,
I A DME B HAR A A s 20— “ g 2 kA, it
H

Xt H AR IR R4 S B B R 55 9 A G A Dy ik B 25 H b i) B 23

AN

v ERQFEEAIR SR M AR E R

H 2010 07 BRI AR 2015 4F 5 50 2 s B i, 4
S E R A IR B (RS . Tk, BRI BEIT S M4 It
TG B S 0ITTAT BAR H B AR T AR 9™ B IR

7E 2019 47 B4R, MR EZ R FESEEMS, BT
ANt 3 R A5 R ) AT A ] A ) AR AR B2 15 5 R 2% ik
B ) A O, TR 23 S At At sk Fr) 9 24 B th 38 1 O [ 5
] 2 TA)HEAT e 9T o AR PR ) B BT

X BLIRA TR b2 AR AR S AR R 2 AT R 46 -



336 H, RN BRI W, A EHIBUT
FRPTE K E BB,

6 H 14 H, ELM P 7% 3 [E E-ISAC K I Triton 151 3
158 P HL IR PR RS B0 [38]
6 H 15 H, ZL HRI S BUR IR A H 0 R Ee A
12, TR0 G B o 428 1) 2R 8 FROERIINRD 0l 25 B AE 2012 AR5
THG 1 [25];
6 A 16 H, MEZAEFHIUTEFM, FEHTHIR
FE AN 5 4 = 1 EL B FL X A A KA o
6 422 H, FEAIVEERETCANL, 567 WIRERT HREUN
I [39].

APT {HLAMRR SFEERYMEE 5188

2014 £ 8 4 H, ML 7% K Gamma 40GB B} 72 ;
2015 4E 7 A 5 H, M4 % K7 Hacking Team 400GB £ 4%
e, ELAE R EE AR SO ARARAD

2016 4 8 H 13 H, B& 412 The Shadow Brokers /A it
FRAIIASE NSA W% uCas e, AHEEXIPI K. Linux/2
Unix. Windows fll SWIFT “T- & Jr i il 4% ;

201743 H 7 B, 4ERL A% 25 Bt CIA CCIERT T 8761
TIRLEE PR SORY, 5 B L T X 247 & AR TR 1
TR

2019 £ 3 H 27 H, A REAIEL Telegram JEIHE i #2
APT34 ZHZ M 45 g AR MR 15 B

2019 £ 5 H 7 H, ARBREMNIEL Telegram B

MuddyWater HZUHCBERE,  FFREAT AT 432,

i

0 2 G 2 AR 50 BORIME R AR I 25— BN A R, IXEE M 240
A PRI tHAN 4L APT 4 44ml ) 4 2 KRV E AN AL A

21



WX 2% o E R T R I FRATT R 2R T APT ZH40R T S o 28 2 ol
W DA RO B H B T T KB s TR B R AR BN E
%, Mg AR R B B B E R T 55 1

9.  APT 4HZR[E]HY “FRAZE” ik

2019 % 6 H 21 H, FEIE TR 7 —1 Turla HEU508 K

0], HAiona = BRI K Turla X APT34 423 HEmE i
PR T B S B E S .

FAUT ERXF APT ALZAE] Y “ MRz R AT e i B ik 52 1)
NSA ML SR A 8BS T H (417 3 R A A 1) A\ B0l

55 WL ek 1) 7 SO A S 2 SRR AT By, FR g3 IR A A AL

ARG TR B B 1 H AR

22

TOP SECRETICOMINTIREL USA, FVEY
5//REL) Use CNE to penetrate the operations of foreign cyber actors (U//FOUQ) BOXINGRUMBLE Case Stud /“ﬁ
U) Two major classes of CNE techniques e

* (U) Man-in-the-middle

* (U) Man-on-the-side

U//FOUO) Steal their tools, tradecraft, targets and take

/‘@, =ﬁﬁfﬁ

?ﬂaﬂ]%ﬂﬁﬁ?ﬁj”éﬁﬁfﬂiﬂéﬁ’l APT Bl sl hid o K 4
FFH AT TRt BLAEAIAT S BOoR BE I APT 4141, 3XApT NiE
A R B L 1 5 i R SE P B SRS I, T A ek 14 52 3 = 4
UREESALEIEES Sl WPtz i

F. APT B THIFE ML

LR APT WHFCH, AJFFEARVAJE HE APT LA 5 th
RJZATT, BEAIESE L 4] F L Panda fE NI NFIEE N+
F ) APT M- dn 44, AL SLIATE APT HABIERH, HilNIH
J& i E R IR APT AR B ARZ



EH, —XEAb A FEE T L ERAE IS E A
W% H AR APT 4T3l  Herb R 2t A5 I Ja i 10 SE A o [ ok
VR APT 412342, Mk e &7 AMBEA [ S22 A TN B3 S8 e
TR I JESR ) APT10 (4518
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obtaining data of specific, high-value targets and resulted in a complete takeover of the network.
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