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Cumulative security update for Internet Explorer: September 23,
2019

Applies to: Internet Explorer 11 on Windows Server 2012 R2, Internet Explorer 11 on Windows Server 2012, Internet Explorer 11 on Windows Server 2008 R2 SP1, Mere

Summary

This security update resolves a vulnerability in Internet Explorer. A remote code execution vulnerability exists in the way that the scripting engine handles
objects in memory in Internet Explorer. The vulnerability could corrupt memory in such a way that an attacker could run arbitrary code in the context of the
current user. The security update addresses the vulnerability by changing how the scripting engine handles objects in memory.
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Exploitability Assessment
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Recently patched IE Oday (CVE-2019-1367) was
used by DarkHotel, does not seem related to
ongoing discussions re iOS/Android attacks:
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takeown /f %windir%\system32\jscript.dll
cacls %windir%\system32\jscript.dll /E /P everyone:N
XY 64 fL R, (EEHA IR LT 4
takeown /f %windir%\syswow64\jscript.dll
cacls %windir%\syswow64\jscript.dll /E /P everyone:N
takeown /f %windir%\system32\jscript.dll
cacls %windir%\system32\jscript.dll /E /P everyone:N
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cacls %windir%\system32\jscript.dll /E /R everyone

XY 64 fr RS, EE MG PRI LL T fr
cacls %windir%\system32\jscript.dll /E /R everyone

cacls %windir%\syswow64\jscript.dll /E /R everyone
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