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SN EFERERINA IR E. WRBERMKBIRE—HE A MUERN C2 B k%, ATREBREENESR
IP, Z—AEEAUEARENOFITERNRERZE,
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=5 WS TRIAPTLHAR, SERIFIES

WIS E APT ARNEESE. —HHE, FE—MECEER APT AR APT EiEBEHIR—LEES,
HATREST BRI T B AR E AR TTP; Z—7HHE, R—MXLERNRS APT &5, #HS5ME
AERBYIEX, X0 APT EsI R EMERE .

3.1 57T 2023 L FLIKEMX EEIEIRR APT AR, 2IKEE APT ARFIRBAIUSIHR 1o

—
#REBR APTLEER TREHE?J‘_I

APT28 +++
APT29 +++
Turla +++
~ Sandworm +++
Gamaredon +
UAC-0056 + Lazarus ®
FINT + Kimsuky
DustSquad ++ APT3T
[ | aPTa3
\\ JLAPTAS KikbkhH
[ © —_— Longhorn +++
it APTEER HEEED 7] EquationGroup  +++
AHEAPTASR  WHALH q P
PROMETHIUM ++ - APT-Q-94 i
WA + BEE ++ | [N
I_ Saaiwc + ‘
MucldyWater + T APTAR ——
APT34 ++ N -
APT35 ++ BRE +
Agrius + At /Donot Team +
J EFREE/Transpar  + APTE  MiEheh
entTribe
SideCopy + B EREE +
PR EE/Sidewinder  ++ Regin e
BT ++
%R /CNC +
- L -
BHix:
piks orra bl [EREA
+ AERYERNEEY REUFEAPTARE FRETNE, TEREATREFENREED,
++ AR B I BT B
AFIE FRFIERIAEN, RESmMEHIE TR NSRS © BtpgAE () SaEnEE

3.12023 EHFELIKAPT ARHDHIENR

17 2023 FHiRE



FRiIlhXEYLALR 51TE
Fast Asia

FIMX APT ARUHKE ESERNFEME. REHSANERMEMEHREMER, NBF. EH. /.
REIR. MBS NURRL T ™ ERIEA

7RIE APT 4A4R Wikee

Lazarus ++
Kimsuky +

APT37 ++
APT43 ++

(o> BT RIS EMMBEIRP D
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£ 2023 F EFFERAFRBNARIBUX APT ARIEFR, HIIIET XEBRFAERNFMRESHKRE
A, BEEXRNHSTIREFFR. HNERE. BEXAPNEREM 0day FRAREEF. ®3.25HT
RILHXERS APT ARHEXER:

{HARF RFIETNRYIE AFHRERE LHAAMRTY

Lazarus 2009 2009 Lazarus AR AEMBARILAY APT 4R, ER
NEETFEIEMMESBR T, EUSRIE. &
INERRZEAENB R, #HTLU A B E
JEDHo

Kimsuky 2013 2013 Kimsuky =R H-REHET 2013 EAFFREH®
&, WHERFEBME 2012 F, HFIANE
BARIMXES, 5 Groupl23 APT AL 7F1EER
EMEEE XM,

APT37 2012 2016 Groupl23, th#R ScarCruft, £ 2016 £ 6 B
REHESAHTRE, REEKT 2012 F, %
AL S 2016 EMY Operation Daybreak #1
Operation Erebus Hx, Group123 1 APT 4R
Kimsuky FIE4IEE S,

APT43 2018 2023 Mandiant B 2018 FLUR—ETERERZAR, %4
HHTEIPEMMNE R KIEEHE. B, BUNf
XE , WEEReERN. BlRSMHESELY, X
REFTFHEBUATIRBERNES. HARNEE

A 3R 322023 FHFERIWMXIEIR APT HER

£ 2023 F ¥4, Lazarus HALSZ U SN IEIRGECAERRN I, WNBEEH. /. ERFFTL
HITTEMRZNK L. ERAFRENESIT, Lazarus AERXFBNZ R HRBIERNKEFER,
T BT KR R EREZEWSEMNATRER S 5ESIENE, 2023F3 82908, &K
L2 RNEVHLHIRE T % K& 3CXDesktopApp S MM W HE MW R E R, 542 CrowdStrikes
Kaspersky. Volexity L2 @ISR EREE Lazarus AR, X—FHMLE T ZARERERIENF
EZ 7 EBIRHE R AE S

S 4h, Kaspersky 2023 F4 A 2 BAHHNIERFFIEH, MIIEEBEMH Lazarus AR EHH
DeathNote E &R MR FZALR TR EEF LNETURKEEEFEATLRE. REANRESENE
BHTE, ZENFRGEERESIER TV, HXATHNRELENEE, USNEREAES
BT &, Lazarus ARNFLEN B RHETEMERE RN T WD MBI RZ . ZARRETEOH
WEREAR, FERA—IMNARTIMXEELIEERNES. SMNERHZ2ERERMNFE.

19 SIRSRIFEMEM (APT) 2023 iR
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j£a)

Malicious
SecurePDF.exe
Ll
i
-------- Lo e e
[ \ \
" 1 .
o & ((%)) | C2 operation
' ' load C2ioperation
H ' N pui7o.dil '
[ CameraSettingsUIHost.exe C2 server
H :‘ & (Downloader) H Ceserver e
‘
1
I T T T s s - _
i LPEClient variant (( M ))

#® Technigue: CameraSettignUIHost.exe side-loading Memory-resident payload
® Path: C:\ProgramData\Foxit Software\Foxit Reader\FoxitConnectPDF\ (ForestTiger)

1
i i
L L . !
i N Il
i | 1 1
R ot P ™ R . & L 5
load (( % )) H Lateral ' @ Decrypt and load Decrypt and load

movement | on the memory config

1
1 ]
:CameraSettingsU\Host.exe DUI70.dIl H \ devabj.dll PerceptXml.dat PerceptFrame.dat
\ (Backdoor) , AN
ThreatNeedle variant(ForestTigerHjk64) Preliminary backdoor or lateral movement
® Technique: CameraSettignUIHost.exe side-loading ® Technique: ServiceMove(Abusing of PerceptionSimulation service)

® Path: C:\Windows\system32\PerceptionSimulation\

— [

Exfiltrate
commands

A [ 3.3 Lazarus ARHWEHAEENKREHE "

Kimsuky H4R7F 2023 F EFFHRGY KREE, LHZABRESDRNEREENESME. HIEK

WRENDA ARIFITAIFFEHITER K, FABOIRITIIFEREAR RESEEEN THER
NAUBRFERB L. Kimsuky ARARASMHFERFRIUFESE, SRECEANEMNIGHEBANEETNR
o EYEWILEE RN S AN ASRS, SIERAFRMERESR, fINEREE. RTKFEES.
tesh, T SF BB R AL LSRG ST E .

APT37 &XRAPEEHIERNTBNERFE, HBEWEEE Web ihSARBRBFAKINK T, ZARBEKF
A 0day/Nday &R, HESKBMBFLZNFE AR, APT37T EFEZF A Internet Explorer 89 JScript 5|
gZhfy 0day iiE CVE-2022-41128 AT EE LK T,

2023 fF E¥ 4, APT37 AMIBOAHTAMKHARE, FASMXEEHITERIRE, FRAENX
H8 X EIE Windows B (CHM) . HTA. HWP (Hancom Office) . XLL (MS Excel &) #0
B MS Office 1o APT3T LHLRIREFR ISO AT EFE MR SR 1 TIBIR B B R R T ETD,
R 1ISO XHFE SN HEAELVIETEIEN LNK XXH, BITEREI HWP BTEX RS K BAT X4,
REHIT Powershell 88 < THIEELERE, &EME ROKRAT H5 &AM =ARS pCloud #1TIE(E,
R EHE T REBRIESHIT.

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.gianxin.com 20



EZE #E T APT AR, SEIEE | S TIFRIERN) (APT) 2023 FrhiRE

APT43 F4 £ 3 B Mandiant 38 . Mandiant B9iRE B APT43 —HRISE ST RRER, 7
FHEMTIIRESFERIE G, ENREEREBEPASE. £E. BAMPNEXE, HiEF5
%ﬂﬂzh?ﬂza\m SRS EMS, LHEMEBUE. R, B ARSMHIS, BT #TEIEERNI,
APT43 MBI MBI BN EER S, USZHEBRGINEETS, ZALNETEFSEBN NS
HMEERTLMsTREFRE, WEATHULIRIETEMMESERIZHE,

JEEER KR iE] REN

Kimsuky Kimsuky % ahiE EE A E R IHRER L = E Y 2023/1/1 ZR

Lazarus X APT-C-26 (Lazarus) fALRE@EAMBRLEMEREH EEHTREE 2023/1/11 360

sho A
APT38 TA444: S7ElNE (BRIFEE) B APT FeIaE P 2023/1/25 Proofpoint
Lazarus BRI EEFAMEEREE] @ 2023/2/2 Withsecure
APT37 FERAREARMEX (HWP) BERME: RedEyes” 2023/2/14 ASEC
Lazarus Lazarus B4R {E RN R EGER A © 2023/2/15 ASEC
Lazarus WinorDLL64: REREA Lazarus BeeERG] Y 2023/2/23 Welivesecurity
Kimsuky Kimsuky RITMAEHNAKHINE, SEI RS APP ERX ™) 2023/3/3 ZxR
Kimsuky PR3 RLEREEAR X ) BH) CHM T 2023/3/13 ASEC
Kimsuky Kimsuky IXEINER “MBZER" B H#TRERS W 2023/3/14 ESTsecurity

Kimsuky Kimsuky AR (R “thiNEISEmHEINRIER" 9% QuasarRAT™ 2023/3/15 ESTsecurity

Kimsuky Kimsuky A AT IE 7R MLLICTRE Ik —+£FIFE OneNote!™ 2023/3/17 Medium
APT37 APT37 EmE—E ™ 2023/3/21 Zscaler
Lazarus GhostSec B/t T 211 2e 1 2023/3/27 Cyble
APT37 APT Reaper 32 K 8289 Chinotto /&1 IR 17 2023/3/28 Threatmon
APT43 APT43: FIRMSKICTEABENEER) "0 2023/3/28 Mandiant
Kimsuky Kimsuky Group {3 ADS Fa i a1 2023/3/29 ASEC
Lazarus Wi 3CX HRHEH HEPE Gopuram Jg17] 2023/4/3 Kaspersky
APT43 RIPEAFP RS REARIT APT ALK EH 2 2023/4/5 Google
Lazarus BRER Lazarus B47#9 DeathNote 5&E&) * 2023/4/12 Kaspersky

21 SHERITEIEREN (APT) 2023 iR



AR

R E]

(> FRIEHMEIRPLO

REN

APT43
Lazarus
Lazarus
APT37
APT37
Kimsuky
Kimsuky
APT37

APT37

Lazarus
Kimsuky
APT37
Kimsuky

Kimsuky

APT43: WHMSEILFEEHEE =

Linux BEIHFIIGE T Lazarus 5 3CX 5% E 2 BAIBE R Y
BlueNoroff APT FlfA{E/ “RustBucket” BEH{ 3t macOSP
APT37 SR8 ESPIEI T K ROKRAT BB B E RN 1 17
EBUREL: ROKRAT RIERECER S O7

Kimsuky TR BREAE P& B rigRAE S 7

Kimsuky 4H43 (63 Meterpreter & Web AR5 88 *

ScarCruft HLF FABEXL1&% RokRat EEFR DT >

BB ARAR AT AR AR FTATHEXAMEHE
G

Lazarus 28421 Windows IIS Web RS 88 B 47 ©7

Kimsuky: R 5 EHFIMERT B E#TIHEMER
¥ ROKRAT: SENT #2 APT37 £F Onedrive B EHmE B
MEWTE S 7 BRI EER

BE “ERMB HIFED% Quasar RAT M T ETH I

A R 342023 EFFERIHX APT BLEARKEIERD

HRFE: ti_support@gianxin.com

BiE: 95015 BM: https://ti.gianxin.com

2023/4/20

2023/4/20

2023/4/21

2023/4/28

2023/5/1

2023/5/4

2023/5/15

2023/5/19

2023/5/23

2023/5/23

2023/5/23

2023/5/31

2023/6/1

2023/6/5

VirusTotal

Welivesecurity

Jamf

[[ui]]

Z!
Checkpoint
Sentinelone
ASEC

360

Genians

ASEC
Sentinelone
Threatmon
NSA

360

22
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Rt XpY4ALR 5175
Southeast Asia

2023 £ EHF, —NBEEMFF TTP WIEHR X Saaiwe (5% DarkPink) HILEARMEFH, BinE
BEREIMEUNZ EREETAE. ZEEH ] SERARESF LFFRIREENTRAELD, FINE
PR LRAB I BB RIETED.

REAIE APT 4848 IiEeED

TETE ++

Saaiwc +

[\




2012 2015 BERARRRT R EEMERPORPREH B ZN—1 APT A
4, HE 2012 F 4 B2, RARHNPEBAT. R BENE.
BIEER. sl FHAXERZTRRET THEAR. Bitxl. B
MEBYIKEY [B) A (Bl T o
BETHANR T EMEETENRRIMKSE, BB,
BHARBRT. . A FE S,

o)
it
o

Saaiwc 2021 2023 Saaiwc 4R X & DarkPink, F 2023 £ 1 BHERNE L BkE
W, SESREEBHE 2021 S£EH, £ 2022 EHANKEESS
po3:i 8
ZALRWKE B EIEHEERNNTRE. FEFALR, SRAL. £
ERAT. FHE. FER. RE. XEXEFABIERNBINES
M, URMHERMERE. HENE,

% 3.52023 B¥ERBIHEGEER APT 447
Saaiwc BAWTERER, FBFRT AMIMXZENKEN. FENM, B8 REUNE SR RRBUTIAL.
EERIBS R BN, URERIRANREMIFEF AR, EirL2l BEMEE Saaiwc BXRMNER
RREMUTHENEIAE RS, REHRMI.

Attacks by country: Attacks by organization:

* Vietnam 4(+1) 2 Governmental

Bosnia and Herzegovina 1 Military 3(+1)

i

Cambodia 1 1 Developmental 1

Indonesia 2(+1) Non-profit 2(+1)

Malaysia Religious i

Philippi
ilippines Education 1(+1)

Belgium

Thailand

Brunei

A=Vl

3.6 K2 7 Group-1B XHH Saaiwc ALK H BT

Saaiwc AR LG R APBMAHEFENTIBANEFER, EEXHEREE ISO XHFHHETRE. HfE—

24
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ERMMIERSE, T Powershell fiilds, &8 Github FEEELHT, Bl 1@ Telegram API $EUK
K& T EANIEFEIES,

ZARERANEMRERSEMT ¥

{HRF RS ERIEYIE

TelePowerBot Powershell &1, B EfthZe £ 5 PowerDism, £/ Telegram APl i#17 C2 &5, BB WERE .
WATISERET AT RE

KamiKakaBot C# rZsB9 TelePowerBot

Cucky C# FRMFIRNSEGE TR, WELHNENHE, SEFEE. AEIZR. BRESH cookie, U

ENHEREFEBRRENEEBRT, HEIIEMEERE

Ctealer C/C++ higZsBy Cucky

ZMsg FREVRERGLIG & £ Viber. Telegram. Zalo S@IAMHIIEIE, WENEIREEEREERT, &5
ITISERREIRRl %

¥ Excel ATFRERLEIGE |k TelePowerBot [ IREXRERE, H Excel BolftHiTIRE IR,

KPFRTRLZT XOR N2, MZER key HHERBZFITAXHERZHENSEHITERE, REUHES
7 “excelexe” BXHEEHR “xlsx” B, AREEEMHIEEE keyo

A X 3.7 Saaiwc ALAMBAKEERES

Saaiwc HLBNEIINARE =Fh,

(1) A—

ISO XA EEIFEXM. EXE XHMER DLL X, EXE XHHhEAXEFEZEERETIET, Bl

DLL MIAN#HITEE DLL X1, TE DLL XL/ TelePowerBot AUIFA 1K,

RANFAMA R, IMRPILENBBIMKITH “abcd” EHRHIXMHE, MEIMKRFA
“.abcd” BEXHIRENRINTAA, WEET TelePowerBot 5 UM BohEI JAIER.

(2) A=
ISO XHHEEIFEX, BEXEETZEEFENNSNMEILEE Github EHFBEEERNKIEHN
XY, BB TelePowerBot BUIFA Y, 5AR—EE,

(3) A=
ISO XHFREEIFEE. EXE XHFER DLL X, @i DLL Mn#HMITER DLL X4, HE DLL
X4SEIEIT] KamiKakaDropper B9#FA 6o

T2 DLL MIBTEX A XML X4, BRI XML XEE S MSBuilldInE, ttE &K 3 HEBH

25 SHERITEIEREN (APT) 2023 iR



(> FRIEHMEIRPLO

KamiKakaBot [FI 18, HAMAXREIMER, EFRAAERASZFER msbuild.exe BITRBH
XML X5, HEINEE DLL B2 8IE— M EBES IR EEMNRERE R,

Saaiwc AREAMEITRNEIZRRENE U BEANFENSEHLZR, M Github THEERIIER
WEAEE, £ UZNNEBHZXHRPEE LINK XEREANRBXHEIXGER, INK XHEEEMem<
BriEI EFERES, TRENEMRE LAFA L. HEEEIXMS ALMER EEMEREEIT
B REmEE D,

WHEMNERIGE LIRERNFIEIEREEEEERT, MEARIIEE, MEBAREETAESH
ARESTaREIE, SIERIERERRT Telegram, &F Dropbox, E—LKREERF B R EAIERAGT
HEfE, WEHEREIFERL T F(EB) Webhook.site MI4ARSS BIE S EXAIEIE.

Saaiwc AR BEREHIFZHRFEA LOLBIn, tbanE A Windows Defender 89 ConfigSecurityPolicy.exe
HUTEXHS. WHEETESEIREPRNERFGE LREBNEN LOLBIn XHEE, AEATZE
RS ABHRITA T EHIR(E

7£ 2023 & 1 BRAFHKEERT, Saaiwc ARG EREAMNELBEILEER— Github IKFP T, B3
[EBERERRT (ERAFEY Github IKF, H{ERA TextBin.net MUAARSS 73 & fR8H,

2023 £ 6 A, Elastic R2HF B3 m R e HKEE Y, MRS PRI
RN BHIE 2022 5 —EHNERAERRS ARNREE T ARASINA, WERGED)
RIS BERARBE—ERKR. WOEEBN/UFERIRAT:

{HRF RRIETYE

SPECTRALVIPER Z5RBER x64 [51), EEMTIAEEE: PEMEAMAEN. XXM LEF T, XEMBE RN, SHREIN
Bp 8 BB HTTP C2 =4

PSLOADER 23R ER Windows PE XXHFINEES, HEER VB ERGEEESEERG LB THW—EHERS
POWERSEAL C# FF &8 Powershell fildsizfT8s, 3 Windows B9 B ERERF RImEHERS #1TAF patch, L
Lt

A R 38WHHEMARBIKERRMGE

FREENERFOBET 2023 EFFRAFKENREIIMX APT AR EERIES, W TFERFAR.

R RERIE] REBRT
Saaiwc Saaiwc BASIAHUES. MEESHMINKEEDS 20230106 RIS
i

HRFE: ti_support@gianxin.com  EBiE: 95015 EM: https://ti.gianxin.com 26



EZE WETH APT AR, BRI | B SRISELEMN (APT) 2023 FHRE

DAL DU 1 FE Al WEFRR
Saaiwc DarkPink Ba LA BANRRM = 2023-01-11 Group-IB
Saaiwc Saaiwc ALK HDRFAL., ENERFAEITIMEE 2023-02-13 28
Saaiwc Saaiwc AL ENBBIRFRI L T EEN AT 1+ 2023-03-15 360
Saaiwc DarkPink £H£0 &t ST ENEE fE PRI /M 32 2B JANFEREEE 6] 2023-03-20 =K

mymsERy

Saaiwc DarkPink AR & S EE 12 2023-05-31 Group-IB
KA (FNEETRE) SPECTRALVIPER B4 it AR il ! 2023-06-09 Elastic

A R392023 EFFREITMEX APT ARSI ERD

27 LIRBRFHEMERY (APT) 2023 iR



BAIEMtX AL 5175
South Asia

1RHE 2023 EHFFAFIRERIELER, ERTRIMXEY APT ARERAZIZMXBILNERM APT AR,
BIERAERE. ERTE. MEEMENE, R 3.10 7 2023 EFFrRltXIERA APT HLERE T,

FlE APT AR ke

ERTE

A% / Donot Team
EBRERE /Transparent Tribe
SideCopy

IiE%E /Sidewinder

EirE

% /CNC
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HABTR =T IATNATE AFFERRTIE

ERTE 2013 2016 FRHWEEHE, hERE, HRGERABRESE]. B,
ETAEXEN, SEGNBRER, A5ETE. BEWE
TEXEK, BRIENEMRERR S APT-Q-37

indinifes! 2016 2017 TEHWEEME, hE. HEZRERTHXER, NEFA
MAa. B FE SR AR B SR B EA L SEHEMLE BRI E R,
F2EMA yty #l EHDevel MELEELR, HRIENERERS

=79 APT-Q-38
BERRETE 2012 2016 FEHWENEBAF. EAFEXRALR, UKREERTEREHD
(Transparent FHREHMS, MBEtsIEFHTEXKE, FNBSER
Tribe) iR &R T
SideCopy 2019 2020 FEHWENE. BEBNEET, UKAF. Eff. EE%E

FBO A BB FRETNKEEES) . RERGEF £TEEH
Sidewinder & Efth APT 84389 TTP M543

e 2012 2018 FRHWEELE, PE. FEF. BAR. ZiUSERRE
(Sidewinder) FRE, SEGNBFIINE. BRESES). SFHEN

MEHANNZES. EEAEFNRE (CVE-2017-11882) F
R EEDD. BTRIENERRESRS /I APT-Q-39

EERE 2009 2013 FEHHE. BEMBETMNXESR, UBF. EE.
. Tk SIMMEFEMANEFRHREE. BF
Windows. Android. macOS =F &K LRI, FLEAZP
RER4RS 7 APT-Q-36

HR 2017 2019 GroupA2l REHEANRENTHE, EAE 2017 F£HEE
(CNC, &), FEHXNEEMXEEFEWSEIRE, ZALRNEE
GroupA21) FESEES S Sidewinder # Bitter ARFERMZ 4,

BEREATHFTAARS S EEEHRENXS?]

A 3 3.102023 EFFrRFITMIXIER APT 4417

M 2023 F EFFRAFIREPIIRERVENRE, BMItXE APT ARERERTFEHRBIMAKKE,
EXE. MER. BEHNELUKBERNZE-—BELTEEEZRIVATS,

At RALATE 2023 FREZRHWNENE KR HKE, WEPERIVEERFZNTH R Windows 1
Android ¥ &, Windows ¥ & LRFARATZFRFE—BRHNRERIE, ERBESHAENEENN
BANFE, BT EFREAANABAT,. Android T8 EMERSHBHERNRNARER, BHT
AZERUREZFHIIE, BFARBEIEEERSE, SEEFETRABABIRIGENER, BSNKRE
EEBRRAER. BiFER. HIBUEFERE C2 RS2,

29 SHERITEIEREN (APT) 2023 iR



CNCARNERN. BEHNE, FFRE. HEEALTFEXNEABRANME AR S, ZARKRENE
B RNERRENBSENNNREEE, ERANFERHE U R) ERESENTEHTIRER S,
FEHNEARANKEHR, CNCAREHRER “YoudaoDictDesk.exe” FERIM, FHEMAMISHIEAH
eI BERIEH.

BEAMESELFERAETR, WEEDZHGHNENEREFIEBEAR, B3I@HENSFETE
CrimsonRAT s & @it P B ML E SR Android N,

a4 APT HAQJc/afER “2023 FEEMIBBESR R « "BHSRMUEEE" . "QAHEEFRT
FHREREN” FIFELRETHNERME, FE. AR, fiE=FFEXRNKE, MEIITER
#EN. CVE-2017-11882 imiAE A I T EE4LEA,

ERTHARNENT REMAEIELRT ZRHNPE. BEHESFERNER. 8EREINKE, 18
NERRENFERIARER CHM X Office A YRIEE R,

BEWEARL “RHEMESEGMHBFINERLTIN 2023 FEMBRKREEIVERN" . "KIK
HEEERAT 2023 FEREQST" AFEHANRKRELRESZ ARG, MEERFRIF LA

“NorthStarC2” . “Remcos” .

B 20233 A, FREBMBERFOHIRT —#5 SideCopy BRE XK ELIFZ, SideCopy HIR
RS Z BN EERIAE—E, UES INK XHHEAKREAD, SAHAER THIAD,

€
Eigel = Jan agt g P R

q_ T
=/

C++fRE

SEX DUser.dll

3.11 SideCopy AR EHEDITHE &

30
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Mil Tele : 34851 IHG of Mol (Army)

Adjutam General's Branch
Addl Dite Gen MPMP E(1 of R)
Wesl Block-lli, RK Puram
New Delhi - 110 066

20038/Appx JFinal’MP 81 of R) 2| Dec 2022

HOQ Southern Command (A)

HQ Eastern Command (A)

HO Western Command (A)

HOQ Northem Command (A)

HQ Central Command (A)

HO South Western Command (A)

HQ Army Training Command (i)

HQ Andaman and Nicobar Command (A)
HOQ Strategic Force Command (A)

Al Record Offices

2023 FHRIRE

2

4 Record Offices only. All Record Offices are requested o ensure the fwg for
smooth impl of Risk & Hardship Allce -

{a) XML files of Part Il Orders regarding cancellation of okd fd alices and
new descriplions e RISK & HAUCA should be thoroughly exam for its
COMECINESs belore processing 1o PAO

(b} Few cases landing in debit bal on being acted upon revised Part Il
Orders ware reported by regional controllers which ideally should nol happen
All such cases be exam by Record Offices in consultation with PAD 1o find
out exact cause of debils and cofrective aclions be initiated

(c)  Odbtan details of discarded Part 11 Orders from PAO (OR) and advise
comective action o concemed Unis/FmniEst. The same may pl be shaned
with this Die also

(W) A proactive apch from all Record Offices is sclicited for smooth impl of
Risk & Hardship Allces

5. This may please be disseminated to unit/fmn level.

ADVISORY RANT OF R & HARDSHIP ALLOWA)
o r
b )
5 “Big

1. Furiher to this [He letter even Mo dt 09 Nov 22 Brit MP B {l of R}

i for Adjutant General
2 Itis intimated thal there was a bug in HRMS Patch 12 rel in first week of Nov A
22 due to which “from dt’ is going blank in soft copies of Part Il Orders regarding Copy to - "
cancellabon of old fA/CUHAA allces. Such Part Il Orders are being discarded by i

Dalphin Appl. further leading 1o rejections of new Part Il Orders regasding RISK and
HAUCA. This bug has akeady been fioed in HRMS Parch 12 1 which is available
on Army Portal for download. All units/ests are requested to take the following
action -

Sr JICGDA (Army])

For information please.
ASDC (HRMS)
ACDA (IT&SDC) -  Please accept Part Il Orders with one day gap in Cease
and Grant (Fefers to Para 3 above) as valid 1o avoid large
No of rejections as there is no extra burden on Gowt

(@)  Install Patch 121 in HRMS Sarver forthwith.
(k)  Part Il Orders already pub but not fwd 1o Record Offices or further 1o

PADs should be unsigned through superadmin ID and re-genr soft copies o faac i doing ea.

after instalkng Paich 12.1 of HRMS and digitally signed Internal

{c) Discarded itemns of Part Il Orders already processed by PAOs (OR) COAS DG MF E-inC's Sectt ADG AE

] | Sect %

should be cancelled afresh. VCOAS Sectt DG Inf DG RYS ADG OL
3. Areview mig on impl of Risk & Hardship Allces was org by office of CGDA on DEDJ\SECES:IS&CJSM DO AT A DS WCL mm{
19 Dec 22 and certain pub errors were highighted by regional PCsDA/CSDA DCOAS ‘:g::llmt: SGG;AD % :;‘cﬂlmml : Dsglnralwd
Daspite clearly mentionad in Para 2(b) of the ibid |etter under ref, few unilsiest are AG Sod; ey hg De of Standardisation g,'g Pris
ceasing the erstwhile id alices wef 21 Feb 19 (Paid for upto 20 Feb 19) and QMG Sectt DG ST DG MI J.B'isn
granting new allces wef 22 Feb 19, Thus the affected indl loses one day alloe ie for MGS Sectt DG EME DRDODoP-Pers (AF) HO DG AR
21 Feb 19 as well as such Part || Orders are being rejected by Dalphin Pgme. MS Sect 0GOS ADG E (Pers), E«imC's Bt ADGPS
:RMS users need fo be educatedirained properly on cormect and error free pub of

art Il Orders
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TREL T EAREILMEX APT HLR7E 2023 EFFNEERHERM.

4BR7 LT B0 WA
SideCopy  SideCopy ‘AR SHHE 22 2023/1/6 360

CNC APT 4847 “GroupA21l” {EERFFE 5 304 A HiE 2023/1/11 MepEL
BRT APT 4842 Bitter R4S IENE I A5 ERN LI 34 0 2023/1/13 ¥
AR APT-C-35 (RtRMDR) RLLEHAT T EhiE " 2023/2/7 360
EBRTE EREAR 2023 FNRETHS A B 2023/2/9 RIHR

BEBAERE  APT-C-56 (EBAESE) thEmmmaEEmam ) 2023/2/14 360
SideCopy  SideCopy H¥ENEREATHIES %517 ReverseRAT[ 2023/2/21 Dragon Threat
Labs
mELE “MER” ERRTESNNE, WEENSRETNE Y 2023/2/22 WMEEL
SideCopy A APT B4R SideCopy $3YENER NI B K & EsI O *2 2023/2/25 (L]
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JEBHIER HEETE] HENE
BERAEE BIAEEE T Android SE B RN RIZFSEEER Y 2023/3/7 Welivesecurity
BEAEE APT-C-56 (EPAEBS%) ZBZE Android &4 RImRat. Linux RFEREL 2023/3/8 360

SRS >

SideCopy  SideCopy B4R HA LA ED EE EIRG Sp4E % STHS B B I B sh 4 P 2023/3/21 "TRE
SideCopy  SideCopy APT {A4R3% B 5¢#& @ T ENERY DRDOP 2023/3/21 Cyble
iainges! g EE: MR (Donot) ALILHKEHFERL PF 2023/3/23 BARE
BRE BRI H IR ERAEIT AL AL R & 5E D 2023/3/24 Intezer
ERE Bitter Group f&£3&5t R EHNAIH CHM T ©) 2023/4/4 AhnLab
ERRAEE BASERERENEHE ] @ 2023/4/13 SentinelOne
BEAXH Donot APT {5/ Android &= 4 gL © 2023/4/14 CYFIRMA
CNC B CNC BABHF T DH @ 2023/4/14 RISHR
BIRERSE 1BE APT-36 B9 Linux TEHHEDD & 2023/4/17 Uptycs
BEinE Patchwork AREFIAB T ER, FIHEARBRMARUBRAER  2023/4/20 RMERR
H475
SideCopy  SideCopy AL ERMADENERF L E 2023/4/21 RIS

BERRERE BERAERE APT fEEH B E N BAnskiE S B0IRR RS IEENE 2023/5/2 Seqrite

ZEPA
SideCopy  SideCopy 8% % * T ENEEREEMR AR @R ©7 2023/5/4 Fortinet
R Sidewinder A5t B EEBH AN R EENIBEE © 2023/5/8 BlackBerry
SideCopy  SideCopy fh¥&EAMEIERGHITH S ©) 2023/5/11 360
R Sidewinder 4R4RF4ET & AR EA B EHTE LA 10 2023/5/17 Group-IB
FEAE BRALERA BADNEWS 7l Remcos Bl A DM S8 dEzn 2023/5/23 TS
FE R X FFIRI B B IR FRA Patchwork 4847 ™ 2023/5/24 RIERR
B Patchwork AR B 834k & -EyeShell E 23 2023/5/25 aNEF
BRI Bitter AR #T 23 D4R & -ORPCBackdoor E 88 2023/5/30 AEF
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FERMX HYALR S51TR
Eastern Europe

2023 E¥F, REAMXBIENER APT ARKIEER. BRT5R=, REUMXH APT BLEEE LK
AHMERE, BF T REMHMKIENRER, 2023 ¥ FZMXH APT ARRENKELZ HEXR
B, + 3.14 /9 2023 EFFARIEKTEERRY APT AR 1T

e Wt

-

'?F\IZ'X APT £H41
APT28
APT29 +++
Turla +++
Sandworm +++
Gamaredon +
UAC-0056 +
FINT +
DustSquad ++
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RGBT IE AFHREER A HARETT

APT28 2004 2014 APT28 AR EEHIERIME, TEHWEBF. EEMTLAR,
XK HBEE Windows. Linux. Mac. Android #1i0S, H7E
2016 ELETFMERKGE, 7E 2022 F X ERBELTH T 53
ZEERACBNKE, RESHARPZRASTZRBER N

APT29 2008 2013 APT29 AWM EZBMFAAL. L. RIEMNFRBIEATER I
M. E#IANTE 2015 FEFWE T XE DNC, IEFRAUE
W ZEINHM KRB S

Turla 2007 2014 ZALIMEEEEZN TTP, HSEHEEET 45 MER, &
HWHAF. KEE. EE. HE. HARAGALQEEME XK
G

Sandworm 2009 2015 Sandworm AL KM 2009 FFRIEE, FTEHXSER. T

A EH RS, SCADA. BUNMGEHAMEXTIRM S =LK, 1
2022 ARG HRAPEL T HW SR = BRMEIH S

Gamaredon 2013 2015 FEHWESTT=HEE ). BTN ES D E#HTIERERN
BEIRUES K, Operation Armageddon {TEI51ZERAHE*,
2022 F FHFEMER SR =L RMEHEK T

UAC-0056 2020 2022 X & Lorec53 (AXEMR: /BHHAE) , RARKRFENKEIENA
LUBHAZEI 2020 F 6 B, TBEUERZE. BREFIANBR, HXK
TENHERENBEEE

FIN7 2013 2017 FIN7 REHESN L2 7 FireEye 7£ 2017 &£ 3 Bfpma, HI
TEMREM 2015 £, HNEENSE. BIR BELS,
KB EEERRS. 5. 8. HE. BFE RS,
ZAARZRBERAEWEESR. FINT R CarBanak.
Anunake

DustSquad 2014 2018 DustSquad LARZE/DM 2014 FFIEER, FEEHWHIHIX,

BIEMB BN, JMZERM N A. DustSquad EEEF delphi
RE BRI,

A 3£ 3.142023 EFEFRRUMEGEER APT B4R

2023 E¥5F, REUMX APT ARFBEANREFRINAREXAEEA, I XEHRFTRB
Wi A B S B BIE R E L.

RIBFREIREE, APT28 ALRFEAHEHRATE BRI EHR EHITMEMNBBEENRMG, UKRAE
Windows B HE SR =K. SR=2%FHL Cyber Resistance BT APT28 LHLRMSF AT A
R, BIEERRFRETUMNAEH,

Sandworm 7 2023 EHFIMBEERAXHRFS[ KRG S =BRAENMG, £RRNEIREERINGF

HRFE: ti_support@gianxin.com  EBiE: 95015 EM: https://ti.gianxin.com 34



EZE #E T APT AR, SEIEE | S TIFRIERN) (APT) 2023 FrhiRE

BIEEARPR CaddyWiper. ZeroWipe. SDelete. AwfulShred. BidSwipe, & &% & Windows.
Linux Az FreeBSD %,

APT29 B BF| K = A FEIHREENNSIEEER S5 =R BBAT#1THE, HEFEFA Notion AY
API 157y C&C E8 KRR B S MER C2 &, ZARRT A “iso” . “zip” FERAMNXXHGINARE
A “img" EEXHRETERT.

EEBH(TRE Gamaredon WRBE—EHEEHHLE, S Gamaredon £EH Web EIRIBR T 1]
WEENMNEXXPNERETFE, ZALRHWER=. HRAET. ZVETMIUMESERART %
R

BREBMERTOBIET 2023 LFFREME APT BRRRIEES), WTRPAR:

WEYia BN

Turla Turla 3@ Andromeda TBEMH K& EZm= ™ 2023/1/5 mandiant
Gamaredon Gamaredon f&F8 Telegram I & &5 2240 [ 2023/1/19  BlackBerry
Sandworm Sandworm £B4R{E8} 5 iR e BrE = HiEyle 1 2023/1/27  CERT-UA
Sandworm Sandworm APT fEF#BI SwiftSlicer RpRIRM B 5 19 2023/1/28  securityaffairs
Gamaredon RIB£E TV E R 2RE 2 BEF N Gamaredon Y& 2023/1/28  Recorded
Future
Gamaredon Gamaredon B4R51% B5e2 Y B F RialgEEE) 2023/2/1 CERT-UA
UAC-0056 Graphiron: $tY{ 3252 EBAFEIE B HICEE T © 2023/2/8 Symantec
Gamaredon Gamaredon FJF Hoaxshell B & 552 4H47 2023/2/15  medium
APT29 APT29 FF Notion API B RN Z R R TH E 2023/3/10  medium
Gamaredon 4 Gamaredon %4 & 55 < AT 17 5Eh &Y 2023/3/13  ThreatMon
APT29 NOBELIUM F Fif = K {141 EE BRI = B ER BN 5 5o = BIRR BRI 2023/3/14 BlackBerry
5 1
APT28 B2 APT 28 FUSRS AR E 2023/4/10  Context
Information
Security
APT29 ZRER APT BRRVIENRERD 2023/4/13  GOVCERT
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PEFHIET DU HEETE TN
FINT Ex-Conti 5 FIN7 §9%7 Domino /gl J&1E 2023/4/14  1BM
Gamaredon Web E#RIBRT Gamaredon Group BB 5N XML& 5 & 55T *) 2023/4/17  EclecticlQ
APT28 APT28 # B EARAE BRI RS 3 TMENBEERRY 2023/4/18  CISA
Turla 4 Tomiris 5 Turla BYBER Y 2023/4/24  Kaspersky
APT29 APT29 sEEAFIA CobaltStrike FFRK & ETH 2023/4/25  viewintech
FIN7 TESTYT Veeam EHRRS M9 R FINT tradecraft 2023/4/26  withsecure
DustSquad Nomadic Octopus 7E£ 2 S ETE#TBI M sESh &7 2023/4/28  prodaft
APT28 APT28 fERfhiER) “Windows B 15RISKK SR =EHF 2023/4/28  CERT-UA
Sandworm E2{ Sandworm {8 WIinRAR 1255 Z ERHgaI %R 2023/4/29  CERT-UA
Sandworm SHEEEY NTC Vulkan SXEEFIREEI(E B FTAES Sandworm B 3% 7 2023/5/25  trustwave
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Middle East
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MuddyWater +
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BHXE APT AREFBNENEFHRTEFFRMEMBBERR, HWBHENMA. &k, R
MM X R E MR A RENE R T, USSR SIENNEES. & 3.16 /3 2023 ¥ FEEREY APT
AR,

RS E RN ] AFFREERTIE

PROMETHIUM 2012 2016 PROMETHIUM A48 & IR IR R 288 E S F = AL
#iR, B& 0day RRETEAtEEST, 8 Windows. Android 3
FEWRERS

pIEEL 2011 2015 WERIBAAN T EEFEANPRMX, KEHEFHYT Windows

# Android WFE S, RESXEHSKANLEREHFREE
HETRFFRHTEE, ABN. /. B& R EF
EREBMARLERE

MuddyWater 2017 2017 FEHIRREFEMEELEER, HEHIRUNFIIEEER, E
Wi BREERE. BT (1T RS ) IGHE 1. FE2ERAET
Powershell BV#T3AMEL/SIT], tEAEFF/9 POWERSTATS

APT34 2014 2016 APT34 TEHWHARMRX IR E, REBTEESRL. BUT.
BEIR. I AMEREFITIL.

APT35 2014 2018 APT35 2 FireEye F 2018 S FEHY APT 2H4R, H#FEA
Newscaster Team, ZALBEHIEENFRNES. IS
MBFAG. EERALD. sETRFER T EM (DIB) LUKk T2,
A AR AN RSB AT T E R,

Agrius 2019 2020 Agrius HEAHEINNLEZ 22T SentinelOne KIH A EH
APT 4R, B EAGERENSEERFHIBHITEERR
TS, HEMEANPRREEEHERETA.

A 33162023 EFFERRMECEE APT AR

APT ARWHEMKRFHER, EMRIER, S2FECREERNMNAZRALAREBAEG—&. EHERA
FEFRZRBNERT, REMNR2ER AT, FHRUKE EFE APT ARREND, AJLUNE
F& K APT AR—HELHEHBE CHHEE,

KR RIMXE APT AL KHAIBER, FHI1EZIM MuddyWater ARKARFERSIERXRE. E
2023 F E¥F, ZALIMELTIRE, HWHRBEHRT T 0H, EHXUBTIBERS, tilERET
wHERUETIABTHERER. LI, MINEFBT Logdj iFiRE, HEZET EZIAMEMAR SyncroRAT
ERBZH RAT TR, XRAZA[FHEARERSE, HENGMEEIRERIF mRA K,

WML T BN L L ENEREE 2 M L, MRE APT ALMEFERFERME. PROMETHIUM A
£13@ 3 1R {5 Shagle BREBIHE ML &8 StrongPity BB iGN BIEF. ZNAEFZETR
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Telegram N FRZFRYECRARZS, NN StrongPity R MURIERITE, @ 11 M EhSHARIRTTRIRIE
BIFIER. BRAFHREBWRENBIEANTICREFRITERF.

ok, GINEE. APT34. APT35 % APT ALAATERARMBIERR, HARMEIFEK T A RS E,
CITEBEF B A IEE. tSRAREERFEAE, RFEEEXNamH. KAWL, HeTEFSE
FERHTHE, REAFIER, BIMNBETHAMK 2023 FEFEMNTERTES, BEEARNST TR
Ffrs:

4HR7 e ZE AT E]

MuddyWater BERE /Y MuddyWater APT Group®® 2023/1/2 SOCRadar
PROMETHIUM £1%F Android BB I StrongPity iE)igs&E) 7 2023/1/10 Welivesecurity
APT34 HTH9 APT34 R IRFRE R AR 0 2023/2/2 Trendmicro
MuddyWater MuddyWater 34 5131 TRL % & 1Y 2023/3/9 HEFERRZER
NI APT-C-23 (WRI8) ALRBFBEEsho 2023/3/30 360

PV Mantis: BT X BB BiRMEHTA * 2023/4/4 Symantec
MuddyWater MERCURY #01 DEV-1084: X$E&IFIBRIBRIF B 1Y 2023/4/7 Microsoft
APT35 Mint Sandstorm B8 B B A UK ESHMEB 17 ' 2023/4/18 Microsoft
MuddyWater PRER MuddyWater FYE A& 2023/4/18 Group-IB
APT35 APT35 J@id 239 T B R A DL ) 17 2023/4/25 CheckPoint
APT35 RNT R APT35 BB R4 1 2023/4/26 Bitdefender
MuddyWater APT £B£8 MuddyWater B ;& 1 2023/5/2 Welivesecurity
Agrius AGRIUS FE§TX LA FI4A A B 5 R E8E MONEYBIRD™M 2023/5/24 CheckPoint

A 3R 3172023 EFERFRME APT ARAL[IKLEER

Hihith X a9¢ALEB 51750
Other areas in World

2023 FE¥FekTel BRET S TEERARERA. HEAEERSERN APT AR, HAE
ERSUEM T NEBEISEA WIRERN GoldenJackal [EIERNALR, UKRIFEFHREMEEHAMF
BYERE APT 4843 TAS05, BREEMBERFOEE ERBRAEXE T, W& 3.18 Fiko
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NewsPenguin 2023 2023 ZAALREEHIEELNE, UHSEERANAE. BREXR
MERIEEE R M,

OilAlpha 2022 2023 BAERR—PMHWBUARR. BEEFIEEMEENREEIBIEN
JEENAER, TESXIMHAY BMEKEY Android BF, KEE
N¥mekMms B IEE R AHBERT (PTC) HHXHIE M
% M,

GoldenJackal 2019 2023 ZAAR B 2019 FFIEIERK, BEIHXPRMETABFIN
M, RIBEITESMKEENTA, ARARIAZARHE
B EEigER 1,

UCID902 2021 2023 ZARMEMAR “Kimsuky” £ TTP. EHHMIERFASE
BRZEBZLH M,

A 3R 3.182023 EHFHMMXIEFIR APT AR

GoldenJackal APT H R F EF A NET A X B9 & B3 4, & & JackalControl. JackalWorm.
JackalSteal. JackalPerInfo #1 JackalScreenWatcher T &, #BEA&RFEFIABES. £ Follina &
BAAFRERKRG, ZALSMBEHRT —HERN “REERNIRINEEERE .docx” #Y Follina JRAIEHE
X, EEREEXEEMBEFEHEENER,

Gavernment of Pakdstan
Minlsiry of Forelgn Affairs
Ilamabad

N, O&M-1/172022 May 26,2022

CIRCULAR
Subject: Gallery of Officers Who Have Beceived National and Foreign Awards

The Mindstry is in process of collecting data of FSP officers who have been decorated
by Pakistan's govermmenthost government with awards and medals etc. for some outstanding
achievements
ri In this regard, all those FSP officers who have been decorated by any national or for-
#ign swards'medals are requested to share mach information Latest by 01% Jume, 2022 on pre-
scribed proforma along with 3 high defimition of the sward'medal Informarion
mxy also be shared oa following emal sddress

Nenwerk Admbniserater

i Al Sections ofthe Minkzry
o All Palatan Misdbons abroad.

A [ 3.19 Follina SRSRIEE S 44 1
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A [E3.20 OilAlpha I WhatsApp &3 SpyNote RS APK XX f4 17

TA505 & FFl A Google Ads # T TR EEERGHNEBRNIY, HEEMUSEZNLZERERFDHR
N LOBSHOT [F17], BN RAEWMTEM . E— 1R, TR E2RHXNGENTEEENRYG

AnyDesk,
é User performs -lo Google Ads returns @ User clicks on ad é

Internet search for promoted result
legitimate software

Masquerade landing page
for software download

 Launches PowerShell @ User downloads and I@
and downloads

executes MSI installer
POWERSHELL  LOBSHOT Msi

Executes LOBSHOT via rundll32

Starts C2 communications to hardcoded IP

[

LOBSHOT €2 SERVER

A [E3.21 TA505 fNZ; LOBSHOT f&bkpy kg 14
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AnyDesk: Fast Remote Desktop - Download Windows

AnyDesk's is ad-free and free for personal use. Whether you're in IT support. Which helps you

access documents and files on any device across several locations.,
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. REMIKEE: Outlook i CVE-2023-23397

2023 F 4 B, WHEREAT BIBE T HEET Outlook R — 1N FR N EMIRIE CVE-2023-23397, %K
TFHRHRHEIAEFEEEEM A, REEBIREHFENE MAPI BIEEREEZEHE Outlook HiFE, 3
ZEEMA Outlook TG EHMERY, RKBENEEZEMIEENHKEETHIA SMB H=ARS528 UNC &
2, SHEMREEDN NTLM Hash #E3EX.

BREENBERPOE—NEERTIZFRE, EXENIERERNTREMNWARZTEE, HBIAF
RZRANREEMRE 2022 F 3 B. HMNAIF IR TREER A AEBERRZ VPS BRSSE:, MR
K EEERN UNC it tiismBE—& VPS, B1E 2022 F4 B 14 B2/, FREMKE C2 MEMRK T
Ubiquiti-EdgeRouter B&HZ5, ARBREEFEE5R=. tHEH. ZORIFMXEZHANM,
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RedDrip Team @RedDrip/-3H29H

Analysis about currently disclosed email samples exploiting #0utlook
HCVE-2023-23397

- Related attack dates back to March 2022

- Ubiquiti EdgeRouter devices were used

- Victims aren't limited to #Ukraine

o>

Check out the report for more details:ti.qgianxin.com/blog/articles/...

Artuck 12 IF Progperth quip L i Aekated tima Wirtims
Ri: N RESEEE ] . L direg 1 2022-08-18
3 i Lithuania U . Site Migration Senice of Lkraire
sourcesitinned Sample uploed time022-04-00
T3 080 ] 15044
L) 4 EITRGTY L1 Belore 2022 -04-01

glabalrmwanoncom

A5, BB AT 3 B4 3

Romanss WS Bafore: 20220401
CnDEEL w1 A
Emal pending time2022-64-14
101255119 Inckomee s Uit it -BdgeRoanes Rormaanagn Ainds of Fons aftars
Lo Rl Sample upioad ime2022-04-14 & e
1 serding tiaw2022-09-29 Pelitk dealer PIT-RADWAR 54
213522820130 sy Ubiiquiti EdgrRoute: el o aiednatten
Jample upload timed 023019 fe-mail sent from Coastal Bank, an indian bari)
168,205 200155 B Ubiguiei EsbgeRounes
18513207182 Sweden Utsegulti- Edgeouter
69.162253LJ21 Usited Staees Uit EdgrRzuter
Emall sending Taed012-12-19
113.160.234| Wt Ubjuiti-BdgeRoute = Turldh Delerde Teohnology Corpaty STMW
s ’ SRR Sample upload timed122.12.29 g gy Cempany
181,209,991} 204 aagenting Uil EdgeRouter
BRABEAIRLJI0E Sweden Uil EelgeRsunes
85185206117 Swararand Ui EdgeRoutes
[IRrETE TR L SEapcne Uinpu ti-EdgeRoute

[»

Q 1 26 Q a2 1B

A [E 42 CVE-2023-23397 SRS M

—. ZHRENM: EMHAER

20234 6 B 1H, £EEEIKFET Operation Triangulation #3550 1Y, #IM 2019 EFFEEEHE
AEEE R TH iPhone FHIFLEEI Oday IENK &, WEEMANETFREHE, ReJggdiiR%
MERNERABTRBES J. HEEBILX—FHESRMEN iMessage EERIBREE L,
TEEMARRENERT, FBZFESEMARBRITRE. FAFBAHRITHNREEMZZRS S
ETHEEMER Payload, HFEE T AFRNHEINI AR, HREABE I IIEFTE2NASFE,
RE=MRRMEZREFBNREES.

BRIEBMERFOE—BEIRHE 7T Z2EH, HELHFREAIMEIERIA Operation Triangulation /&
MEERR T ERS N ERRUNERA R

HRFE: ti_support@gianxin.com  EBiE: 95015 EM: https://ti.gianxin.com 46
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4.3 Operation Triangulation™”

=, BANFHBRFE: CVE-2023-2868

Barracuda Networks F 2023 £ 5 H 30 HA i8S, #REET ESG(Email Security Gateway) €&+ =
£ Oday /A CVE-2023-2868 HEWFIA, ZER ESG X tar XH T IEAR ™ SHAITEm SHITRA.
MAZRENREREARET 2022 F 10 A, XEEBDRARBMEREENRBRITNRG, TR
SEASPY/SALTWATER A5,

H

BEE/FEHE, Barracuda Networks TEIBE &% 7 XfG, BN 2023 F 6 B 6 HEH TEEARAE, fEH
ERRERETRANT, BN ESC RESRETNER, SENRENKEEEEHNEELE
HERT BT DT T EINALE, HINT EAA NSRS .
Barracuda Email Security Gateway
Appliance (ESG) Vulnerability

JUNE 6%, 2023:

| ACTION NOTICE: Impacted ESG appliances must be immediately replaced regardless of
| paich version Tevel |"y::-L1 have not replaced your appliance after receiving natice in your Ul,

contact support now (support@barracuda.com).

Barracuda's remediation recommendation at this time is full replacement of the impacted
ESG.

4.4 Barracuda Networks JR &S |
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BEE WM BRI, WSHREUBEHIMA 0day WEERFE, MIENULFHmAFEAIIE

FE, IR EEREBFEERX 2 R4ERE RN 0day (L, THERIITERIBIES
Oday 7| A A Z REKEIBE o
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20.https://securelist.com/gopuram-backdoor-deployed-through-3cx-supply-chain-attack/109344/
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38.https://www.group-ib.com/blog/dark-pink-apt/
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48.https://mp.weixin.qg.com/s/SR-m-RrqyT3V2zkOPBm-9g
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53.https://www.welivesecurity.com/2023/03/07/love-scam-espionage-transparent-tribe-lures-indian-
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Ministry-of-Defense-Documents-as-Lures-CN/
56.https://blog.cyble.com/2023/03/21/notorious-sidecopy-apt-group-sets-sights-on-indias-drdo/
57.https://ti.gianxin.com/blog/articles/Heavy-Shadows:Summary-of-Recent-Attack-Techniques-Used-
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58.https://www.intezer.com/blog/research/phishing-campaign-targets-nuclear-energy-industry/
59.https://asec.ahnlab.com/ko/50851/
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85.https://blogs.blackberry.com/en/2023/03/nobelium-targets-eu-governments-assisting-ukraine
86.https://informnapalm.org/en/hacked-russian-gru-officer/
87.https://www.gov.pl/web/baza-wiedzy/espionage-campaign-linked-to-russian-intelligence-services

88.https://securityintelligence.com/posts/ex-conti-fin7-actors-collaborate-new-domino-backdoor/
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89.https://blog.eclecticig.com/exposed-web-panel-reveals-gamaredon-groups-automated-spear-
phishing-campaigns

90.https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-108
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93.https://labs.withsecure.com/publications/fin7-target-veeam-servers
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96.https://cert.gov.ua/article/4501891
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html
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104.https://www.microsoft.com/en-us/security/blog/2023/04/07/mercury-and-dev-1084-destructive-
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105.https://www.microsoft.com/en-us/security/blog/2023/04/18/nation-state-threat-actor-mint-
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sandstorm-refines-tradecraft-to-attack-high-value-targets/
106.https://www.group-ib.com/blog/muddywater-infrastructure/
107.https://research.checkpoint.com/2023/educated-manticore-iran-aligned-threat-actor-targeting-
israel-via-improved-arsenal-of-tools/
108.https://www.bitdefender.com/blog/businessinsights/unpacking-bellaciao-a-closer-look-at-irans-
latest-malware/

109.https://www.welivesecurity.com/2023/05/02/apt-groups-muddying-waters-msps/
110.https://research.checkpoint.com/2023/agrius-deploys-moneybird-in-targeted-attacks-against-
israeli-organizations/
111.https://ti.gianxin.com/blog/articles/Analysis-of-Recent-Attacks-Against-Russia-by-The-Suspected-
Kasablanka-Group/
112.https://blogs.blackberry.com/en/2023/02/newspenguin-a-previously-unknown-threat-actor-
targets-pakistan-with-advanced-espionage-tool
113.https://mp.weixin.qqg.com/s/y8VVzTWeFNG3MMih1KFxFw
114.https://www.elastic.co/cn/security-labs/elastic-security-labs-discovers-lobshot-malware
115.https://www.recordedfuture.com/oilalpha-likely-pro-houthi-group-targeting-arabian-peninsula
116.https://securelist.com/goldenjackal-apt-group/109677/

117.https://interlab.or.kr/archives/18979

118.https://twitter.com/RedDrip7/status/164096654 7081662464
119.https://securelist.com/operation-triangulation/109842/
120.https://www.barracuda.com/company/legal/esg-vulnerability

121.https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally
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